Name: Lakshmi Bhargavi Nukala
Email: bhargavi.aquaO4@gmail.com

H.T.No: 22063CD0O117

1. Create an instance
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¥ Instances
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Roserved Instances Instance I Public IPv4 address LLpG
Dedicated Hosts
£ -050a424: Lakshmi Bhargavi Nukala) 13.115.:222.245 | open address [
Capacity Reservations
1PV address Instance 5 Public
¥ Images o = & Runn e

hitps//ap-narfhesst-L A BT

2. Extra Volume of 1GB created
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@O New EC2 Experience X
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@ ‘¥ou can now create Amazon Dats Lifecyde Manager policies to automate snapshot management directly from this screen. Select the volumes to back up, and x

EC2 Dashboard then choose Actions, Create snapshot lifecycle policy. For mare information, see the Knowledge Center article

EC2 Global View
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3. Attaching Volume to an instance

&« = ol-00b34fhad38745d423

-northeast-1#AttachValumevolumeld

Attach volume .«

Attach a volume to an instance to use it as you would a regular physical hard disk drive.
Basic details
Volume 1D

3 vol-00badfbad38745da? (Extra Volume)

Availability Zone
ap-northeast-1c

Instance Info

Y I

i-0502424927fc31543
[Laxshmi Bhargavi) [running)

4. Creating a snapshot from the above created volume
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p-northeast- L#

Create snapshot ..

Create & point-in-time snapshet of 2n EBS volume and use it as 2 baseline for new volumes or for data backup. You can o

snapshots from 2n individual volume, or you can oeate multi-volume snapshots from all of the volumes attached to an
nstance,

Snapshot settings
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5. Created Snapshot

i B# Snapshots | EC2 Management C X
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Successfully created snapshot snap-0ab0d49:457fhTh1c.
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EC2 Global View
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Limits - snap-DFE32fibeesb1 5430 4GB Created by Crea Standard @ Completed 20221017
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6. Created an AMI from Apache-PHP instance:
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EC2 Global View

action: v | ami

Name v AMLID ¥ | AMIname ¥ | Source v Owner
Events
T | ] AM| of ApachePHP ami eT7ad38cafEac Apache PHP-Image 054032037173 fApachePHP-Image 0540320371
ags - -
Limits
¥ Instances

Instance Types
AMI ID: ami-0592e77a438c8f8ac (AMI of ApachePHP)

Launch Templates

Spot Requests “

D Permissions Storage Tags
Savings Flans
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7. Launching an instance from AMI:
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¥ Summary
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8. Instance availability
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Instance state ¥ | Actions ¥ |

Q) Find inszance by tag =
Instance X Clear filters
Name v Instance 1D | Instance type ¥ Status check Alarm status |
BhargaviNukala-AMI Instance t.micro Mo alarms =+
Limits Lakshmi Bhargavi Mukala t2.micra Mo alarms =
¥ Instances
Select an instance @ X
¥ Images
AMI Catalog - - -
9. Connected AMI instance from Console
Insianzes ECE Management Co X B ECZinstance Connact
@ @ ap-northeast-Loonsoleaws.amazon.com/s

@ L @ Tokya ¥ bhargmids v

i-0b012bbeb73e03088 (BhargaviNukala-AMI Instance) X
PubliclPs: 54.65.10.104 PrivatelPs 172.31.461

022, Amazon Intemet Services Privaty or it affiliates.

10. Apache and PHP running on AMI instance



Instanze Cannect

i-0b012bbeb73203088 (BhargaviMNukala-AMI Instance)

PubliciPs; 54.65.10 atelPs; 172.314.61

11. Editing the IN-Bound Rules of Security Group to give access to HTTP port no 80

taedd839b5763

coming trafhc thats s

Inbound rules

Type info Protocol Port range Source Info Description - optional

Info

Security group rule ID

S5H v f Custom ¥ | Q Delet
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——— e

Add rule

sgr-Obe

Cancel Freview changes

12. Accessing the new AMI instance from Browser



I i Tnstances | EC2 ManagementCor % | I8 EC2 Instance Connect x

€& — C A Netsecure| 546510104

) Apache2 Default Page

buntu IEEETE

This 1s the default welcome page used to test the correct operstion of the Apache? server after
installation on Ubuntu systems. [t is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properiy. You should replace this file (located at fvar/vane/html/index. html)
before continuing to operate your HTTF server,

If vou are a norma! user of this web site and don't know what this page is about, this probably means
that the =ite is currently unavailable due to maintenance. 1f the problem persists, please contact the
site's administrator.

Ubuntu's Apache? default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache?-doc package was installed on this server,

-

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

i fetc/opache/
i |-- apachel.conf
i 2 ports._conf

-- conf-engb t ed

i
b
1
!
!
i

-- *.conf
-- @ites-snahled

Load Balancer:

1. Create a new Security Group with ports 22 and 80 open required to create a load balancer
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Security group name  Infa =
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ALBSG
T S R, ST

Description  info

ALBSG

VPC info
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Inbound rules o
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Info
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0.000/0 X |
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< et aatel Groupsprotocol=HT TP vpe
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HTTP v

Health check path
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!
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¥ Advanced health check settings

n b default is the part an which szrh targer mrelves traffie from th
O Traffic port
"t Override
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The number of consecutive health chedk failures reguired before comsidering a target unheatthy
2.0 ]

Fosdback Lok e 7 Find it Urified Settings [ © 2022, Amazin Intermet Se Private Ltd. or its affiliates.  Privacy  Terms  Cookie preferenices

parameters like Healthy score, Unhealthy score, timeout etc.

3. Create a load balancer with above created security group ALBSG and target group ALB-TG
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Nzne Nane
Attributes

@ Cortain defauit atwributes will be applied to your load balancer. You can view and adit tham after creating the load balancer

Cancel Create lopd balancer

Manageme

x Target groups | EC2 Maragern X | @ B

stance Cornect % | G permission denied (publ

= 2 linux - EC2'ssh Permission de

< 8 ap-northeast-leonsoleaws.amazon.c
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M| Catalog Create Load Balancer RIS oOe

Elastic Block Store

), search - ALB-Bhargavibukaka Al filtor Ttalof1
Snapshots [ ] MName -  DNSname = Stats - VPCID = | Availability Zones Type
Lifecycle Manager B ALB-BhargsviNukala ALE-Bhargsvibukala-11533.. Artive wpe-04573299863a13448 ap-northeast-1o, ap-nor. appication
¥ Network & Security
Security Groups
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Key Pai Description Listeners Monitoring Integrated senvices Tags
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Basic Configuration

v Load Balancing i
ame
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5. Connect to Load Balancer from WebPage using dns name of load balancer

I 8 ECZ Monagement Conscle % | W ECZinswnce Cannect X | W Tnstonces ] ECZ Management: X | B FCZ Instance Connect x @ apachel Ubynty

€ = @ A Neotsecure| alb-bhargavinuksiz-1153850297 h Lelb. am

Apache2 Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this pags, it means that the Apache HTTP server installed
at this site 1s working properly, You should replace this file (located st fvar/wae/btml/ index, html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache? default configuration 15 different from the upstream default configuration, and spht
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache?-doc package was installed on this server

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

| fetc/apache2/

i |-- apache? conf

ol “--  ports.conf
i |-~ mods-enabled

il [ *.load

i "~ *.conf

|-- conf-enabled

M e i -
6. Try to access phpinfo.php page from the web and we can see that two IP addresses 172.31.4.61 and

172.31.12.150 are appearing alternatively

' WP TergetgroupsiEr X | W Instances|ECZM: X | W EC InstanceCony X | B ECZInetanceCone X | W [nctances [EC2 0 x| i ECZInstanceCon: X @ FHPELZ-phpin X m

€« » A Motsecure | alb-bhargavinukala-1153850297 ap-northeast- 1 elb.amazonaws.com/phpinfo.php

System Lingee ip-3T2-31-12-150°5 15 0-1010-2ws ¥23-Ubumtl SMP Wed Aug 17 18:3313 UTC 2022 886_64
Build Date Aug 82022 072323
Bulld System Lindss
Server APl Apache 2.0 Handler
Virtual Ditectory Support disabied
Configuration File {php.nij fath fetcionpld. Liapachel
Loated Confguration File [ae DI 1iagacheihe
_mmswﬁnw,w files feteiohplE \iaparheicont o
Additional .ini files parsed. fabelohinfa | anfof auna.ini, fatc/phi's. a0 gdain,
tatedohpla | W20 fateiphp/S:

ini,

fetcipho/E. | fapache2icon] &/20-sxiini, etcipho/E. iapac heicon.di20-fiin, Jeicionold 1/apachediconi d20-

filginfo.imi, Jelefohpl, Lapachelicont.&/20-fp.ini, ."sn:JpJp'&l-labx Jfcon. d/20-gethext im,

fetc/ohpi AlapacheZicant /20-convmi, feto/php!B.1' hedlcont/20-pharin, | aawm AUapache2isonf.dl2t-
f; prosabi

poan i, fafeiphpde. ari
TeneipnprE. S inl, JeteipholE /TS, Ini,
feteionpiE 1 Emini, fetc/phpiE swshm.in,

Tetelphpla iapache2icont A20-okenzer il )

PHP AR| 20310007

FHE 20210902

Zend Extension 420040002

Zend Bullg AP 102 NTS

PHP Extension Build APIXOHAMENTS

Diabug Build no
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Target growps| B 20 | B InstopcesECZ W, X

@ A Notsecure| alb-bhargavinukala-1153850297.

M ECZInstance Cor W ECZInstance Com X | W

Instances [EC2 M0 X | M ESZinstanceCon X @ PHP

1-1elb. com/phpinfophp

System Lini ip-472-31-5-59'5 15.0-1022-aws #25-LUtuntu SMP Thi Ot 13 125325 UTC 2022 %85 62
Build Date Aug 8 2022 07.23.23
Bulkd System Liny
Sarvar API Apache 2 0 Handes
Virtual Directory Support dizabled
i File: {phy.inij Parh ElC/ppiE T oAt e
Loaded Configuration Fite felciphip/d. Hapachedipho in)
Scan his dir for addkional i files Jeipnpia 1 fapatheieant 4
Additional .ini fles parsed feiciphpi3. fagachedinont dJ|E|-uu:ache in. fatciphp!s. h’anal:hBEn’mmd.l"Dmu il
feiclphpd. | lendarin. felnphp. -,
feioiphp/a. tramzrsz.f:mrdm-anrummwmv‘s 20 ot o di20-
ms-nhﬂl lahﬂ'nhn"ﬁ h’ana:lwzkwdd.l'éﬂ i, fatc/pho'3. Vapsche2/icont. d20-getterlini,
i, defefpho/. 1 [di30-pharind fetciphn'E. |'anacha21‘wddf20
EOEiLin, Hﬂbhnl‘ﬁ Uaaa:l‘a!kmfdﬂﬂ readling int. ek fohn's. mnacmznhm di20-shmog.iri.
i ris o
o e pgronintateng g i
felciphpid. 1 4/ 20-bokeni; ni
FHE AF) 20210902
PHP Exl 20210002
Zend Extension 420240802
Zend sion Biiikd AP0 0902 NTE
PHP Extension Build API20210802NTS
Debug Build no
Thread Safety dizabled
Zend Signal Handlmg enanied
Zond Mamory Managar snatied
Zend Mliby‘n Support dizsbled

This shows the Ioad balancer is worklng between the instances.

VPC:

1. Create a new VPC and provided range of VPC as 192.168.0.0/16

WD New VPC Experience %

v

5| VPC Manzgemen X

(o] B ap-northeast-1conzoleaws amazon.oom/vpo)

Your VPCs (2] infe

Vel s wht otk
[a

VPC dashboard

EC2 Global View [ wr 1 Name

Filter by VPC:

Select o V)

O VPC-BhargaviNukala
Virtual private cloud
Your VPCs

Subnets

M ECZ Instence Connect ¥ | @ Apache? Ubunty Defat Face X | @ Schoal of Contoing and Dis X

meTreg:on=ap-m

M Inbox (6] - bhargan.aqualdg . X

theast-1#vpos:

[C ][ actions + |

v VPCID v State W IPv4 CIDR

vpe-D4973299863a13d43 @ Available 172.31.0.0/16

vpc-01 ddBf i 6dd0404h 10 @ Available 192 168.0.0/15

Route tables

Select 2 VPC above
Intemeat gatewsys

Egress-only internet
BETCITE

Carrier gal

ways
DHCF Option Sets

Elastic IPs

Managed prefix lis




2. Create two subnets, one as Public subnet and one as Private Subnet in our VPC

agement O % il ECZinstance Connett X | @ Apac

Defoidt Page X

of Continuing and Bis' X

&5tk

= c & ap-northeast-1 console sws.amazon.c sc/hoane?region =ap-narths

@O New VPC Expenence W Subnets (5] s (e Actions ¥ @
Tell. e vt prus h ik

Q 1 @
WPC dashboard

View [F 1 Nama v Subnet 1D v State v VPC v 1Pvd CIDR

Filtter by VPC:

WVPC-BN-Prvsh1 subn 822045 @ Available 192.168.0.0/24
»: subnet-009f0ch @ Avallable 172.31.32.0/20
WPC-BN-PubSh1 @ pvailable 192.168.2.0/24

@ avallabla 172,31.0.0/20

Route tables = [=]

Select a subnet

Internet

Eg nly internet

gateways

T -

UPC Maragem: % | [ EC2Ensiance C

uteTak

< & B ap-northeast-Loonsoleaws amazon,com vpe

© newirceperione 5 i Route tables (4] we (G| [ e~ | T ©
Tell +
o1 1 @

VPC dashboard

Hame v Route table |0 v Explicit subnet associat... Edge assaclations Main ¥ VPC
- rtb-079ddeda 1cbF0fcS - - Yes
i rth-04ffd3ho025696acE - - ¥es
VPC-BN-PrvRT - No
¥ Virtual private cloud
VPC-BN-PUbRT - No

Wowr WPLs

Subnets

Select a route table

Egress-only internit

gateways
Carrler gateways

DOHCP Option Sets

Fiastic IPs

e preferences

4, Associate Private Subnet to Private Route Table and Public subnet to Public Route Table



|VPC Managem: X Il EC2 Tnstance Connect x

pe/home

< c &

ap-northeast-1 console aws.amazon.c

Route tables (1/4] e

\n=ap-northeast-1#R

@ Apache2 Ubunt Defouit Foce % | @ School of Contnuing and Dist X

M a5 - brargavi squabedl

G [ v ®

1 ®

Q,
sshhoard
Ei obal View [ w = Name v Route table |D v Explicit subnet associat... Edge associations Main VPL
Frltsr by VP rth-079d4cdal - - Ves
Select o v rb-04ffd3bg = - Yes vpe-01ddBf
_ . VPC-BN-PrvRT subniet-082a0dd59255e. . = HNa ddaf1
¥ Virtual private cloud
L VPCBN-PUbRT subnet-06agfa1 ~ No
Your VPCs
‘ v
Subnets
Route ta = E
Intermar Q 1 & i
Subnet ID v IPv4 CIDR v 1Pv6 CIDR v

Carrier gateways ;
subnet-0B2a0d

58.0.0/24

[HCP Opticn

Elastic IPs

Managed pi =
- The follo

Managenic % i EC2 nsiance Connect *

B ap-northesst-Lconsoleaws amazon.com vpc/t

Route tables (1/4] e

Subnets without explicit associations (0]

M Db ()

Erarsav agualad

Q,
dashboard
al View [& ue -] Name v Route table 1D v Explicit subnet associal... Edge assaciations Main ¥ vPC
Filter by VPC: _ _ _ Yes
Seler L = = Yes upe-01dd
¥ Virtual private cloud WPC-BN-PrvRT subnet-082a0d4 59255 - Mo vpc-01dd 3 16ddS
WPC-BN-PUbRT subnet-0630f1523h = No vpc-01dd
Your VP(s § -
Subnets
Route tables = H = =
Intemet gatewsys Q 1 ® i
Subnet 1D v IPv4 CIDR v 1PvE CIDR v
Carrier g
DHCP Option Sets 192.168.2.0/24 =
Elastic IP=
Edit subnel associations v =

Managed prefix

5. Create an Internet Gateway



e - -

CMarc % [l EC2Esisnce Connect X% | @ #pache

Uburtu

< @ & ap-northeast-lLoonsoleaws.amazon,com vpc/homelregion=ag-narth.

Chn - T X e
@ New UPC Experience % Internet gateways (2) 1o c | | Actions ¥ | Create (nternet gateway
Tell
Q 1 ®
VPC dashboard
1 View [ u Hame v Internet gateway 1D State - VPCID v Owner

Filter by VPC: 59863213448 05403203

: IGW-BhargaviNukals 9404610 | VPE-Bharg.. 05402203
1 C
¥ Virtual private cloud
Wowr WPLs
Subnets
Route tables E @

Select an internet gateway above

gateways

6. Connect Public Route Table to Internet Gateway

| Route tables | VPC Managem: I EC2 Instance ecl X | @ Apache Ubuntu Defauit Pag= X | Y School of Contruing-and Dis
< C & ap-northesst-1.conzoleaws.amazon.com vpc/hor ap-rath

[ &} New \"T"- Erperiena o Route tables (1/4) info
Q 1 &
board
E hal View [ o -] Hame v Rowte table 1D > Explicit subnet associat... Edge associations Main VPC
Filter by VPC: rth-0780dcdal chrOfcY - _ Yos
Selrt o v = rtb-04ffd3b902569 - = Y
i + VPC-BN-PrvRT rth-024% ] 5 subnet-082a0 = Na
¥ Virtual private cloud
2o VPC-BN-PubRT rtb-09061 6619681 36048 subnet-0batfs — Nao wpc-01ddBF16dds
Vour VPis £
=
Q Bath v 1 (o]
Carrier garewsys Destination v Target v Status v Propagated v
[OHCP Option Sets 0000/ @ Active ¥io
Hlashic 152.168.0.0/16 local @ Active He

Managed g

7. Created two instances in VPC, one in Private Subnet and one in Public subnet



Launch Templates

Requests

@D New EC2 Experience

2] Lo (] Takya ¥ bhargavidWs v

c Instance state ¥ | Actions ¥

sie)

* Clear filters |

Il Nams v Instance |D Instance state v

Instance type ¥ | | Alarm status |

VPC-BN-PUbEC @ running @& tZmicro Mo alarms 4+
YRL-BN-PrEC & Running @& t2Zmicro Mo alarms 4+
Instances: i-0b012bbeb73203088 (BhargaviNukala-AMI Instan_ce], i-050a424927fc315f3 (Lakshmi Bhargavi & X
MNukala)
t2h 10 3w Custom | & v | | Add to dashboard
CPU utilization (%) i Status check f i Status check failed (ins... 1 Status check failed (sys...1
[} '
I\ - -

8.

Login to Instance in Public subnet and try to Ping instance in Private subnet from

Instance in Public subnet

5§ ECZ Management

B ap-northeast-1consoie aws amazon.com/e

i-06dd7cfb4c4B733a3 (VPC-BN-PubEC) x

FubliclPs: 54,199.59.232

9.

PrivatelPs: 192.168.2.30

Ssh to private instance will fail, so Copied the pemtest.pem file onto Public EC2 instance

and changed the permissions



@ L @ Tokya ¥ bhargmids v

i-0437b13b8dc4a6431 (VPC-BN-PubECT) X

PubliclPs: 3,712,

PrivatelPs: 192.168.2.118

10. Now when we should be able to Connect to a private EC2 instance from a public EC2
instance using ssh
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Unified 'Scnirmsg & 2022, Amazon intemet Services Private Lid. or its affiliates. Privacy Terms ‘Cookie preferences

11. Create NAT GateWay to get internet connection to instances on Private Subnet
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12.

Route taiie:

« c
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13.

Pinging google.com from instance on Private Subnet
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VPC Peering:

1. Create two VPCs, VPC-A and VPC-B

— T --v.——— -
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Unified Settings [7

© 2022, Amazon Interret Services Pri y Terms  Cookie preferences

2. Create two public subnets with ranges (10.100.0.0/24) & (10.100.2.0/24) and one private



subnet with range (10.100.1.0/24) in VPC-A
Create one private subnet (10.200.1.0/24) in VPC-B

Bl P2 (0] Tokyo ¥ bhargaviAWs ¥
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Elastic IPs
Managed prefix lists
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Feedback Lookin v language selection? 4 it ¥ e new Unified §»Hing\E © 2022, Amazon Infernet Services Private Lid. or its affilistes. Privacy Terms Cookie preferences

3. Create a private RouteTable for private subnet and public route table for 2 public subnets in
VPC-A

Create a private route table for private subnet in VPC-B

Associate the concerned subnets with the route tables.
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Select a route table
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Cookie preferences

4. Create an Internet Gateway and associate public Route Table of VPC-A to that Internet

Gateway.
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Filter by VPC:
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Route tables | VPC Managemen: X

C & ap-northeact-1.console.aws.amazon.com/vpe/homs

Route tables (1/6) info

Q 1 ®
VPC dashboard
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Filter by VPC: 2 : 9
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g y internet Q Both = 1 ®
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Managed prefix lists 10.100.0,0/16 local @ Active No

Endpoints

Unified Settings azon Internet Services 3 Cookie preferences

5. Create a EC2 machine in each public subnet & private subnet should have 2 EC2 instance for
VPC-A
create one EC2 instance in private subnetof VPC-B

Inetancess

(]

Instance state ¥ Actions ¥ | Launch instances n
sitive) 1 @

Clear filters

% " Instances (5) info
Q, Fir

ase-
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- 13
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6. Connect to private EC2 instance of VPC-A from public EC2 instance of VPC-A

Instarices | EC2 Managem=nt €21 % @ EC2 Instance Canrect % G permnsian denied (publicesy'gy ¥ | 2 lioox- EC2ssh Pemason deni= % [ 4+ [ . mﬁﬁl
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7. From this private instance of VPC-A, try to ping to private instance of VPC-B. It will fail as
there is no internet connection to VPC-B

Instances | EC2 Managemsnt €2 X i B ECIInstance Canrect % G permimsion denied (publicesy g %X | 2 liwx- ECZ ssh Permission demi= X -{:_‘h- - ﬁ-‘:lﬂ&|
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@ 2022, Amazon Internet Services Private Lid. o its affiliates. Privacy Terms Cookie preferences




8. So for communication between two private instances of VPC-A and VPC-B, create a peer
connection.

. . . .
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10. Update the private route tables of VPC-A and VPC-B with the newly created peering
connection.

® ) ECZinstence Conrect % | G permission denied (publicesy g X | & linox - ECZ ssh Parmission deni=. X
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11. Now if we ping from private EC2 instance of VPC-A to private EC2 instance of VPC-B, ping
will be successful

B 4 & Tkor bhargavisws v

i-01c236f4aaled18ab (VPC-A-PubECT) X

PubliclPs: 13.231. PrivatelPs: 10.100.0.65

Amazon nternet Services Private Ltd. or its affiliates.

12. To connect to private EC2 instance of VPC-B, we need to copy the .pem file from public
EC2 instance of VPC-A to private EC2 instance of VPC-A and then ssh to private EC2 instance
of VPC-B

* B w0 @

2] a @ Tokyo ¥ bhargauiAWs =

2022, Arnaron Internet Services Private Lid. or its affiliates, Privacy Texms Cookie preferences




13. Now when we try to connect to private EC2 instance of VPC-B from private EC2 instance
of VPC-A, both ping and ssh will succeed. We can also observe that .pem file is available in
private EC2 instance of VPC-A

Instarices | EC2 Managem=nt €51 % (@ EC2 Instance Canrect % G permusian denisd (publicesygr K | 2 linox- EC2 ssh Permasion dem=- % -:H--:« }Ml
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Feedback Looking for language s 7 Find it in the new Unified Settings[7 & 2022, Amazon Internet Services Private Lid. or fts affiliates. Privacy Terms Cookie preferences

So peering connection is done and we are able to connect the private EC2 instances
of both VPC-A and VPC-B.

S3:

Creation of a bucket with name “bhargavi-nukala”
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Create a directory “images” in bucket
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Folder

Upload some images

into “images” folder
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Online Class = A
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Setting a bucket policy to make images public and accessible on web
Generating bucket policy using Policy Generator
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After ARN name of bucket, we should add “/*” to make all objects of the bucket public.
Action should be selected as “GetObject”

Paste the generated JSON in bucket policy
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Now access a uploaded image on the web
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Use Object URL of the image to access the image on web.

S3 Versioning: Upload index.html into the bucket
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Change the content of the index.html and upload a new one. We can check the versions by
enabling S3 versioning.
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Click on “Show Versions” to see the previous versions of the index.html file.

Bucket Replication:

Create another bucket that is a Replica of bucket “bhargavi-nukala” in another region. Enable
“bucket versioning” for replica bucket.
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Create a Replication rule on the Source bucket.
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Create a new IAM role during creation of replication rule.

Now upload a file in Source bucket and it should be replicated in Replica bucket.
File uploaded in Source bucket.
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File replicated in Replica bucket.

ie preferences
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Tulips.jpg is now seen in bhargavi-nukala-replica bucket.

RDS:

Create a database
M Sessionexpasd
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Connect to the database from MySQL WorkBench using EndPoint as Host
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Create a Table Student
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Insert some rows into the Student table
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Select rows from the Student table.
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Amazon Aurora:
Create an Amazon Aurora Database. Check that a Write instance is created along with Actual
Database.
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Snapshots Q
Exports in Am 1 @
A backups
Reserved insta DB identifier & Role v Engine v Region & AZ ¥ Size v s
Proxies
database-1 Reqgional cluster Aurora MySQL ap-northeast-1 1 Instance &
databass-1-instance-1 Writer instance Aurora MySQL - db.t2 small @

Subnet groups
Parameter groups
Option groups

Custom engine versions
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AZURE

Resource Group: Create a resource group to associate for all resources to be created in Azure

[ A Creste e rmicurce group - Micie:. X0 |

g/Mlcrosoft RescurceGroup

ortal azure,com Tquickstart=1rues
<« c = tal, i =

@ Upg'radel P Search resolirces, services; and docs (G @ 4 RS A ;
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Home » Resourc:

Create a resource group b

Basics Tags Review + creats

wou want fo

= r2s0 hat you want to ma ¥
rganmation. Learn mors &

=d on what makes the most senze f

Praject details

Subscription* @) | Free Trial ~

Rescurce group * D | AzureRG1-BhargaviNukala

Resourca details

Ragion ® (& | ws) East us b
Review + create | | < Previow Next : Tags >

Create a Windows Virtual Machine under above created the ResourceGroup.



[ M Cr=ste o virbual machine - Mice %

&« = C # portal.azure,com Tguickstart=truefcreste/MicrosoftVirualMachine -ARM
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Home > Virtual machines »

Create a virtual machine - b
Select the subscription to manage depleyed resources and costs. Uise resource groups like folders to organize and marage all i
YEUT TeSOUrces.

Subscription® @ | Free Trial ~ |
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W architecturs

| = Previois Newt 1 Disks > & Give fesdback

We should mention the username and password to connect to VM while creation only.

[ B Creste s virtualm

€ = C & portalazure.com/Tquickstart saftMimuatdas

(= o X EET———

Homs Wirtual hings
Create a virtual machine *
Swe* 3 - 3 vepus, 8 GiB rerory (29,867 49/month) v

Ses all smes

Adminisirator account

Usérnama * [ windowsuser |

Pasowced (D) [ rremneneens 7]

Confirm password * )

Inbaund part rules

Select whach virtizal machine network gorts are accessible from the pubbe imarnet, You can specify more kmited of granular
network access an this Netwereing tab.

BUbiiz Inbound ports® @ () hone
() Allow selected ports

Select inbound ports * AP (3369) v

A Thia sl allwe o1l TP aririrasess 1 aresss s istinsl machine Thic o sl

e | [ NewiDme |
5

portalazurs.com/Touickstant=mies

In Networking tab, check the “Delete IP address when VM is deleted” check box and see that Public IP is
set.

Virtual Machine is created.
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We connect to Windows machine using Remote Desktop Connection.

Creation of a Linux Virtual Machine
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i Tods

Sfp | % Macros

Connect to Linux machine using “ssh username@publiclP”

Creating extra storage disks and mount a filesystem

In VM, click on Disks, and create a additional disk. Attach it to the VM and save.

0OS disk

Drsk name

ukala g Linuz-Bhargavihlukalzs O

Diata disks

gughput {.




Additional Storage “sdc” avaiable on Linux VM and shows not mounted

B roorel Nkt /home/Linuuser/aadit A - R - aue O O ol

Terminal Sessions View Xsarver Tools Games  Settings Macros  Help

W% % % A @ H ¢ & o& 2 @ X o

Seszon Tocls Games  Sessons  View Spit  MuliEsec Tunreing Pacdages Setings Hep

X geryer Ext

&

|§ ro £ /L inu itienalstorage# [

UNREGISTERED VERSION - Please support MobaXberm by subsmbing o the professonal edtion here: hitps: ifmohaterm. monateh net

Now mount the storage using commands
Smkdir additionalstorage
Smkfs .ext4 /dev/sdc

Smount -t ext4/dev/sdc additionalstorage/



B oo iNukata /rore/Linurser I

Terminal Sessions View Xsarver Tools Games  Settings Macros  Help

& | e . s - Y B & P 7 |
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% Teols

Shp | % Macros

UNREGTSTERED VERSION - Plesse sipport MobsXberm by subsmibing b boe professional sdfion here: hps: (mchastem, mobat=k n=t

Create 10 files in the disk using the command

Stouch {1..10}.txt

B oo Linise Bhargavibiukala: fhome ninser

Terninal Sessions  View Xserver Toals Games Settings acras  Help

Y B2 & & @

MuliExec Tuveling Packsges  Sefigs  Help

*

Gamed Secsions

} BAp | A, Naces S Tools

UMBEGISTERED VERSION - Fl=sse support Mobaliberm by subsoiang o the professional edibon here: :/mobastermmobabehret



Unmount the additional Storage using the command

Sumount additionalstorage/

- - z
1 otk rometinsccer SO T L. . S e
Terminal Sessions View Xserver Tools Games  Settings Macros  Help

[ - 5 - - =

Bk % s ok W Y 2 & & 0 X o
Sessor | Servers  Tocls Games  Sessons  View Spit  MuliEsec Tunreing Pacages Setings Help Xserver Exit

| 5. cot@Linue Brargavibukala: i &

Saselona

o 1ol

! Sep % Macros

dditio

additic

rt /mnt

userd

here: hitps:/fmobasterm. mosatsk.net

UHREGISTERED VERSION - Fleace supoort Mobas

nearibing to the pro

Now attach the same disk to another VM

& LinuxVM-Snapshot | Disks

-

Troubleshioot

B oyeriew 05 digk

Data disks

® Advizor recon

Extarsions + app




Connect to the VM and check the disk is already mounted and the additionalStorage is already available
on the disk. Also the 10 files which we created in previous VM are also available in this VM.

B roctl i nomeiLi t/adidit e ——— = = S——

Terminal Sessions View Xserver Tools Games Settings Macros Help

L : (] tT’ - it = 0
B & % & 8 = g
Sessor | Servers  Tocls Games  Sessons  View Spit  MuliEsec Tunreing Padages Setings Help X gerver Exit
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i
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% Tocle

SMp | % macros

UNREGISTERED VERSION - Please support MobaXberm by subsmbing o the professonal edtion here: hitps: ifmohaterm. monateh net

Snapshot:
Create a Linux VM and install apache2.
Sapt update

Sapt install apache2
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Linus (ubuntu 20.04)

Check the status of apache2 running

Ssystemctl status apache2

.o iruse-BF
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Add the Inbound rule for HTTP-80 port in Networking tab of VM

[ A Add mbound securty rule - Mic X
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Virtuzsl machine =
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Access the webpage from browser using public IP of VM

l B Unox-Brargsiiblukals - Miose. % @ Apache? Ubuntu Dal

& & G A Notseoure | 4236142432

Apache2 Ubuntu Default Page

PR

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at fvarfwm/htal/index. html)
before continuing to operate your HTTP server,

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site 1s currently unavailable due to maintenance. IF the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
Into several files optimized for interaction with Ubuntu tools. The configuration system is Tully
documented in fusr/share/doc/apache2 /README.Debian.gz. Refer to this for the full
documentation, Documentation for the web server itself can be found by accessing the manual if the
apachel-doc package was installed on this server,

The corfiguration layout for an Apache2 web server installation on Ubuntu systems is as follows:

ete/apoche/
-- apachel. conf
*-- ports_conf
-- mods-enabled
=, Load
Te- #F ronf
-~ conf-encbled
T-- ¥ _ronf
-- sites-enobled
Ye- *_ronf

i/
il
i
]
il
i
i
|
if
i
|




Go to VM->Disks->Create Snapshot of the disk

A Unux-dnapshot - Microsoft Azur X &0 Apached Ubortu Liefault Fage & X -+ -
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Snapshot type
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it 100

Completion perc
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Now create a disk from the created snapshot

Goto Created Snapshot->Create Disk
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From the newly created disk-> create a VM

Select the above created disk in OS dropdown box
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Health siate -
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After the new VM is created from the snapshot, check the status of apache2.

We can see that apache2 is already installed.
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Machine Image:

Create an Ubuntu machine and install apache2 and php as mentioned in the link
https://www.tecmint.com/install-lamp-with-phpmyadmin-in-ubuntu-18-04/
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Access the webpage of VM using public IP/info.php
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To create an image of the above created VM, goto VM->Capture
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Create a VM from this Image by selecting this image in OS section of VM.
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Network Security Group

Create a Vnet with two subnets—use Virtual Networks to create a Vnet.
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In the Vnet, create 2 subnets
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Now create one VM in each subnet.
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Setup IIS server on both VM s. As we have created Vnet with default Inbound and Outbound
rules, with default rules, only Inbound traffic from same Vnet are allowed and from outside is
not allowed.

Load Balancer:

Create a Load Balancer by adding a new Frontend Configuration and adding a new Public IP.
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Now add Backend pools for LB. Select the created Vnet and the machines we created in 2
subnets and add them to Backend Pool of LB.
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Add a health probe for LB
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Check that IIS server is installed on two VMs. Make changes in web pages located at
C:\inetpub\wwwroot to display VM1 and VM2.

Access webpage from browser using public IP of VM.

As seen, once VM1 is called and once VM2 is called by Load Balancer.
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VPC:

Create a Virtual Network. Add 2 subnets, one public subnet and one private subnet.
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Create 2 Vms, one in Public subnet and one VM in private subnet.

Public VM should be created by selecting the public IP.
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Private VM should be created by not selecting the public IP.
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Create a NAT Gateway to get Internet to Private Subnet. Select the Virtual Network and the
private subnet where you want Internet.
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Now connect to private machine from public machine using remote desktop connection of public
VM. Access google.com on private VM and the page is displayed.
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VPC Peering:

Create another Virtual Network in another region.
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Now create a VM in Virtual Network?2.
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Add Peering in Virtual Network1. Goto VirtualNetwork1 and click on Peerings. Add peering
between both Vnets. As seen, Two peerings are created between 2 Vnets.
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Now a peering is established and when you use private IP of VM of VN2 to connect from VM of
VN1, you should be able to connect.
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DNS: Creation of a internal DNS server and Web server in 2 different subnets of same virtual
network

Create a VM1 in Virtual network1->PubSubnet
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Connect to VM using Remote Desktop Connection. In server Manager, Add roles and features-
>Active Directory Domain Service.
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Connect to VM-Webserver and install 11S server.
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Create a Default.ntml page and save it in C:/inetpub/wwwroot in VM-Webserver
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Restart DNS VM and in Server Manager, click on Notifications on Top Flag button.

Click on”’Promote this to domain controller” link
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Select Add to new Forest-> give our Domain name like “CloudtoMe.com”
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Give password in Next screen and continue clicking Next and Install
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Once this is configured, VM will Reboot.

Now, goto VirtualNetwork1->DNS servers, select Custom and give the Private IP address of
VM1-VN1(DNS server)
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Restart both VMs

Now on DNS server, goto Server Manager->Tools->DNS



e Server Manager - i} =

| r Manage  Took  View  Help

v

Active Directory Adimi

fstrative Center

Active Directory Domains and Trusts
Dashboard

Active Directory Module for Windows PowerShell

Local - Active Directory Sites and Serices
omputer name VMT-YI Last installed updates N

B 4 Servers ks FTREO Windows Up ] Active Directory Usars and Computers
W aoDs Lect ot Mii | ACStE

Comy t Sennces
_é; £ Cmr.gz:rnrda:‘.agemenf_
B File and Storage Services D R Defragment and Optimize Drives

b Disk Cleanup
DS
Evert Viewer

CP, IPv6 enabied
Group Policy Management
ISCSI Inifiator

Lacal Security Palicy

Microsoft Azure Services

2022 Datacenter fzun

N ODEC Data Sources {32-bit}
ODBC Deta Sources {6d-txi}
Parformance Maonitar

2l Machine

Recovery Drive
Registry Editor

Resource Montor

EVENTS
Aill events | 432 total
Servicas

() - System Configuration

System Information

Log Diate and Time Tesk Scheduler

Windows Defender

erver Name

revall with Advanced Secu

VM-V 100E W

ing  Microsoft-Windows-Distributed COM System 1/4/2023 20120 PM

Windows Memory Diagnastic
Windows PowerShell

VM-V 6038 Waming Microsoft-Windows-LSA System 1/4/2022 30190 PM

Vh1-YNT 144 Warning icrosoft-i,

wa-Time-Service Syst=m 142023 30104 B

H £ Type here to search

Goto VM1-VN1->Forward Lookup Zones->cloudtome.com
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Right click and Add a new host entry. Give the Private IP address of VM-Webserver

This means we are configuring the Webserver IP on DNS server.
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Now take the fully qualified name from this Host entry like

web-server.cloudtome.com/Default.html and access it from browser of DNS server.
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This is a web-server page created to test DNS
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This shows that internal DNS server is configured to access Webserver page within the same
virtual network.

Private DNS Zones:

Change the configuration of VirtualNetwork1->DNS servers to Default
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Reboot both VMs.
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After creating a virtual network link, click on Overview and we can see 2 entries with vm1-vnl
and vm-webserver created. This shows that websever is linked to our private DNS Zone and
Azure acts asa DNS server here.
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Create another VirtualNetwork2 and create a VM in that VVnet
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Now logon to VM2-VN2 machine and try to access web-server.cloudtome.com/Default.html



