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1. Case Study Question: Case Study: XYZ Corporation, a leading
financial institution, recently experienced a security breach
where sensitive customer data was compromised. As part of
the incident response team (IRT), outline the steps you would
take to address this incident effectively. Consider incident
categorization, detection, communication plan,
documentation, and legal/regulatory considerations in your
response. Evaluate the importance of incident response
planning in mitigating such incidents and maintaining trust
with stakeholders. 2. Investigate the exploitation of
vulnerabilities such as SQL injection and cross-site scripting
(XSS) in ethical hacking scenarios. 3. Discuss privilege
escalation as a hacking technique, its implications, and
preventive measures. 4. Explain the process of password
cracking and discuss its ethical implications.

Case Study: XYZ Corporation Security Breach Incident Response
1. Incident Response Steps:

Incident Categorization:
e Priority Assessment: Evaluate the severity and impact of the breach on
sensitive customer data.
e Categorization: Classify the incident based on established criteria (e.g., data
breach, unauthorized access).

Detection and Containment:
e |dentify the entry point and extent of the breach (e.g., compromised servers,
leaked credentials).



e Isolate affected systems to prevent further unauthorized access and data
exfiltration.

Communication Plan:
e Notify internal stakeholders (e.g., senior management, legal, IT security)
about the incident.
e Draft external communication messages for affected customers, regulatory
bodies, and media (if necessary).

Documentation:
e Maintain detailed logs of the incident timeline, actions taken, and findings for
post-incident analysis and legal purposes.
e Document forensic evidence to support investigations and potential legal
proceedings.

Legal/Regulatory Considerations:
e Comply with data protection laws (e.g., GDPR, HIPAA) by reporting the breach
to relevant authorities within specified timeframes.
e Engage legal counsel to assess liabilities, obligations, and potential
repercussions.

2. Importance of Incident Response Planning:

Mitigating Impact: Rapid response minimizes the duration and scope of the breach,
reducing potential damages.

Maintaining Trust: Demonstrates accountability, transparency, and commitment to
safeguarding customer data, fostering trust with stakeholders.

Legal Compliance: Ensures adherence to regulatory requirements, mitigating legal
penalties and reputational damage.

Continual Improvement: Facilitates post-incident analysis to identify weaknesses and
enhance security posture for future prevention.

Investigating Vulnerabilities: SQL Injection and Cross-Site Scripting (XSS)

SQL Injection:

Exploitation: Attackers inject malicious SQL queries into input fields to manipulate
databases.

Implications: Can lead to unauthorized access, data leakage, or database corruption.
Preventive Measures: Employ parameterized queries, input validation, and least
privilege access controls.

Cross-Site Scripting (XSS):
Exploitation: Injecting malicious scripts into web pages viewed by other users.



Implications: Enables attackers to steal session cookies, redirect users, or deface
websites.

Preventive Measures: Implement input validation, output encoding, and Content
Security Policy (CSP) to mitigate XSS risks.

Privilege Escalation: Implications and Prevention

Technique: Exploiting vulnerabilities to gain higher levels of access than initially
authorized.

Implications: Allows attackers to execute malicious actions, access sensitive data, or
compromise entire systems.

Preventive Measures: Regularly update software, employ principle of least privilege,
implement strong access controls, and conduct regular security audits.

Password Cracking: Process and Ethical Implications

Process: Attempting to recover plaintext passwords from hashed or encrypted
formats.

Ethical Considerations:

Legitimate use in penetration testing or forensic investigations.

Illegitimate use for unauthorized access violates privacy and ethical standards.
Preventive Measures: Encourage users to adopt strong, complex passwords, employ
multi-factor authentication, and securely hash stored passwords.

Incident response planning, proactive vulnerability management, and robust security
measures are essential components of maintaining trust, safeguarding sensitive data,
and mitigating the impact of security breaches in modern organizations.



