Device and Mobile Security:

QUESTION 1:

Mobile security:

Mobile security, also known as wireless security, re/[ers to the measures taken to protect smar[pﬁones, tablets,

/apz‘ops, smartwatches and other porfab/e computing devices and the networks fﬁ@/ connect to, ﬁom threats

and vulnerabilities associated with wireless computing.

The goa/ qf mobile security is to ensure the co;ﬁdenfzéz/z’zjg n z‘qgn’lj/ana/ a Vat’/&él/@/ of data stored or
transmitted é)/ mobile devices. Mobile security is typica /é/ part of an organization s compre/zens[Ve security

strategy.
Mobile security important:

Securzhg mobile devices has become thcreaszhgé/ tmportant as the number cyp devices and the ways those
devices are used have e)qoanded ﬁ/mmaf[ca/é/. In the enterprise, this is parz‘[cu/ar/)/ prob/ema tic when

emp/oyee—ownea/ devices connect to the corporate network.

Mobile security is t'mporz‘anffor the fo//ow[ng reasons:



Protects sensitive data: Mobile devices contain a large amount of personal data and sensitive information,
such as contact lists, emails, passwords and financial data. It's imperative that mobile security protects this

data ﬁom zf/ega/ access and pofe‘nﬁa/ misuse.

Prevents data breaches: O }/éercrz'm inals are zhcre‘aszhgé/ targeting mobile devices as poten tial en try points
/for 1'//ega/ access to corporate networks and sensitive data. Sefz‘zhg up compreﬁens[l/e mobile security

measures /ze//as prevent data breaches and the poten z‘zlq/fz’nanc[a/ and repufaf[ona/ damage f/zq/ can cause.

Mitigates moé[/e—specﬁc attacks: Mobile devices are vulnerable to speczfz’c security threats, such as malware,
p/z[s/zmg schemes, Vzls’/u'ngaz‘z‘ac/zs; SIM swap attacks and network vulnerabilities. Mobile security /ze/ps

protect data in tegrity and corﬁa/en tia /[zj/ é)/ recognizing and minim (zing threats specﬁc to mobile devices.

Protects business assets: Mobile devices are ﬁequen z‘é/ used in the workp/ace to access business apps, sensitive
data and corﬁa/em‘tﬁa/ t'nférmaz‘[on. Securing mobile devices protects these valuable company assets ﬁom

1//ega/ aceess or COI’?’IIUI’OMZ:S'E.

Ensures regu/a tory comp/[gmce: Many companies must ensure z‘/zq/ fé//ow specﬁc regu/az‘[ons and
comp/[ance regardmg the security qf sensitive data. Businesses that use mobile security can fo//ow these

requirements while aw[dthg ﬁnanaéz/ and /ega/ pena/z‘zbs.

Provides user privacy and trust: When using mobile apps and services, users anticipate that their persona/
mﬂﬁma tion will be secure. B 3y giving mobile security priority, businesses can win over the trust 0/[ their

customers and show that f/zey e committed to protecting their privacy.

Mobile securtty threats



Corporate data on devices increases the draw for cybercriminals who can target both the device and the back-
end systems they tap into with mobile malware or undetected spyware. IT departments work to ensure that

emp/oyees fenow what the accepfab/e‘ use po/[c[es are and that administrators erforce those guz'de‘/z'nes.

5€cur1'§/ breaches. Without mobile device securily measures, organizations can be vulnerable to malicious
soﬁlware, data /eakage and other mobile cyéer threats. Security breaches can cause w/despread dzﬁsmpf[ons to
the business, 1'nc/ud1hg comp/[caf[ng IT operations and ‘gﬂécﬁng user proa’ucf[)/[g/ f systems must shut

down.

Phish ng and smish ng attacks: Phish ng attacks trick users into dt’l/u{g[ng their persona/ 1'nﬁrma tion, such
as passwora/s or credit card details, é)/ POSING as brustworth 1y entities. P/uls*/z[ng attacks Yypica /é/ occur
z‘/zroug/z emalils, text messages O}que websites desz('gnea/ to look /egt'fzmaz‘e, P/z[s/uhg attempts that are carvied

out z‘/zroug/z SMS or text messages are also lenown as smt's/uhg attacks.

Open Wi-Fi: Open Wi-Fi /zoz‘spoz%‘, such as those ﬁuna/ n cgf@e S/zops and hotel rooms, can pose risks to
mobile devices. When using open pué/[c connections, a device mz('g/zz‘ be suscepfté/e to man-in-the-middle-
attacks (MiTM) in which hackers (ntercept connections between a browser and a mobile device to get access
to persona/ [@6}771& tion, spread malware and seize control. To achieve this, g/éercr/mma/s can also create

/zone)yooz‘ Wi-Fi /zoz‘spoz‘s that appear /ega/ and ﬁee.

Mobile ransomware : The rise in the use of mobile devices ﬁr business purposes has increased the ﬁequency
and severity Oj[' mobile ransomware, a unique and dangerous Yype 0/[ malware. It encrypts ﬁ/es on mobile

devices and requests a ransom for the dec;ypz‘[on key, which is necessary to unlock the enc;y,m‘ed data.

Biometric spoofing : Biometric spoofing in mobile security is the intentional alteration or replication of

biometric characteristics to deceive mobile devices that reé/ on biometric authentication ﬁr security. Using



fraudulent or manipulated biometric data, attackers can impersonate someone else and mislead
authentication mechanisms into granting them access to secured systems. For example, attackers might use
forged fingerprints to impersonate a real user's fingerprint features to gain access through Touch ID on an
App/e (Phone or iPad. T/zey can achieve this b)/ rep/[ca ting the victim's ﬁngewrzh ts on items f/zg/’l/e touched,

such as a doorknob and creating ﬁ/se ﬁngewr[nz‘s with materials such as ge/a tin or silicone.

G Wz‘glqc/e[ng ;G Wfq/éck[ng (s a type 0/[ mobile threat where unauthorized individuals use someone else's
mobile device to mine Bitcoin and other cryplocurrencies without their /znow/edge or consent. In 2019, several
app/[ca tions [nfecz‘ed with cwz‘g/éckmg r JavaScript were discovered on the M[crosoﬂ Store. These apps,

mc/ua/[ng Fast-search Lite and Ba ttery Optimizer, exp/o[z‘ea/ users’ devices to mine cryplocurrency.

MitM attacks : MitM attacks occur when an attacker in tercepts network z’n#’c toea Vesa/rop onor c/zange
sent data. Mobile devices are espeaéz/é/ vulnerable to MitM attacks. This is because SMS messages can be
eas[é/ n fercepfed f mobile app/[caz‘[ons use the unenajyoz‘ea/ Hypertext Tran%r Protocol instead 0/[ the

secure H lypertext Tra nsﬁfr Protocol Secure to transport potentia /é/ sensttive [nforma tion.

Comprom[sea/ data: A lack Qf mobile security can lead to c‘ompmm[sea/ emp/oyee, business or customer data.
fan emp/oyee leaves a tablet or smaﬂp/zone n a taxi or at a restaurant, for examp/c; sensitive data, such as

customer [nﬁmmz tion or corporate in tellectual property, can be put at risk.

Unnecessary app permissions : App/[caz‘[on security is also a mobile security concern. One proé/em is mobile
apps that request too many prz’v[/eges, which enables them to access various data sources on the device.
Leaked corporate contacts, calendar items and even the location Qf certain executives could put a company at

a competitive dzbadvam‘age.



Infections and malware: Another concern is malicious software or Trojan-infected applications that are
designed to look like they perform normally, but secretly upload sensitive data to a remote server. Malware

attacks are a common mobile security concern. Experts say Android devices face the biggest threat, but other

platforms can attract financially motivated cybercriminals if they adopt near-field communications and

other mobile payment technologies.

The ﬁ//ow[ng (s an overview qf how mobile security works:

Device security. From a device co;ﬁ'guraz‘[on sfandpomf, many organizations [mp/emem‘ po/z'cz}es that
require devices to be locked with a passwora/ or to use biometric authentication. Organizations also use
mobile device security soffware to dep/oy and manage devices, audit the OS levels used and remofeé/ wipe
a device. For instance, an organization ng/zf want to remofeéf wipe a p/zone that an emp/oyee accz'de‘nfa//)/

/eﬁz n pub/[c.

App/icaﬁon protection. Mobile a pps are Suscepf[é/e to mobile security attacks. Mobile security aims to

Sayfeguam/ app/[c.;z tions é}/ using methods such as code anaé/szls; secure coa/zhg,vracfzbes and app velting

processes to detect and prevent /zamﬁ/ or suscepfzé/e apps ﬁom éet'ng loaded on devices.

Network securily. Mobile devices ﬁequen fé/ connect to a variety of networks, z'nc/ud/ng unsecured Wi-Fi
and cellular networks. Mobile securily enta (/s shieldin 1o devices ﬁom network-based risks zhc/udmg MitM

attacks é)/ using secure network proz‘oca/s, virtual private networks (VPNs) and network monitoring

software.

Operating system (OS) protection. Safeguarding a device's underlying OS is also part of mobile security.
This includes éeep[ng the OS curvent with the latest security p.;zz‘c/zes and upﬂ/a tes, as well as using OS
security ﬁa‘ tures such as sandéox[ng and permission con trols to prevent unauthorized access to critical

data.


https://www.techtarget.com/searchsecurity/tip/Top-4-source-code-security-best-practices
https://www.techtarget.com/searchnetworking/definition/virtual-private-network
https://www.techtarget.com/searchmobilecomputing/definition/application-sandboxing

Mobile device management. Organizations use MDM services to control and secure staff mobile devices.
With MDM, businesses can remotely manage and keep an eye on devices, enforce security policies and

ensure everyone (s _ﬁ)//owzhg securily requirements.

End-user practices. End-user mobile securty best practices ngﬁf include avoz'd[ng public Wi-Fi networks
or connecting to corporate resources f/zroug/z aVPN. ] Tsz‘# can also educate users on mobile threats such
as malicious so_ﬁware and Seemzhgé/ /egz'fthafe apps that are desz('gnea’ to steal data.

the types of mobile device security:

Mobile device security oflen centers around the use of MDM. MDM capabilities are often available in

enterprise moé[/[lj/ management and unified ena{vo[m‘ management tools, which evolved ﬁom the earéf

deV[ce—oné/ management options.

However, organizations g/p[ca/é/ use other security tools to enhance their mobile device security which

include the ﬁ//owzhg'

VPNs. VPNs prow'a/e a secure connection between a mobile device and a private network, /ez‘z‘zhg users send
and recetve data as f the device were p/z }/S[ca/é/ linked to the private network. VPNs use encryption
z‘ec/mo/ogy to Sey@guard data z‘ranspo#ea/ over shared or pub/[c networks, thus tmproving the security gf

remote access to company reSources.

Mobile data encryption. Encrym‘[on is a critical component qf mobile device security, as it enta ils encodthg

data to render it t'//eg[b/e b}/ unauthorized users. Data can be enc;;yoz‘m’ both at rest and in transit. Mobile

data encryption /ze/ps to protect critical data even f the device is lost or stolen.

Mobile appﬁ'aaz‘tbn security. Mobile app/zba tions can pose security risks f not del/e/oped or downloaded
ﬁom Verﬁed sources, resu/z‘zhg n comprom[sed devices and data f/zeﬁ. Organizations can reduce mobile

application security risks by adopting app vetting, code analysis and secure coding practices.

Secure web gateway. A secure web gateway enhances mobile securtty, as it safeguards against online

security threats by enforcing security policies and defending against phishing and malware in real time.


https://www.techtarget.com/searchmobilecomputing/definition/mobile-device-management
https://www.techtarget.com/searchmobilecomputing/opinion/Mobility-management-systems-evolve-from-MDM-to-EMM-to-UEM
https://www.techtarget.com/searchsecurity/opinion/Understanding-the-importance-of-data-encryption
https://www.techtarget.com/searchstorage/definition/data-at-rest
https://www.techtarget.com/whatis/definition/data-in-motion

This enables secure mobile web érowsz'ng and stops users ﬁom accessing ﬁaudu/e‘nf websites or

o/own/oaa/[ng /zarmﬁ/ content.

Mobile threat defense (MTD). MTD systems safeguard mobile devices against various threats, including
malware, p/zzls/z[ng attempts and network-based attacks. These systems detect and mitigate mobile risks

z‘/zroug/z behavioral anaé/szls; machine /e‘amzhg and real-time threat zhfe‘//zgenca
Mobile device security vendors and products

Numerous vendors oﬁr mobile device management and security tools. Examp/es (_)f the tools available

include the ﬁ//ow[ng'

Check Point Software Harmony Mobile.

Goagle Endpoint Management.

Hexnode Unified Endpoint Management.

IBM Security MaaS36o.

Microsoft Enterprise Mobility + Security.

Symantec Endpoint Protection Mobile.

Trend Micro Mobile Security for Enterprises.

Verizon Lookout Mobile Endpoint Security.

VMware Workspace One Unified Endpoint Management:

Zimperium Mobile Threat D«fense.

Tools and Technologies for Cyber Security:

QUESTION 1:


https://www.techtarget.com/searchmobilecomputing/definition/Mobile-Threat-Defense-MTD

There are many varieties of cyber attacks that happen in the world today. If we lenow the various types of
cyberattacks, it becomes easier for us to protect our networks and systems against them. Here, we will closely

examine the top ten cyée%a ttacks that can aﬁéa‘ an indvidual, or a Afﬂge business, depena’[ng on the scale.

Elevate your cyéersecur[g/ acumen with our intensive Cj/ber security Bootcamp, where you W delve into the
diverse /ana’scape qf cyéeraffacks. From p/zzls/z[ng to malware, ransomware to DDoS attacks, our
compre/zensiVe program equips you with the skills to anticipate, prevent, and mutigate a wide range 0/[

threats.
Let’s start with the dﬁr@ni types qf g/beraﬁacks on our list:
7. Malware Attack

This is one gf the most common Ypes Q]F cybera tacks. “‘Malware” r(ﬁrs to malicious qu%vare viruses

1'nc/ua/mg Worms, spyware, ransomware, adware, and trojans.

The trojan virus dtls’gu[ses [z‘sef as /eg[z‘[ma te sg%vare. Ransomware blocks access to the network's éq/
components, whereas Spyware is SQ]‘Z‘W&I}"E that steals all your corﬁdenﬁa/ data without your know/edge.

Adware is Sg%vare that dt’spéz s adven‘[szhg content such as banners on a user's screen.

Malware breaches a network f/zroug/z a Vu/neraé[/[zj/. When the user clicks a a/angerous link, it downloads an

email attachment or when an t'nfec‘z‘ea/ pen drive is used.
Let’s now look at how we can prevent a malware attack:

Use antivirus sg?ware. It can protect your computer against malware. Avast Antivirus, Norton Antivirus, and

MCcAfee Antivirus are a few of the popular antivirus software.

Use firewalls. Firewalls filter the traffic that may enter your device. Windows and Mac OS X have their default
built-in ﬁrewa//s, named Windows Firewall and Mac Firewall.



Stay alert and avoid clicking on suspicious links.
Up&/& te your OS and browsers, regu/aré/.

2. P/zzk/zzthz‘faCk

Phishin 19 attacks are one qf the most prominent wz’despread types 0/[ cybera tacks. It is a lype (_7/[ social

engineering attack wherein an attacker tmpersonates to be a trusted contact and send's the victim ﬁk@ mails.

Unaware OJf this, the victim opens the mail and clicks on the malicious link or opens the mail’s attachment By
do[ng so, attackers gain access to co;ﬁdem‘[a/ 1'njfomfzaf[0n and account credentials, T/zcj/ can also install

malware z‘/zroug/z a p/uk/z[ngaz‘z‘ack

P/zzk/zzhgaz‘facés can be prer/em‘ea/ é)/ fé//ow[ng the below-mentioned steps:

Scrutinize the emails you recetve. Most p/uk/uhg emails have Szgnﬁcam‘ errors like spe//zhg mistakes and

férmaf c/zanges ﬁom that of /eg[z‘mfzaz‘e sources.
Malke use Qf an an f[—p/ulc/zmg toolbar.
L[,W/a te your passwords regu/gzré/.

3. Password Attack

It is a form of attack wherein a hacker cracks your password with various programs and password cracking
tools like Aircrack, Cain, Abel, John the Ripper, Hashcat, etc. There are different types of password attacks
like brute force attacks, dictionary attacks, and keylogger attacks.

Listed below are a few ways to prevent password attacks:



Use strong alphanumeric passwords with special characters.

Abstain ﬁom using the same password ﬁr multiple websites or accounts.
Up&/& te your passwom’s; this will limit your exposure to a passwora/ attack.
Do not have any password hints in the open.

4. Man-in-the-Middle Attack

A Man-in-the-Middle Attack (MITM) is also known as an eal/esdroppmg attack. In this attack, an attacker
comes in between a two-party communication, Le, the attacker /zy"acks the session between a client and host.

By doz’ng so, hackers steal and mam,'vu/a te data.

As seen below, the client-server communication has been cut ﬁ and instead, the communication line goes

z‘/zroug/z the hacker.

MITM attacks can be prevented by following the below-mentioned steps:

Be m[naﬁ}/ Qf the security of the website  you are using. Use encryption on your devices.
Refrain from using public Wi-Fi networks.

5. SOL Injection Attack

A Structured Query Language (SQL) injection attack occurs on a database-driven website when the hacker
mam,'vu/az‘es a standard SQL query. It is carvied by mjecting a malicious code into a vulnerable website search

box; thereby making the server reveal crucial information.

This results in the attacker be[ng able to view, edit, and delete tables in the databases. Attackers can also get

administrative rights through this.



To prevent a SQL injection attack:

Use an Intrusion detection system, as fﬁey desz('gn it to detect unauthorized access to a network.

Cariy out a validation (_Jf the user~supp/[€d data. With a validation process, it keeps the user tmput in check.
6. Denial-of-Service Attack

A Denzlq/-OJI-SerV[ceAffac/e sa Szgnﬁcanf threat to compandies. Here, attackers target systems, servers, or

networks and f]ooc/ them with Zn?ﬁc to exhaust their resources and bandwidth.

When this /zappens; catering to the (mcoming requests becomes 0Vem//ze/m[ng ﬁr the servers, resu/z‘zhg in the

website it hosts either shut down or slow down. This leaves the /qg[z‘[ma te service requests una ttended.

It is also known as a DDoS (Distributed Denzlq/-Q/CSerV[ce) attack when attackers use mu/z‘z}a/e comprom[sea/

systems to launch this attack.
Let’s now look at how to prevent a DDoS attack:
Run a frgﬁc anaé/ﬂk to [dem‘g]j} malicious z‘rgﬁfc,

Understand the Warning signs like network slowdown, intermittent website shutdowns, etc. At such times,

the organization must take the necessary steps without dela 1.

Formudlate an incident response p[an, have a checklist and make sure  your team and data center can handle

a DDoS attack.
Outsource DDoS prevention to cloud-based service providers.

7. Insider Threat



As the name suggests, an insider threat does not involve a third party but an insider. In such a case; it could
be an individual from within the organization who knows everything about the organization. Insider threats

have the poten tial to cause tremendous damages,

Insider threats are rampant in small businesses, as the sz“gﬂd there hold access to multiple accounts with data.
Reasons /[or this ﬁ)rm qf an attack are many, it can be greeaf malice, or even carelessness. Insider threats are

hard to predict and hence z’n’c@/.

To prevent the insider threat attack:

Organizations should have a gooa/ culture cf securily awareness.

Companies must limit the IT resources .S’fé_lf can have access to depend[ng on their joé roles.

OIgam'za tions must train emp/oyees to spot insider threats. This will /ze//a emp/oyees understand when a

hacker has mant}ou/a ted or is attempting to misuse the organization s data.
8. wacy;fzckmg

The term C U/pfq/'ackmg s c/oseéf related to cryptocurrency. G Wz‘q/'ac/emg takes p/&zc‘e when attackers access

someone 6[96‘{5’ compm‘erfor m[n[ng Clj/flﬂfOCMWEI’lcj/.

The access is géz[ned é}/ thf?a‘thg a website or manz}au/.fzz‘mg the victim to click on a malicious link. T/ze)/a/so
use online ads with  Ja VarScrtl'm‘ code ﬁr this. Victims are unaware 0/[ this as the C; rypto mining code works in

the éac/zgmunaﬂ' a a/e/a)/ in the execution is the oné/szc'gn z‘/zey nghz‘ witness.
G ;ypz‘oﬁzc/ahg can be preven ted by ﬁ//ow[ng the below-mentioned steps:
Update your software and all the security apps as cryptojacking can infect the most unprotected systems.

Have cryptojacking awareness training for the employees; this will help them detect crypotiacking threats.



Install an ad blocker as adls are a primary source of cryptojacking scripts. Also have extensions like

MinerBlock, which is used to identify and block crypto mining scripts.
9. Zero-Day Exploit

A Zero-Day Exploit happens a/%er the announcement 0/[ a network Vu/nerab[/[g/; there is no solution j[or the
Vu/neraé[/[zj/ in most cases. Hence the vendor nofzﬁ’es the Vu/neraé[/[@/ so that the users are aware; however,
this news also reaches the attackers.

Depena’[ng on the Vu/neraé[/[g/, the vendor or the developer could take an 1y amount 0/[ time to fo the issue.

Meanwhile, the attackers ta rget the disclosed Vu/nerab[/[ly, T/zaj/ malke sure to exp/o[z‘ the Vu/nerab[/[g/ even

éefére a paz‘c/z or solution is t'mp/emem‘ea/ for (it
Zero-da % exp/o[z‘s can be preVem‘ea’ é}/:

OIgan[Zm‘[ons should have well-communicated pafc/z management processes. Use management solutions to

automate the procedures, Thus it avoids dela s (n dep/oyment

Have an incident response p/&m to /16419 you deal with a cybera tack. /(eep a strategy focuss[ng on zero-da %

attacks. By ﬁ/mhg so, the damage can be reduced or comp/ez‘eé/m/o[ded
10. Watering Hole Attack

The victim here is a pan‘[cu[ar group of an organization, region, efc. In such an attack, the attacker largets

websites which are ﬁequenfé/ used b)/ the z‘a}ge‘z‘ep{ group. Websites are iden z‘y'(z)ea/ either b}/ c/oseéf monttoring

the group or by guessing:

Afer this, the attackers infect these websites with malware, which infects the victims'systems. The malware in
such an attack targets the user's persona/ thﬁﬁrm.szz‘[on. Here, it is also posszé/e ﬁr the hacker to take remote

access to the z'nﬁ'cfea/ compulter.



Let's now see how we can prevent the watering hole attack:

Up&/& te your sq?ware and reduce the risk 0/[ an attacker exp/o[z‘mg vulnerabilities. Make sure to check ﬁ)r
securty pa tches regularé/. Use your network security tools to spot watering hole attacks. Intrusion prevention

.ysfems(/PS} work well when it comes to dez‘ecz‘[ng such suspicious activities.

To prevent a watering hole attack, it is advised to conceal your online activities. For this, use a VPN and also
malke use gf)/our browser’s private browszhg _/[ea ture. A VPN delivers a secure connection to another network

over the Internet. It acts as a shield ﬁ)r “your érowszhg activity. NordVPN is a gooa/ examp/e 0/[ a VPN,

A/z‘/zoug/z we had a look at several ways to prevent the dﬁérem‘ lypes of g/éeraz‘z‘ac/zs we discussed, let's

summarize and look at a ﬁfw persona/ lips which you can adopz‘ to avoid a g/beraz‘z‘ack on the whole.

C/zange your passwora/s regu/zqré/ and use strong a/p/zanumer/c passwora/s which are dﬂcu/z‘ to crack.
Rejgfa[n ﬁom using too comp/[caz‘ea/ passwom/s that you would tend to ﬁrget Do not use the same password

twice.

Llpda te both your operating system and app/[caz‘[ons régu/aré/. This is a primary prevention method for any
cyberaz‘z‘ack, This will remove vulnerabilities that hackers tend to exp/o[f. Use trusted and /eg/z‘[ma te Anti-

virus protection sg%vare,

Use a ﬁrewa// and other network security tools such as Intrusion prevention systems, Access control,

App/[ca tion security, elc.

Avoid opening emails ﬁom unknown senders. Scrutinize the emails you recetve for /oop/zo/es and szc'gnﬁcam‘

errors.

Mabee use of a VPN. This makes sure that it encrypts the traffic between the VPN server and your device.



Regularly back up your data. According to many security professionals, it is ideal to have three copies of your
data on two different media types and another copy in an off-site location (cloud storage). Hence, even in the

course (f a cyéeraffack, you can erase your system s data and restore it with a recenfé/ pey[armed bac/eup,

Emp/oyees should be aware qf cyéersecur[g/ prz’ncz}a/es. T/zq/ must know the various lypes qf cyéeraffacks and

ways to tackle them.

Use Two-Factor or Multi-Factor Authentication. With h«/oﬁcfaraufﬁen tication, it requires users to prow'de
two dﬁrem‘ authentication ﬁcfors to Vergf/ themselves. When you are asked ﬁ)r over two additional
authentication method's apart ﬁom your username and passwor&/, we term (t as mu/f[—facforauf/zenfzba tion.

This proves to be a vital step to secure your account.
Secure your Wi-Fi networks and avoid using pué/[c Wi-Fi without using a VPN,

Saféguard your mobile, as mobiles ave also a g/éerah‘ac/e target. Install apps ﬁom oné/ /egz'fmfzaz‘e and trusted

sources, make sure to /eeep  your device updm‘ed
These are the tips you must t'mp/emem‘ to protect your systems and networks ﬁom a q/éeraz‘z‘ac/z.
Evolution 0/[ G )/ber Security:

The evolution cyp cyber security can be traced back to the earé/ da s of computing when security measures
were minimal, and the internet was a re[az‘[veé/ small network. In the earé/ 90s, ﬁrewa//s were the common
method OJF protecting networks and data ﬁom g/ber—az‘z‘acks. Now, this ﬁe/a/ Oj[' cyber security has a wide

range of technologies:
Intrusion detection systems
Threat intelligence

Security information and event management (SIEM)



Cyber Security Best Practices:
QUESTION 1:

5€cur[§/ threats are consfanfé/ eVO/Vz'ng, and comp/zlsznce requirements are éecom[ng mc’reaszhgé/ comp/e‘x.
OIganlza tions must create a compre/zens[Ve z'nﬁrmaﬁon security po/[cy to cover both c/za//enges. An
1'njfomfza tion security po/[cy malkes it possz%/e to coordinate and e;force a security program and communicate

security measures to third parties and external auditors.

7o be (ﬁcfh/e, an 1'7}f0}77f1& tion security po/[cy should

Cover end-to-end securily processes across the organization
Be enforceaé/e and pracz‘[ca/
Be regu/gzré/ upa/a ted in response to business needs and eVO/Vzhg threats

Be fécusea/ on the business goals quour organization

The tmportance (_)f an mﬁrma tion security po//ky

//fﬁrmafzbn security po/[c[es can have the ﬁ//owmg éeneffz‘s fz}r an organization:

Facilitates data (ntegrity, ava 1'/aé1'/1'zj/, and corﬁden fz'a/[@ —ﬁcz‘[ve 1'nﬁrmaz‘[0n security po/zb[c)s
standardize rules and processes that protect against vectors f/zreaz‘emhg data (ntegrity, ava‘//ab///f}/, and
corﬁdenﬁa/[g/.



Protects sensitive data — Information security policies prioritize the protection of intellectual property
and sensitive data such as personally identifiable information (PII).

Minimizes the risk 0/f security incidents — An z'n/[orma tion security po/[cy /ze&as organizations dg?ne
proceo/ures ﬁr z'o/em‘zj'f/mg and mitigating vulnerabilities and risks. It also details quz'ck responses to

minimize dama 1ge a’ur[ng a security incident.

Executes securily programs across the organization — /}gﬁ)rmaf[on security po/[c[es prow'de the

ﬂamework ﬁr operationa /1'Zz'ng proce&/ ures.

Provides a c/earsecur[g/ statement to third parties — /}gﬁ)rma tion security po/[c[es summarize the
organization G securty posture and exp/a[n how the organization protects 1T resources and assets. 7/1@/

ﬁc[/[z‘a te qu[cé response to th [m/—panj/ requests fér [nﬁrma tion é}/ customers, partners, and auditors.

He//as compé/ with regu/a tory requirements — Crea ting an [nf(}rma tion security po/[cy can /16‘419

organizations t'dem‘y'f/ security gaps related to regu/a tory requirements and address them.
12 Elements cyfan /}fﬁmaftbn Security Po/[cy

A security po/[cy can be as broad as you want it to be, ﬁom eve;;/f/uhg related to 1 T security and the
security cf related p/z }/s[ca/ assets, but e;gﬁrceab/e n its ﬂ// scope. The fo//o wing list ojlérs some important

considerations when del/e/opmg an [nﬁmg tion security po/[cj/.

1. Purpose

First state the purpose of the po/[cy, which may be to:

Create an overall approac/z to [nf(}rmaz‘[on security., espec[a/é/ as touches standards, securtty

requirements, and best practices adopted by the organization.

Detect and preempt information security breaches such as misuse of networks, data, applications, and

computer systems.



Maintain the reputation of the organization, and uphold ethical and legal responsibilities and applicable

governance.

Respect emp/oyee and customer rzgﬁfs, z'nc/ud[ng how to react to (nquiries and comp[a[n ts about non-

comp/zlance.
2. Audiience

Dq?ne the audience to whom the [nformaf[on security po//cy app/z'es, You may also specyf/ which
audiences are out of the scope gf the po//cy &for examp/e; sz‘ajfln another business unit which manages

securily separa feéf may not be in the scope (yf the po//cy).

3 lrforma tion security oé/k'cz‘[l/es

Guide  your management team to agree on we//—a/eﬁnea/ objecz‘[ves fér stra z‘egyand securty. /}fformaz‘[on

security ﬁcuses on three main o@écz‘[l/es:

C orﬁden z‘[a/[zj/ — OH/)/auz‘/zen ticated and authorized individuals can access data and [nfomm tion

assets.

Integrity — Data should be intact, accurate and comp/ez‘e, and] T systems must be kepf operaz‘[ona/.
Availability — Users should be able to access information or systems when needed.

4. Authority and access control policy

Hierarchical pattern — A sentor manager may have the auz‘/zor[g/ to decide what data can be shared and
with whom. The security po/[cy may have dﬁrem‘ terms ﬁra senior managervs. a junior emp/oyee or
contractor. The policy should outline the level of authority over data and IT systems for each

organizational role.

Network security policy — Critical patching and other threat mitigation policies are approved and

enforced. Users are only able to access company networks and servers via unique logins that demand



authentication, including passwords, biometrics, ID cards, or tokens. You should monitor all systems and

record all login attempits.

5. Data classification

N«

The po/[cy should C/&SS_lﬁ/ data into ca tegories, which ma 1y nclude ‘top secret,” “secret,” ”co;ﬁden tal” and

‘}aub/[c. ” The oéjecﬁves ﬁ)r c/assﬁ[ng data are:

To understand which systems and which operations and app/[caf[ons touch on the most sensitive and

controlled data, to properé/ o/e‘sz('gn security con trols /[07 that hardware and .S’Q/%/Vél}’é‘ (see 6,)
To ensure that sensitive data cannot be accessed é)/ individuals with lower clearance levels

To protect /ug/zé/ tmportant data, and avoid needless security measures ﬁr untmportant data
6. Data support and operations

Data protection regu/gzz‘[ons — systems that store persona/ data, or other sensitive data — must be
profecfea/ accom/thg to O}gamlzaz‘[ona/ standards, best practices, [na/usbj/ comp/[ance standards, and
relevant regu/;zﬁons, Most Secur[zjfsz‘andards require, at a minimum, encryption, a ﬂrewa//, and anti-

malware profecﬁon,

Data backup — Encrypt data backup accom/[rzg to mﬁ/usﬁj/ best practices, both in motion and at rest.

5€CMV€_/)/SfOV€ backup med[a, or move ééZCkM/U to secure c/oua/sz‘orage,

Movement OJ[' data — On/y z‘mmy‘ér data via secure profoco[s. Enc;y,m‘ any zhﬁﬁmaz‘[on cop[ea/ to pon‘ab/e

devices or transmitted across a pub/[c network.
7. Security awareness and behavior

Share IT security policies with your staf} Conduct training sessions to inform employees of your securi
P e proyees 9y«
procedures and mechanisms, including data protection measures, access protection measures, and

sensitive data c/assﬁcaftbn.



Social engineering — Place a special emphasis on the dangers of social engineering attacks (such as
phishing emails or informational requests via phone calls). Make all employees responsible for noticing,

preventing, and reporting such attacks.

Clean desk po/[cy — Secure /apz‘ops with a cable lock. Shred sensitive documents that are no /onger

needed. /(eep printer areas clean so documents do noz‘j{a// into the wrong hands.

Work with HR to deﬁne how the internet should be restricted both on work premises and ﬁr remote
emp/oyees using O}ganzzafzbna/ assets. Do you allow YouTube, social media websites, etc.? Block unwanted

websites USIng a proxy.
8. Encryption po/t'cy

Encryption involves encod[ng data to keep it inaccessible to or hidden ﬁom unauthorized parties. It /16'4195‘
protect data stored at rest and in transit between locations and ensure that sensitive, private, and
proprietary data remains private. It can also tmprove the security cf client-server communication. An

encryption po/t'cy /16405 organizations defz’ne:

The devices and media the organization must encrypt

When encryption is mandafmy

The minimum standards app/[caé/e to the chosen encryption Sqﬁzware
9. Data backup policy

A data bacéup po/[cy a’eﬁnes rules and procedures ﬁr ma/zz’ng bacéup coples qf data. It is an in z‘egm/
component OJ[' overall data protection, business con tinudty, and disaster recovery strategy. Here are kq/

ﬂncﬁons ija data backup po/[cy.'

Identifies all information the organization needs to back up



Determines the frequency of backups, for example, when to perform an initial full backup and when to

run incremental backups
Dg?nes a storage location ﬁo/d[ng backup data

Lists all roles in C/za}ge o_f éackup processes, /[07 examp/e, a é&c/zup administrator and members OJ[ the IT

team
70. Responsz%[/[fzés rz('g/zfs, and duties 0/[ personne/

Appoint sz‘pf to carry out user access reviews, education, c/zange management, incident management,

1'mp/€men tation, and per[oo/[c ulm/afes OJf the security po/[cy. Responszé[//ﬁés should be c/earéf déﬁl’lé‘&{ as

part of the security po/[cy,

7. Sysfem /zara/emhg benchmarks

The 1'nf0rma tion security po/[cy should rg‘/@rence security benchmarks the organization will use to harden
mission-critical systems, such as the Center ﬁr /}forma tion Security ( CIS) benchmarks for Linux,

Windows Server, AWS, and Kubernetes.

72. References to regu/ézz‘[ons and comp/[amce standards

The mﬁnfma tion security po/[c}/ should rg%rence regu/a tions and comp/zéznce standards that tmpact the
organization, such as the General Data Protection Regulation (GDPR), California Consumer Privacy Act
(CCPA), Payment Card Industry Data Security Standard (PC] DSS), the Sarbanes-Oxley Act (SOX), and

the Health Insurance Portability and Accountability Act (HIPAA).
best practices fér successjﬂ/ [nﬁ}rma tion security po/[c[es

Information and data classification — helps an organization understand the value of its data, determine

whether the data is at visk, and t'mp/emem‘ controls to mutigate risks



Developers, securtty, and IT operations — should work together to meet compliance and security
requirements. Lack of cooperation between departments may lead to configuration errors. Teams that
work together in a DevSecOps model can coordinate risk assessment and identification throughout the

SO/%A/are deVe/opmenf /y{ecyc/e to reduce risks.

5€cur1'§/ incident response p/an — ﬁe{vs (nitiate appropriate rem ediation actions a’urmg security
incidents. A security incident stra tegy prow'des a gw'&/e/[ne; which includes initial threat response,

priorities iden Wc& tion, and appropriate foes.

SaaS and cloud po/[cy — prow'des the organization with clear cloud and SaaS a&/opz‘[on gu[&/e/[nes, which
can prow'a/e the ﬁuna/az‘[on fora unﬁea/ cloud ecosystem and standards of‘ co;ﬁguraf[on, especzlﬂ/é/ fér
deVe/opmem‘ environments. This po/[cy can /16‘40 mitigate [nej@cﬁve comp/[caz‘t’ons and poor use of‘ cloud

resources.

Accepz‘ab/e use po/[c[es (AUPs) — /ze/ps prevent data breaches that occur z‘/zroug/z misuse cf company
resources. Transparent AUPs /ze//a keep all personne/ in line with the proper use gf company z‘ec/mo/og)/

resources.

Iden z‘[g/ana/ access management (IAM) regu/a tions — let IT administrators authorize systems and
app//ca tions to the rt('g/zf individuals and let emp/oyees fenow how to use and create passwora/s n a secure

way. A St'mp/e password po/[cy can reduce iden z‘[zj/ana/ access risks.

Data security po/[cy — outlines the technical operations of the organization and accepfab/e use standards

in accordance with all app/[caé/e governance and comp//ance regu/aﬁons.

Privacy regu/aﬁons — govemmenf—elfyﬁrced regu[az‘[ons such as GDPR and CCPA protect the pr[mg/qf
end users. Organizations that don’t protect the privacy 0/[ their users risk ﬂnes and pena/z‘[es, and in some

cases court action.

Personal and mobile devices — Nowadays, most organizations have moved business processes to the
cloud. Companies that permit employees to access company sofbware assets from any location from any

device risk introducing vulnerabilities through personal devices such as laptops and smartphones.



Creating a policy for proper security of personal devices can help prevent exposure to threats via

employee-owned assets.



	Mobile security:
	the types of mobile device security:
	Mobile device security vendors and products
	Tools and Technologies for Cyber Security:
	QUESTION 1:
	There are many varieties of cyber attacks that happen in the world today. If we know the various types of cyberattacks, it becomes easier for us to protect our networks and systems against them. Here, we will closely examine the top ten cyber-attacks ...
	Elevate your cybersecurity acumen with our intensive Cyber security Bootcamp, where you'll delve into the diverse landscape of cyber attacks. From phishing to malware, ransomware to DDoS attacks, our comprehensive program equips you with the skills to...
	Let’s start with the different types of cyberattacks on our list:
	1. Malware Attack
	This is one of the most common types of cyberattacks. “Malware” refers to malicious software viruses including worms, spyware, ransomware, adware, and trojans.
	The trojan virus disguises itself as legitimate software. Ransomware blocks access to the network's key components, whereas Spyware is software that steals all your confidential data without your knowledge. Adware is software that displays advertising...
	Malware breaches a network through a vulnerability. When the user clicks a dangerous link, it downloads an email attachment or when an infected pen drive is used.
	Let’s now look at how we can prevent a malware attack:
	Use antivirus software. It can protect your computer against malware. Avast Antivirus, Norton Antivirus, and McAfee Antivirus are a few of the popular antivirus software.
	Use firewalls. Firewalls filter the traffic that may enter your device. Windows and Mac OS X have their default built-in firewalls, named Windows Firewall and Mac Firewall.
	Stay alert and avoid clicking on suspicious links.
	Update your OS and browsers, regularly.
	2. Phishing Attack
	Phishing attacks are one of the most prominent widespread types of cyberattacks. It is a type of social engineering attack wherein an attacker impersonates to be a trusted contact and sends the victim fake mails.
	Unaware of this, the victim opens the mail and clicks on the malicious link or opens the mail's attachment. By doing so, attackers gain access to confidential information and account credentials. They can also install malware through a phishing attack.
	Phishing attacks can be prevented by following the below-mentioned steps:
	Scrutinize the emails you receive. Most phishing emails have significant errors like spelling mistakes and format changes from that of legitimate sources.
	Make use of an anti-phishing toolbar.
	Update your passwords regularly.
	3. Password Attack
	It is a form of attack wherein a hacker cracks your password with various programs and password cracking tools like Aircrack, Cain, Abel, John the Ripper, Hashcat, etc. There are different types of password attacks like brute force attacks, dictionary...
	Listed below are a few ways to prevent password attacks:
	Use strong alphanumeric passwords with special characters.
	Abstain from using the same password for multiple websites or accounts.
	Update your passwords; this will limit your exposure to a password attack.
	Do not have any password hints in the open.
	4. Man-in-the-Middle Attack
	A Man-in-the-Middle Attack (MITM) is also known as an eavesdropping attack. In this attack, an attacker comes in between a two-party communication, i.e., the attacker hijacks the session between a client and host. By doing so, hackers steal and manipu...
	As seen below, the client-server communication has been cut off, and instead, the communication line goes through the hacker.
	MITM attacks can be prevented by following the below-mentioned steps:
	Be mindful of the security of the website you are using. Use encryption on your devices.
	Refrain from using public Wi-Fi networks.
	5. SQL Injection Attack
	A Structured Query Language (SQL) injection attack occurs on a database-driven website when the hacker manipulates a standard SQL query. It is carried by injecting a malicious code into a vulnerable website search box, thereby making the server reveal...
	This results in the attacker being able to view, edit, and delete tables in the databases. Attackers can also get administrative rights through this.
	To prevent a SQL injection attack:
	Use an Intrusion detection system, as they design it to detect unauthorized access to a network.
	Carry out a validation of the user-supplied data. With a validation process, it keeps the user input in check.
	6. Denial-of-Service Attack
	A Denial-of-Service Attack is a significant threat to companies. Here, attackers target systems, servers, or networks and flood them with traffic to exhaust their resources and bandwidth.
	When this happens, catering to the incoming requests becomes overwhelming for the servers, resulting in the website it hosts either shut down or slow down. This leaves the legitimate service requests unattended.
	It is also known as a DDoS (Distributed Denial-of-Service) attack when attackers use multiple compromised systems to launch this attack.
	Let’s now look at how to prevent a DDoS attack:
	Run a traffic analysis to identify malicious traffic.
	Understand the warning signs like network slowdown, intermittent website shutdowns, etc. At such times, the organization must take the necessary steps without delay.
	Formulate an incident response plan, have a checklist and make sure your team and data center can handle a DDoS attack.
	Outsource DDoS prevention to cloud-based service providers.
	7. Insider Threat
	As the name suggests, an insider threat does not involve a third party but an insider. In such a case; it could be an individual from within the organization who knows everything about the organization. Insider threats have the potential to cause trem...
	Insider threats are rampant in small businesses, as the staff there hold access to multiple accounts with data. Reasons for this form of an attack are many, it can be greed, malice, or even carelessness. Insider threats are hard to predict and hence t...
	To prevent the insider threat attack:
	Organizations should have a good culture of security awareness.
	Companies must limit the IT resources staff can have access to depending on their job roles.
	Organizations must train employees to spot insider threats. This will help employees understand when a hacker has manipulated or is attempting to misuse the organization's data.
	8. Cryptojacking
	The term Cryptojacking is closely related to cryptocurrency. Cryptojacking takes place when attackers access someone else’s computer for mining cryptocurrency.
	The access is gained by infecting a website or manipulating the victim to click on a malicious link. They also use online ads with JavaScript code for this. Victims are unaware of this as the Crypto mining code works in the background; a delay in the ...
	Cryptojacking can be prevented by following the below-mentioned steps:
	Update your software and all the security apps as cryptojacking can infect the most unprotected systems.
	Have cryptojacking awareness training for the employees; this will help them detect crypotjacking threats.
	Install an ad blocker as ads are a primary source of cryptojacking scripts. Also have extensions like MinerBlock, which is used to identify and block crypto mining scripts.
	9. Zero-Day Exploit
	A Zero-Day Exploit happens after the announcement of a network vulnerability; there is no solution for the vulnerability in most cases. Hence the vendor notifies the vulnerability so that the users are aware; however, this news also reaches the attack...
	Zero-day exploits can be prevented by:
	Organizations should have well-communicated patch management processes. Use management solutions to automate the procedures. Thus it avoids delays in deployment.
	Have an incident response plan to help you deal with a cyberattack. Keep a strategy focussing on zero-day attacks. By doing so, the damage can be reduced or completely avoided.
	10. Watering Hole Attack
	The victim here is a particular group of an organization, region, etc. In such an attack, the attacker targets websites which are frequently used by the targeted group. Websites are identified either by closely monitoring the group or by guessing.
	After this, the attackers infect these websites with malware, which infects the victims' systems. The malware in such an attack targets the user's personal information. Here, it is also possible for the hacker to take remote access to the infected com...
	Let's now see how we can prevent the watering hole attack:
	Update your software and reduce the risk of an attacker exploiting vulnerabilities. Make sure to check for security patches regularly.Use your network security tools to spot watering hole attacks. Intrusion prevention systems(IPS) work well when it co...
	To prevent a watering hole attack, it is advised to conceal your online activities. For this, use a VPN and also make use of your browser’s private browsing feature. A VPN delivers a secure connection to another network over the Internet. It acts as a...
	Although we had a look at several ways to prevent the different types of cyberattacks we discussed, let's summarize and look at a few personal tips which you can adopt to avoid a cyberattack on the whole.
	Change your passwords regularly and use strong alphanumeric passwords which are difficult to crack. Refrain from using too complicated passwords that you would tend to forget. Do not use the same password twice.
	Update both your operating system and applications regularly. This is a primary prevention method for any cyber attack. This will remove vulnerabilities that hackers tend to exploit. Use trusted and legitimate Anti-virus protection software.
	Use a firewall and other network security tools such as Intrusion prevention systems, Access control, Application security, etc.
	Avoid opening emails from unknown senders. Scrutinize the emails you receive for loopholes and significant errors.
	Make use of a VPN. This makes sure that it encrypts the traffic between the VPN server and your device.
	Regularly back up your data. According to many security professionals, it is ideal to have three copies of your data on two different media types and another copy in an off-site location (cloud storage). Hence, even in the course of a cyber attack, yo...
	Employees should be aware of cybersecurity principles. They must know the various types of cyberattacks and ways to tackle them.
	Use Two-Factor or Multi-Factor Authentication. With two-factor authentication, it requires users to provide two different authentication factors to verify themselves. When you are asked for over two additional authentication methods apart from your us...
	Secure your Wi-Fi networks and avoid using public Wi-Fi without using a VPN.
	Safeguard your mobile, as mobiles are also a cyberattack target. Install apps from only legitimate and trusted sources, make sure to keep your device updated.
	These are the tips you must implement to protect your systems and networks from a cyber attack.
	Evolution of Cyber Security:
	The evolution of cyber security can be traced back to the early days of computing when security measures were minimal, and the internet was a relatively small network. In the early 90s, firewalls were the common method of protecting networks and data ...
	Intrusion detection systems
	Threat intelligence
	Security information and event management (SIEM)
	Cyber Security Best Practices:
	QUESTION 1: (1)
	Security threats are constantly evolving, and compliance requirements are becoming increasingly complex. Organizations must create a comprehensive information security policy to cover both challenges. An information security policy makes it possible t...
	To be effective, an information security policy should:
	Cover end-to-end security processes across the organization
	Be enforceable and practical
	Be regularly updated in response to business needs and evolving threats
	Be focused on the business goals of your organization

