ASSIGNMENT 12

1. According to the ENISA Threat Landscape report for 2023, what
emerges as the primary threat within cyberspace? Why is this
particular threat deemed particularly alarming? Furthermore,
based on the insights provided in the document, what strategies
are recommended to effectively mitigate this threat?

ANS:
The European Union Agency for Cybersecurity (ENISA) recently released its

annual Threat Landscape Report for 2023. The report identifies the top threats,
major trends, threat actors, and attack techniques expected to shape the
cybersecurity landscape in the coming years. In this blog, we will summarize the
key findings of the report and offer actionable recommendations to mitigate these

threats

The ENISA Threat Landscape Report is an annual report that provides a
comprehensive overview of the cybersecurity threat landscape. The report is based
on a thorough analysis of various sources, including open-source intelligence,
expert opinions, and data from multiple organizations. The report aims to provide
Insights into emerging threats and trends in the cybersecurity landscape and help

organizations improve their cybersecurity posture.


https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023

Ransomware still gets top of the podium, accounting for 34% of EU threats.
Ransomware attacks are expected to continue to rise in frequency and
sophistication. Attackers increasingly use advanced techniques such as double
extortion and supply chain attacks to target organizations. The report also
highlights that ransomware attacks are becoming more targeted, with attackers
focusing on high-value targets with particular emphasis on the Industrial and
Manufacturing sectors. Disrupting manufacturing processes or seizing control of
industrial systems can result in significant financial losses and operational

downtime, making it an attractive target.

Supply chain attacks are becoming more prevalent and sophisticated, with threat
actors misusing legitimate tools primarily to prolong their cyber espionage
operations. The extent of the impact of supply chain attacks emerges as a
substantial concern in relation to the upcoming EU parliamentary elections. This is
because such attacks affected public administration by 21% and digital service

providers by 16%.

DDoS attacks continue to be a persistent threat. They are the second most
prevalent EU threat. DDoS attacks are getting larger and more complex, are
moving towards mobile networks and 10T, and are used to provide support of

additional means in the context of a conflict.



Phishing is once again the most common vector for initial access. But the new
model, social engineering, is also emerging, an approach that consists of deceiving

victims in the physical world.

OR
At the core of the ETL 2023 are eight principal threat categories that encapsulate

the main challenges in cybersecurity:

1. Ransomware:Description: Attackers seize control of a target’s assets,
demanding ransom for their release. This threat remains significant,
evidenced by numerous high-profile incidents.Motivation: Financial gain,
disruption, ideological motives.

2. Malware:Description:  Malicious software designed to perform
unauthorized actions that compromise the confidentiality, integrity, or
availability of a system.Motivation: Financial gain, espionage, sabotage.

3. Social Engineering:Description: Techniques that exploit human error to
gain unauthorized access to information or services.Motivation: Identity
theft, financial fraud, corporate espionage.

4. Threats against Data:Description: Incidents that lead to the unauthorized
disclosure, alteration, loss, or destruction of personal data.Motivation:

Financial gain, espionage, sabotage.



. Threats against Availability - Denial of Service (DoS):Description:
Attacks that disrupt service access by overwhelming targets with excessive
requests.Motivation: Financial extortion, competitive advantage, activism.

. Threats against Availability - Internet Threats:Description: Disruptions
that result in outages, affecting electronic communications.Motivation:
State censorship, cyber warfare, criminal activities.

. Information Manipulation:Description: Efforts to influence public
opinion or political processes through deceptive practices.Motivation:
Shaping public opinion, undermining democratic processes.

. Supply Chain Attacks:Description: Attacks that target vulnerabilities in
the supply chain to compromise multiple entities.Motivation: Unauthorized

access to data, compromising critical infrastructure, espionage.



2. Visit the website www.csk.gov.in and outline some of the
recommended best practices for securing personal computers.

ANS:;

—— -
Things to remember ....
while using your personal computer

i A
«  Always install Licensed Softwara so that you have regular updates of

your Operating system and Applications. In case of open source
software, make sure to update frequently.

«  Read the "Terms and Conditions”/ "License Agreement” provided by
vendor/software before installation.

«  Properly shutdown and switch off your personal computer after the
use along with your external devices like Monitor, Modam,
Speakers afc.

" Software Installation A
O Instaliztion of Operating System
. zat proper Licansed Operating SYstem and read License aqreement
carafulty before Installing the 5.
. Switch on your personal computer and go to BI0S Settings and
change your first boot drive to O Drive.

+ Insert your COVDVD inko the 0D drive and restant youwr system using
Cir+Al-+Delete.

* Arter restart, the system boots from the COVDVD.
. Foliow the installation steps as spacified by the wendor document.
o Use the OO provided by the Vendor to install your
. Motherboand divers . Maonltor drivers
+ Audio EWideo drivers . Hetwork drivers A

( Guidelines )

Physical Security
a Reguiarty cean your system and its components.
Meote: Turn your PC OfF bafore cleaning It
o Proparly arganize the power cables, wiras, to prevent from water, Insects etc.
While working at PC, be careful not to spill water or Tood lbems on It
o Alwzys foliow “Safely Remave® option provided by the Ciperating System while
disconnecting the USE devices.
o By sefting BIOS passwaord, you can prevent unautharized access 1o your
personal computer.
o Switch off the computer when IEs nat In use.
Note: TosatupBIOS password refer “Setting passwond to BXOS” section.

u




Internet Security:

u |
u |
u |

Follow Internet EXhics while browsing.
Check ihe copyTight ssues before wsing the content of Intemet.

Always access the site which uses hitps {Hyper Text Transfer Protocod Secure)
while performing Online transactions, Downkoads etr, which |s sacure.

ITthe site uses 551, verlfy the Certificate detalls ke Wha 1s the owner, Expiry
date of the certiNcate etc to confinm whether it 1s trusted or not.

Wou can dosthin by clicking th lock icon. ]
LUise pnly Original ‘Websites for downloading the files rather than Third Party
wialhslbes,

202n the downloaded Nies with an updated Antl-vines Software bafore using
It

Install and property canfigure a Software firewall, ba pratect againss mall-
clous frafmic.

u |
a

u |

Data Security

Enabie AUbg-updates of your CpeTating System and update It raguiarty.
Cowniload Anth-vinus SoTtware from a Trusted Website and Install Make suns it
automatically gets updated with |atest virus signatures.

Dowmnioad Ant-Smyware Software from a Trusted Websibe and Install Make sure it
automatically updates with [atest definitians.

LUise “Encrypdion” to sacure your valuable Infonmation.

Mote: Wmmﬁm -II\VGFM NEMM whiie
encrypiing B, el data would not be avallatie thersafter

strang should be used for “Admin” ACcournt on computer and far athar
Impertant apgiications like E-mail cllent, Finandal Appications {accounting e,

Badckup : Periodically backup your computer data on €D/ DVD or US8 drive et
In case it may get comuptad dus to HardDisk fEIUres of when reinstaiing format
ting the system.

Recovery DISIC Always keep recovery disk suplled by Manufacturer ¢ Vendor of
the Compurter System to recover the Operating System In the event of boot fall-
urss gue to systam changes such as uncerficated Drivers/uninown Softwars pub-
lisher.

Startup programs shoukd be monitonsd / controlied foroptimal system perfommance.

oo

Always update your Web Erowser with latest patches.

Use privacy or Securty setings which re Inbult In the browses
Also use content fitanng software.

AlWays have Safe Search "ON°In Search Engine.

e-Mail Security:

Always se sirong password for your emall account.
Arways use Antl-Spyware Software to scan the ealls for Spam.

scan the e-Mall attachments with labest updated Antl-¥irus and Ant-Spy
‘Ware before opening.

Always Temember b ampty the Spam fokler.




Wireless Security:
Change detault Administrator passwars.
Tiam Cn WA, [WHF Protected Access) /WEP Encryption.
Change default 5510,
Enabile MAC acioress fitering.
Tiarm T your wirsless network when not in wse.

[y N R Ry Iy W

Modem Security:
3 Change the default passwords.
3 SWISCh off winen ot In use.

-
Do's
Aead the mmmcamﬂ.ﬂl‘y and Toliow the quidellnes b know how 1o sefup
the parsonal computer
+ Connect
L Keyboard
L. Mouse
Il Monftar
.  Spaakars and
W Metwork Cabie ...... to (PU (Central Processing Unit) as directed in
vandar document.
* ‘Connect TPU and Monitor to Electrical Outlets.
L
-
Dont’s

2 Donot install pirated software such as
+ Operating System Software (Windows, Unb, etc_).
+ Application Softwane (DMce, Database_sir).
+  SECuMty Software (AntvIns, Antispywans etc).
Note: Ramember, some Pirated Software themsehve cn be rogue programs.
3 Donot plug the computer directly bo the wall outhet as power surges may destroy
computer. Instead use a ganuine surge probector to plug 2 computer.
2 Don't eat food or drink around the PC.
3 Don't place any magnets near the PC

O Mever spray or squirt any liquid cnto any computer component. ifa spray s needed,
spray the liguid onta a cioth and then use that choth to nub down the compaonent.

2 Don't open the e-Mall attachmeants which have double extansions.




[ Setups ]

P
BIOS (Basic Input / Output System) Settings :

O Computers BIOS Is the fArst program that runs when computer 15 started. vou can tedl
the BIDS to ask for 3 password wihen It starts, this restricing acoess o your Compuier.

+Tia enter the BIOS setup program, semetimes called CMOS setup:

O Turn on or reboot your computer. The screan will display a serias of diagnostics and
al‘l‘iElTl'I:In_pl'l:hE{k.A meesszge will come “HIT the <DEL:- to enter the BIOS setup
program” will appear. [It's not always the DEL key some BISs use F2 or F10 or any
other key combination, chedk your motherboard manual for more detalis].

Note: Some BIOS versions wse @ graphical Type memu with foons (a GUA) or have @ text infer
-face, the prindple owever is exactiy the same.

O Therears bwo options that relate to passwords, Supervisor Password and User Pass
wiord, these refate to controlling access to the BI05 Setup Program and the Maching
Boot raspectivedy.

Nodte: Mot all BIOSS have This password feafure, your bios mdy mot have i In wiich
[T52 POU WOITT Be able fo restict Gocess 10 pour oovmputer In This wiay.

3O Select USER PASSIWORD and you'll be prompted (o enter 3 password.You should now
enter a password of up to elght characters (most BI0S's are imited to elght Characters
unfortunatelyl. | recommend you 6 use the full elght but taks cars that youw Chooss
something you'll not forget. The BHOS will then prompt you 50 confinm the passwond,
Just type tha same thing again. Mow you'll want to 561 your systam to ask for that pass-
-word every time It pots, 50 select the BICS FEATURES SETUF option, 10 see a menu.
It's the Password Check option IF you are Interasted In, 50 selact It and change the set-
-ting to “ALWEYST Mow navigate back to the maln menu and select SAVE & EXIT SETUR
our machine will then reboot and your'll be prompied for the password. Each and ew-
-enytime you boot you'll be asked FOr password you choss.

Note: This method of restricing aoress fo powr computer is nof compietely foolproo, there
ave Ways Ground i Bt it wil stop or af kedst delgy the majorty of casual GHempls o get ac
-CESS.

Note: If you farger your BI0E passwond, CoNEWT o modherboard manual or i\ you donT
harve One, Consut the websile of the BIOE manuraoiurer,

“,

-
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How to connect a Wireless Modem to a Desktop Computer....
Instructions to be followed while connecting the Wireless Modem

3 Make sure you have the necessary aquipment. Your wireless modem package should
Include the wineless modam jor wireless adapier); an Installation CD-ROM with 2 manual;
an Ethemet cabie (or a USE cabie IF you have a wireless USE modem]; a wirsless antenna
confonming 1o wirsless standands such &5 BOZ.11a, 802,110, or B12.11g) and a power
adaptar. Call the retalier or the manulaCturer of your wireless mogem i any of thase items
are milssing.

3 Readthe manual to learn how the equipment functions. For example, uwse the wireless
antenna to connect 1o the wireless network ; use the Ethernet cable (or USE Gbile) to conn-
-ect the comiputer o the miodem.

Attach your wireless antenna to the modem.

Hook up-an Ethermat catile from your computer to 3 LAMEthemet port on the modsam. Or,
If you have a wireless USE modem, connect the USE cable to the USE port of the computer.

3 Connect the power adapter to the power connector of the madem, plug it In and switch It
an.

. A




Setting Up the Wireless Modem

O  Open your Web browser and enter the UAL of the modem's administrative site. Ifyou can®
Mined 120N the usars manual, call the modem Manul3Cuners'Venoor's CUsiDImeaT Service.

O Login to the sdminlstrative sita by entaring the wser name 2nd password provided in the
user manual. Fl.gﬂl'l,, I :ﬂll anmat iocate these, call the modem manufactuner s vendor's
Oustomer seryce. USLIB"'!“'IEI:‘HHI" usemmanl:lparsmruls'm'ln'

O Salect the Intemet connaction type. There are four tyjpes of Internsat connection: “Cynamic
IP fiddress," Siatic IF Address,” PRPoEPPPoA” and “Bridge Mode” Call your Internet service
proviger (I5F) 10 ask which seffing best sults thelr wireless servioe.

O Choogse"Dynamic IP Address” to get an IP address automatically from the 5P°s server. For ev-
-Bry wirehaoss Intemet Conmacthon you make, you receive an IP address. In soimsa cases the
IP address Is dynamic (It changes every fime you conmact to tha internet), and In other cases
It |5 static [the IF address remains the same even artar you disconnect and reconnect bo the
Intamety. If the agdress ks dynamic, you will have bo choose this satting 5o that the modem
automiatically takes tha 1P from the ISF's sersar WHENBVEr a New wirelsss connection Is esta-
-blished. Enter your modem’s MAC Address (usually found at the bad of the modeam] and
other detalis. Refier to the user manual or call the modem manufacturers S venaor's Custom:-
-ar sarvice to get thase detalls.

O Select "Static IP Address® If you are provided with a static IR You will need bo fill In the felds
Tor v, WCL P Address”“Subnet Masc ™ 5P Address” “Server Address,” “Primary
DS Acdress"Secondary DEN ADdress” and “Con lon Type” These detalls can be
otained froam your ISP

0O  Optior PPROEPPROA T your ISP uses this typs of connection. DSL users may wse this
Conneclon. ENber your WSer naime, password and other detalls. These will be prowvided by
your 58

O Select the "Bridge Mode” If your ISP uses this connection type. Enber the relevant detalls
[prowidied Ly your ISR

O  Anish the process by clicking on the loon that says “Hnish® or"0K" or something simiiar.
Your mogem shauld be sat up now.

O  Enterany URL adidress in your browser's address window to check whether Intemet is com-
-Imilnig or mat

Source:

httpeiwwwehow comhow 5006042 connect-madem-computer hiimi
httpoiwwwehow com'how_2007332_instal-wireless-modem.himi




