
 

ASSIGNMENT 12 

1. According to the ENISA Threat Landscape report for 2023, what 

emerges as the primary threat within cyberspace? Why is this 
particular threat deemed particularly alarming? Furthermore, 

based on the insights provided in the document, what strategies 

are recommended to effectively mitigate this threat? 

 

ANS:   

The European Union Agency for Cybersecurity (ENISA) recently released its 

annual Threat Landscape Report for 2023. The report identifies the top threats, 

major trends, threat actors, and attack techniques expected to shape the 

cybersecurity landscape in the coming years. In this blog, we will summarize the 

key findings of the report and offer actionable recommendations to mitigate these 

threats 

The ENISA Threat Landscape Report is an annual report that provides a 

comprehensive overview of the cybersecurity threat landscape. The report is based 

on a thorough analysis of various sources, including open-source intelligence, 

expert opinions, and data from multiple organizations. The report aims to provide 

insights into emerging threats and trends in the cybersecurity landscape and help 

organizations improve their cybersecurity posture. 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2023


Ransomware still gets top of the podium, accounting for 34% of EU threats. 

Ransomware attacks are expected to continue to rise in frequency and 

sophistication. Attackers increasingly use advanced techniques such as double 

extortion and supply chain attacks to target organizations. The report also 

highlights that ransomware attacks are becoming more targeted, with attackers 

focusing on high-value targets with particular emphasis on the Industrial and 

Manufacturing sectors. Disrupting manufacturing processes or seizing control of 

industrial systems can result in significant financial losses and operational 

downtime, making it an attractive target. 

Supply chain attacks are becoming more prevalent and sophisticated, with threat 

actors misusing legitimate tools primarily to prolong their cyber espionage 

operations. The extent of the impact of supply chain attacks emerges as a 

substantial concern in relation to the upcoming EU parliamentary elections. This is 

because such attacks affected public administration by 21% and digital service 

providers by 16%. 

DDoS attacks continue to be a persistent threat. They are the second most 

prevalent EU threat. DDoS attacks are getting larger and more complex, are 

moving towards mobile networks and IoT, and are used to provide support of 

additional means in the context of a conflict. 

 



Phishing is once again the most common vector for initial access. But the new 

model, social engineering, is also emerging, an approach that consists of deceiving 

victims in the physical world. 

 

OR  

At the core of the ETL 2023 are eight principal threat categories that encapsulate 

the main challenges in cybersecurity: 

1. Ransomware:Description: Attackers seize control of a target’s assets, 

demanding ransom for their release. This threat remains significant, 

evidenced by numerous high-profile incidents.Motivation: Financial gain, 

disruption, ideological motives. 

2. Malware:Description: Malicious software designed to perform 

unauthorized actions that compromise the confidentiality, integrity, or 

availability of a system.Motivation: Financial gain, espionage, sabotage. 

3. Social Engineering:Description: Techniques that exploit human error to 

gain unauthorized access to information or services.Motivation: Identity 

theft, financial fraud, corporate espionage. 

4. Threats against Data:Description: Incidents that lead to the unauthorized 

disclosure, alteration, loss, or destruction of personal data.Motivation: 

Financial gain, espionage, sabotage. 



5. Threats against Availability - Denial of Service (DoS):Description: 

Attacks that disrupt service access by overwhelming targets with excessive 

requests.Motivation: Financial extortion, competitive advantage, activism. 

6. Threats against Availability - Internet Threats:Description: Disruptions 

that result in outages, affecting electronic communications.Motivation: 

State censorship, cyber warfare, criminal activities. 

7. Information Manipulation:Description: Efforts to influence public 

opinion or political processes through deceptive practices.Motivation: 

Shaping public opinion, undermining democratic processes. 

8. Supply Chain Attacks:Description: Attacks that target vulnerabilities in 

the supply chain to compromise multiple entities.Motivation: Unauthorized 

access to data, compromising critical infrastructure, espionage. 

 

 

 

 

 

 

 

 



 

 

2. Visit the website www.csk.gov.in and outline some of the 

recommended best practices for securing personal computers. 

ANS; 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 



 


