ANSWER:

Understanding Fake Profiles

Understanding fake profiles involves recognising that they are deceptive online personas created by
individuals hiding their true identity.

These profiles can range from harmless pseudonyms to malicious impersonations used for fraud,
bullying, or identity theft.

They often feature fabricated details, such as unvealistic photos or inconsistent backstories.

The motives behind creating false accounts vary, including personal amusement, the desire to spy
on others, or more sinister intentions (ike scamming unsuspecting victims.

Identifying these profiles requires vigilance and a keen evye for details that don’t add up, as they can
have significant real-world consequences despite their virtual natuvre.

Signs of a Fake Profile

Signs of a fake acounts often include a combination of unusual patterns and inconsistencies that
stand out upon closer inspection. Here are some key indicators:

1. Limited Profile Information: Fake profiles typically have minimal personal information,
vague biographies, or incomplete details.

2. ‘Unrealistic Photos: They often use stock images or photos of celebrities as profile pictures.
Sometimes, the images look overly edited or too professional for a regular social media
account.

3. Inconsistent Posting: The posting history might be erratic or non-existent. Posts may lack
personal touches or have a generic feel.

4. Few Friends or Followers: These profiles usually have a very low numbeyr of friends or
followers, or conversely, an unusually high number with little interaction.

5. Rapid Friend Requests: Sending friend requests en masse in a short period is a common trait
of fake profiles.

6. Lack of Personal Interaction: Theve’s often little to no engagement with others in comments
or posts.

7. Requesting Personal Information: They may quickly move to ask for personal or sensitive
information.

8. Spammy Links or Messages: Sharing unsolicited [inks or sending spam messages is a ved flag.



9.

10.

Being

Inconsistencies in Stories: The details shared by the user might contradict over time.
New Account: Many fake profiles are relatively new with a recent creation date.

aware of these signs can help in identifying and avoiding potential scams or deceptive

interactions online.

Impact of Fake Accounts on Brands

The impact of counterfeit profiles, often referrved to as bogus or sham accounts, on brands can be

significant and multifaceted.

These deceptive online personas can harm a brand’s reputation, customer trust, and even financial

health. Here are some ways they affect brands:

10.

Brand Reputation Damage: Imposter accounts can spread misinformation or negative
comments about a brand, tarnishing its public image and reputation.

Misleading Metrics: Brands often rely on social platforms metrics for marketing strategies.
Fake accounts skew these metrics, leading to inaccurate data analysis and marketing
decisions.

Customer Trust Erosion: When customers encounter fraudulent profiles pretending to be a
brand, their trust in the brand can be severely damaged, especially if they fall victim to
scams under the brand’s guise.

Increased Marketing Costs: Dealing with the fallout of sham profiles often requires
additional resources, increasing marketing and public relations costs.

Competitive Disadvantage: Competitors might use dummy profiles to engage in unfair
practices like posting negative reviews or spreading false information about a brand.

Legal and Compliance Issues: Brands may face legal challenges if counterfeit profiles engage
in illegal activities, like selling counterfeit products, under their name.

Customer Service Challenges: Responding to queries or complaints originating from phony
accounts can drain customer service resources.

Infiltration of Customer Communities: Fake profiles can infiltrate brand communities,
spreading discord or false information among genuine customers.

Ad Fraud: Brands may waste advertising budgets targeting these non-existent users,
leading to poor return on investment.

Intellectual Property Theft: Some fake profiles might illegally use a brand’s intellectual
_property, misleading consumers and diluting the brand’s value.

In summary, the presence of counterfeit profiles can have a profound and negative impact on a

brand’s integrity, customer rvelationships, and overall business performance.

It’s crucial for brands to actively monitor and address these fraudulent activities to protect their

reputation and maintain customer trust.



Strategies for Brands: FHow to Confront Someone
with a Fake Profile Online

Confronting someone with a fake profile online, particularly when it’s crucial for safequarding your
brand, demands a strategic and careful approach.

Here’s a guide on how to navigate this complex situation:

1. Gather Evidence: Collect all interactions and evidence indicating the profile is fake and
harmful to your brand. This includes screenshots of the profile, messages, posts, and any
other relevant information. Pay special attention to profile photos and the follower [ist,
which might give away a fake identity.

2. Verify the Profile’s Authenticity: Before taking action, confirm the profile’s authenticity. A
seemingly fake profile might be a real person with similar branding or a misunderstanding.

3. Reach Out Privately: Contact the individual behind the fake profile privately, if possible.
Approach the conversation with professionalism, expressing your concerns about the
potential impact on your brand.

4. State Your Case Clearly: Clearly articulate why you believe the profile is fake and its effect
on your brand. Specify the harm, whether it’s spreading misinformation, tarnishing your
reputation, or misleading customers.

5. Seek a Peaceful Resolution: Urge the person to voluntarily remove the harmful content.
Some individuals may not realise the damage they’re causing and might be willing to vesolve
the situation amicably.

6. ‘Use Legal and Platform Channels: If the individual is uncooperative, report the fake account
through the social media network’s reporting mechanisms. Consider legal action if there’s
significant brand damage or financial (oss.

7. Communicate with Your Audience: Inform your audience about the fake social accounts to
avoid confusion. Maintaining transparency can help protect your brand’s reputation.

8. Monitor Your Brand Regularly: Continuously monitor your brand online using social media
monitoring tools to detect other fake or copycat accounts.

9. FEducate Your Audience: Share tips with vyour audience on identifying authentic
communications from vyour brand, focusing on the authenticity of profiles and
distinguishing between legitimate accounts and artificial accounts or anonymous accounts.

10. Strengthen Your Online Presence: Fnhance your official profiles with authentic content to
overshadow any false profiles or broader network of bots.

Remember, while it’s crucial to confront someone with a fake social media profile to protect your
brand, it’s equally important to handle the situation tactfully to prevent escalating the issue or
further damaging your brand’s reputation.



In the realm of social media platforms, particularly Facebook, distinguishing genuine engagement
from interactions driven by fake profiles is crucial for understanding the true impact of your

content.

Here’s a guide to help you discern and mitigate the influence of these inauthentic profiles on your

Facebook posts:

10.

Analyse Engagement Metrics: Scrutinise the engagement metrics of vyour posts.
Disproportionately high engagement paired with low conversion vates or superficial
interactions often signals interactions from harmful bot accounts or non-genuine profiles.
Inspect Follower List: Regularly examine your follower counts. Be wary of profiles that lack
a profile photo, display minimal personal information, or were created very recently, as
these could be indicators of fake accounts.

‘Utilise Facebook Insights: Leverage Facebook Insights for comprehensive analytics on your
audience. Sudden spikes in follower counts from regions outside your target market may
suggest the presence of fake profiles.

Monitor Comments and Reactions: Assess the authenticity of the online accounts engaging
with your posts. Fake profiles typically leave kinds of comments that are generic and
unrelated to the content on the profile.

Employ Advanced Analytics Tools: Incorporate thivd-party tools that specialise in detecting
fake profiles and inauthentic activities. These tools often provide deeper insights than
standard social network analytics.

Report and Remove Suspicious Followers: Proactively report and block suspicious profiles.
This action helps in maintaining the authenticity of your audience and ensures engagement
with real users.

Refine Your Audience Targeting: When creating ads or boosted posts, narrowly define your
target audience. This precision minimises the chances of your content reaching fake profiles
or bots.

Educate Your Followers: Inform vyour genuine followers about the prevalence of fake
profiles. Encourage them to exercise caution when intervacting with questionable accounts,
addressing Internet Matters and cyber issues related to online safety.

Conduct Regular Content Audits: Periodically review your content to identify which types
resonate with actual persons. Adjusting your content strategy based on these insights can
organically diminish the influence of fake accounts.

Stay Informed on Facebook’s Policies: Keep abreast of the latest policies and tools provided
by Facebook to combat fake accounts and harmful activity. Utilising these resources can
significantly bolster your defense against inauthentic engagements.

By actively managing your presence on social media sites like Facebook, you can effectively reduce

the reach and impact of fake accounts on your posts, ensuring move authentic and meaningful

interactions with your audience.



Conclusion

Confronting someone with a fake profile online requires a nuanced approach, especially on social
platforms where fake photos, identical images, and false messages are prevalent.

It’s about distinguishing genuine people from fake followers and discerning human activity from

automated responses.

Addressing this issue often involves tackling common questions about authenticity and being aware
of tactics like the fishing technique used by imposters.

By staying vigilant and informed, we can better navigate these challenges and maintain the
integrity of our online interactions, ensuring a safer and more trustworthy digital environment for
all.

Our International Child Sexual Exploitation (ICSE) image and video database is an intelligence and investigative tool,

which allows specialized investigators to shave data on cases of child sexual abuse.

‘Using image and video comparison software, investigators are instantly able to make connections between victims,
abusers and places. The database avoids duplication of effort and saves precious time by letting investigators know
Whether a series of images has alveady been discovered ov identified in another country, or whether it has similar

features to other images.

It also allows specialized investigators from more than 68 countries to exchange information and sharve data with their

colleagues across the world.

By analysing the digital, visual and audio content of photographs and videos, victim identification experts can retrieve
clues, identify any overlap in cases and combine their efforts to locate victims of child sexual abuse.

INTFRPOLs (hild Sexual Fxplottation database fiolds more than 4.9 million images and videos and
fas helped identify more than 37,900 victims worldwide.

INTERPOL's International Child Sexual Exploitation database (ICSE)
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www.interpol.int

Young victims, severe abuse



Most people don't realize that when we talk about child sexual abuse, this includes the abuse of very young children,
and even babies.

Following the examination of random selection of videos and images in the ICSE database, INTERPOL and ECPAT
International published a joint report in February 2018 entitled Towards a Global Indicator on Unidentified Victims in
Child Sexual Exploitation Material.

The study identified a number of alarming trends:

The younger the victim, the more severe the abuse.

84% of images contained explicit sexual activity.

More than 60% of unidentified victims were prepubescent, including infants and toddlers.
65% of unidentified victims weve gir(s.

Severe abuse images were likely to feature boys.

92% of visible offenders were male.

Fmail phishing is one of the most frequent forms of cyber crime, but despite how much we think we know about
these scams, they still catch us out all too often.

According to Proofpoint’s 2022 State of the Phish Report, 83% of organisations fell victim to a phishing attack
last year.

Meanwhile, Verizon’s 2021 Data Breach Investigations Report found that 25% of all data breaches involve
phishing.

These figures help explain why phishing is considered to be among the biggest cyber security risks that
organisations face. With a single email, criminal hackers can steal our personal information or infect our
devices with malware.

Fortunately, preventing these attacks can be as simple as knowing how to identify phishing emails.

But how do you spot a scam email? This blog uses five real-life examples to demonstrate the common signs that
someone is trying to scam you.

1. The message is sent from a public email domain

No legitimate organisation will send emails from an address that ends ‘@gmail.com’.
Not even Google.

Except for some small operations, most companies will have their own email domain and email accounts. For
example, genuine emails from Google will read ‘@google.com’.

If the domain name (the bit after the @ symbol) matches the apparent sender of the email, the message is
probably legitimate.

By contrast, if the email comes from an address that isn’t affiliated with the apparent sender, it’s almost
certainly a scam.

The most obvious way to spot a bogus email is if the sender uses a public email domain, such as ‘@gmail.com’.


https://www.ecpat.org/
https://www.ecpat.org/
https://www.itgovernance.co.uk/phishing?promo_name=Phishing_5_ways&promo_id=Blog&promo_creative=Phishing_Main&promo_position=In_Text
https://www.itgovernance.co.uk/phishing?promo_name=Phishing_5_ways&promo_id=Blog&promo_creative=Phishing_Main&promo_position=In_Text
https://www.proofpoint.com/uk/resources/threat-reports/state-of-phish
https://www.verizon.com/business/en-gb/resources/reports/dbir/

From: Account Support <reza clalucyankdiat@gmall.coms
Sent: Monday, February 15, 2021 6:41:04 AM

To:
Subject: Re: Your account has been filtered by our system for authentication.

PayPal
Dear Customer.

Your account has been filtered by our system for authentication. Please view the

possible events listed below for this cause.

Possible events occurred

1. Log in attempts from. Windows 7 - Ontario, Canada.
2. Requesting any operation using unusual pattern

3. Too many incorrect log in attempts.

For security. all your account features are disabled until a response has bean

received from you.

Please click "Authenticate now" button below 10 secure your account

Authenticate now

Best regards,

PayPal Inc Help Center

Image: Pickr
In this example, you can see that the sender’s email address doesn’t align with the message’s content, which
appears to be from PayPal.

However, the message itself looks realistic, and the attacker has customised the sender’s name field so that it will
appear in recipients’ inboxes as ‘Account Support’.

Other phishing emails will take a more sophisticated approach by including the organisation’s name in the local
part of the domain. In this instance, the address might vead ‘paypalsupport@gmail.com’.

At first glance, you might see the word PayPal in the email address and assume it is legitimate. However, you
should remember that the important part of the address is what comes after the @ symbol. This dictates the
organisation from which the email has been sent.

If the email is from ‘@gmail.com’ or another public domain, you can be sure it has come from a personal account.

2. The domain name is misspelt

There’s another clue hidden in domain names that provides a strong indication of phishing scams -
unfortunately, it complicates our previous clue.

The problem is that anyone can buy a domain name from a registrar. And although every domain name must
be unique, there are plenty of ways to create addresses that are indistinguishable from the one that’s being

spoofed.

Take a look at this example:


https://www.pickr.com.au/how-to/2021/how-to-spot-a-paypal-phishing-email/

MS Online Services Team
msonlineservices@microsfrtfonline.com / :
To You

Wednesday, April 24, 1:09 PM

Attention: A user account was created or modified. Retrieve your user's
temporary password. | View this email in your browser.

B8 Microsoft

Your account password has expired.

The following contains password security guidelines.
Please note:

+ A strong password consists of at least three of the following: uppercase letters, lowercase letters, numbers,
symbols.

« For your protection and security, passwords are valid for 120 days.

+ When distributing I0s and passwords, be sure to do 50 in a safe and secure manner.

To avold service Interruption, please change your password now.
Go to the signin page, hitps:/portal.office.com and sign in with your User ID:

User Name: ! topitah
Once you have successfully signed in, you can create a new password by following the instructions on the si

We appreciate your prompt attention 1o this matter, and look forward to continuing to meet your business ne«
Thank you for choosing to host your IT solutions with Microsoft

Sincerely,
The Microsoft Online Services Team

Image: 777G
Here, scammers have registeved the domain ‘microsfrtfonline.com’, which to a casual reader mimics the words
Microsoft Online’, which could reasonably be considered a legitimate address.

Meanwhile, some fraudsters get even more creative. The Gimlet Media podcast ‘Reply ALl demonstrated that in
the episode What Kind Of Idiot Gets Phished?.

Phia Bennin, the show’s producer, hired an ethical hacker to phish various employees. He bought the domain
gimletrnedia.com’ (that’s v-n-e-d-i-a, vather than m-e-d-i-a) and impersonated Bennin.

His scam was so successful that he tricked the show’s hosts, Gimlet Media’s CEO and its president.

As Bennin went on to explain, you don’t even need to fall victim for a criminal hacker to gain vital
information.

In this scam, the ethical hacker, Daniel Boteanu, could see when the [ink was clicked, and in one example, that it
had been opened multiple times on different devices.

He reasoned that the target’s curiosity kept bringing him back to the (ink but that he was suspicious enough not
to follow its instructions.

Boteanu explains:

Tm guessing [the target/ saw that sometfiing was going on, and fie started digging a bit deeper and /.../ (rying to
Jind out what happened/.../
And 7m suspecting that after, [the target/ maybe sent an email internally saying, Fey guys!/ This is what 7 got.
Just be careful. Don t click on this /.../ email.
Boteanu’s theory is precisely what happened. But why does that help the hacker? Bennin elaborates:

The reason Dantel frad thought [the target/ had done that is because fie frad sent the same email to a bunch of
members of the team, and after [the target/ looked at it for the fourth time, nobody else clicked on it.

And that's okay for Dantel because he can try, like, all different mettods of phishing the team, and fie can try it
a bunch of different times. [And] since [the target is/ sounding alarm tells, he probably won 't include [him/ in the
next phishing attempt.

Therefore, criminal hackers often still win even when you've thwarted their initial attempt.


https://blog.goptg.com/watch-out-for-these-new-office-365-phishing-attacks
https://gimletmedia.com/shows/reply-all/rnhoww/97-what-kind-of-idiot-gets-phished

That is to say, indecisiveness in spotting a phishing scam provides clues to the scammer aboul where the
strengths and weaknesses in your ovganisation are.

Launching subsequent scams that use this information takes minimal effort, and they can keep doing this until
they find someone who falls victim.

The email is poorly written
You can often tell if an email is a scam if it contains poor spelling and grammar.

Many people will tell you that such evrors are part of a ‘filtering system’ in which cyber cviminals target only
the most gullible people.

The theory is that if someone ignores clues about how the message is written, they’re less likely to pick up clues
during the scammer’s endgame.

However, this only applies to outlandish schemes like the oft-mocked Nigerian prince scam, to which you must
be incredibly naive to fall victim.

That, and scams (ike it, are manually operated: once someone takes to the bait, the scammer has to reply. As
such, it benefits the crooks to ensure the pool of respondents contains only those who might believe the rest of the
con.

But this doesn’t apply to phishing.

See also:

The effects of phishing awareness training wear off over time
Phishing attacks: 6 reasons why we keep taking the bait
Catches of the month: A round-up of the latest phishing scams

With phishing, scammers don’t need to monitor inboxes and send tailored responses. They simply dump
thousands of crafted messages on unsuspecting people.

As such, there’s no need to filter out potential respondents. Doing so reduces the pool of potential victims and
helps those who didn’t fall victim to alert others to the scam, as we saw in the earlier example with Gimlet

Media.

So why are many phishing emails poorly written? In this case, the most obvious answer is the correct one: the
scammers aren’t very good at writing.

Remember, many of them are from non-English-speaking countries and backgrounds where they will have
limited access or opportunity to learn the language.

With this in mind, it becomes much easier to spot the difference between a typo made by a legitimate sender and
a scam.

When crafting phishing messages, scammers often use a spellchecker or translation machine, giving them all the
right words but not necessarily in the proper context.

Take this example of a scam imitating Windows:


https://www.itgovernance.co.uk/blog/the-effects-of-phishing-awareness-training-wear-off-over-time
https://www.itgovernance.co.uk/blog/6-reasons-phishing-is-so-popular-and-so-successful
https://www.itgovernance.co.uk/blog?s=catches+of+the+month

Windows Uscr Alert

Unusual sign-in activity

We detest o feur) snicioss login aenen pe—

i L ks sty b ke probitited con

netwcrtwhieh s

Sgnin detai:
Country/region: Lagos. Nigeria

1P Address: 93.09.1015

D2 09/07/2016 0216 AM (GMF)

Feriew recent activity

Image.: KnowBes
No individual word is misspelt, but the message contains grammatical errors that a native speaker wouldn'’t
make, such as “We detected something unusual to use an application”.

Likewise, there are strings of missed words, such as “a malicious user might trying to access” and “Please contact
Security Communication Center”.

These are consistent with the kinds of mistakes people make when learning English. Any supposedly official
message written this way is almost certainly a scam.

That’s not to say any email with a mistake is a scam, however. Everyone makes typos from time to time,
especially when they’re in a hurry.

It’s, therefore, the recipient’s responsibility to look at the context of the error and determine whether it’s a clue
to something more sinister. You can do this by asking:

Is it a common sign of a typo (like hitting an adjacent key)?

Is it a mistake a native speaker shouldn’'t make (grammatical incoherence, words used in the wrong context)?
Is this email a template which should have been crafted and copy-edited?

Is it consistent with previous messages I've veceived from this person?

If you're in any doubt, look for other clues that we’ve listed here or contact the sender using another (ine of
communication, whether in person, by phone, via their website, an alternative email address or through an
instant message client.

4. It includes suspicious attachments or [inks

Phishing emails come in many forms. We’ve focused on emails in this article, but you might also get scam text
messages, phone calls or social media posts.

But no matter how phishing emails are delivered, they all contain a payload. This will either be an infected
attachment you're asked to download or a [ink to a bogus website.

The purpose of these payloads is to capture sensitive information, such as login credentials, credit card details,
phone numbers and account numbers.

In this next section, we'll explain how each of those works.

Infected attachments

An infected attachment is a seemingly benign document that contains malbvare.
In a typical example, (ike the one below, the phisher claims to be sending an invoice:


https://www.knowbe4.com/phishing
https://www.itgovernance.co.uk/malware-protection?promo_name=Phishing_5_ways&promo_id=Blog&promo_creative=Malware&promo_position=In_Text

From | A

Subject Your Xero Invoice 1:29pm

o [

Here's your latest Xero subscription invoice. The amount will be debited from your
credit card on or after 23 Oct 2018.

View your bill online: INV-7309009

If you have any queries about your invoice amount, please see the support article at

Xero Central.

Regards,
The Xero Billing Team

Note: we have recently seen fake Xero subscription invoice emails being sent out by
scammers. A genuine Xero subscription invoice email:

o Will be sent from M

It doesn’t matter whether the recipient expects to veceive an invoice from this person or not because, in most
cases, they won't be sure what the message pertains to until they open the attachment.

When they open the attachment, they’l see that the invoice isn't intended for them, but it will be too late. The
document unleashes malware on the victim’s computer, which could perform any number of nefarious activities.
We advise that you never open an attachment unless you are confident that the message is from a legitimate
party. Even then, you should look out for anything suspicious in the attachment.

For example, if you receive a pop-up warning about the file’s legitimacy ov the application asks you to adjust
your settings, then don’t proceed.

Suspicious (inks
You can spot a suspicious [ink if the destination address doesn’t match the context of the rest of the email.

For example, if you receive an email from Netflix, you would expect the [ink to direct you towards an address
that begins netflix.com’.

Unfortunately, many legitimate and scam emails hide the destination address in a button, so it’s not
immediately apparent where the [ink goes.

n this example, the scammers are claiming that there is an issue with the recipient’s Netflix subscription. The
email is designed to direct them to a mock-up of Netflix’s website, where they will be prompted to enter their
payment details.

The fraudsters achieve two things by including the (ink within a button that says “Update account now’.

First, it makes the message look genuine, with buttons becoming increasingly popular in emails and websites.
But more importantly, it hides the destination address, making it a hyper(ink.

To ensure you don’t fall for schemes (ike this, you must train yourself to check where [inks go before opening
them.

Thankfully, this is straightforward: on a computer, hover your mouse over the [ink, and the destination address
appears in a small bar along the bottom of the browser.

On a mobile device, hold down on the (ink, and a pop-up will appear containing the (ink.

5. The message creates a sense of urgency

Scammers know that most of us procrastinate. We receive an email giving us important news, and we decide
we'll deal with it later.

But the longer you think about something, the more likely you will notice things that don’t seem right.


https://www.itgovernance.co.uk/blog/7-types-of-malware-you-need-to-look-out-for

Maybe you realise that the organisation doesn’t contact you by that email address, or you speak to a colleague
and learn that they didn’t send you a document.

Fven if you don’t get that ‘a-ha’ moment, returning to the message with a fresh set of eyes might help reveal its
true nature.

That’s why so many scams vequest that you act now, or else it will be too late. This has been evident in every
example we’ve used so far.

PayPal, Windows and Netflix provide regularly used services, and any problems with those statements could
cause immediate inconveniences.

The manufactured sense of urgency is equally effective in workplace scams.

Criminals know that we're likely to drop everything if our boss emails us with a vital request, especially when
other senior colleagues ave supposedly waiting on us.

A typical example looks like this:

o I 13 July 2016 at 9:38 AM
Reply-To: [N

Payment
Hi Michael,

Please find enclosed vendor banking instructions for a payment that was
suppose to go out in the previous week. I need you to process it immediately.

I am a bit busy now but will give you a call within the hour regarding the
payment.

Regards,

Sent from my Mobile

Phishing scams like this are particularly dangerous because, even if the recipient did suspect foul play, they
might be too afraid to confront their boss.

After all, if they are wrong, they’re implying that there was something unprofessional about the boss’s request.

However, organisations that value cyber security would accept that it’s better to be safe than sorry and perhaps
even congratulate the employee for their caution.

Prevent phishing by educating your employees
The best way to protect your business from phishing scams is to educate employees about how they work and
what to look out for.

Regular staff awareness training will ensure that employees know how to spot a phishing email, even as
fraudsters’ techniques become increasingly more advanced.

It’s only by reinforcing advice on avoiding scams that your team can develop good habits and detect detect signs
of a phishing email as second nature.

With our Phishing Staff Awareness Training Programme, these lessons are straightforward.


https://www.itgovernance.co.uk/shop/product/phishing-staff-awareness-training-programme

Guidelines to be followed while accessing public systems :

Never pass or tell the Cyber Cafe Owner or anyone else about your email and password to check your e-mail.

Jact: surveys say that small #ids or many old aged persons hiave no idea about the risks of information theft.
If you store or download any personal information on Desktop in cyber cafe make sure you delete all the documents after you

complete your work. Disable the option “Remember my ID on the computer” and use Strong Password.

When surfing the Internet, you should always check the browser security like default download folder, cookies and password
save locations etc., to avoid risks of exposing personal information. As a precaution use Incognito Mode of the browser to avoid
storing your personal details in the cookies.

A keylogger is basically spyware, it logs or records your keystrokes so that your username and password are made available to
Cyber cafe owner or any Attacker. The records you enter maybe typed directly into Hacker’s machine or collected afterwards
through a file transfer. Always check if there is an intermediate device between your Reyboard and CPU. Where ever possible,
prefer using on screen Reyboards.

Ensure that that the system you are using has most up-to-date Anti Virus and Anti spam software. These may help to stop some
of the key loggers, Trojans and other malware. You can insist cyber cafe Owner to allocate you a computer loaded with updated
antivirus software.

Do not leave the computer unattended with sensitive information on the screen. Remember to check Downloads folder for
automatically saved files.

Do not enter sensitive information into a public computer.

Look for camera facing your keyboard to monitor your key strokes. There can be hidden cameras also for such shoulder surfing.
Be cautious.

ew tips to enable privacy and security features on digital devices for safety and protection:

Authentication for accessing mobile with finger print or Face recognition and a lock screen with a pattern pass code or a
password is necessary to avoid misuse of the mobile.

Steps to enable biometric authentication and passwords: Authentication - 1- settings; 2 - lockscreen and password
Enable google play protect on your mobile. It scans your mobile and alerts you on signs of misbehaving apps ov anything

suspicious. Confirm and make sure it is wovking by checking if it is active.

Steps to enable google play protect :

1- googleplay stove ; 2- at the top right tap the profile icon; 3- click on play protect ;3 - check wether option is enabled n active

Enable find my device option to trace your mobile device by finding its exact location of the on an interactive map.

Steps to enable find my device option:
1 - settings ; 2 - google ; 3 - security ; 4- enable find my device

Update emergency contact information on your mobile to display the contact number on lock screen in case of emergency.

How to set up an Android emergency contact
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There ave a couple of ways to set up ICE contact information on an Android phone. First, you can add your info to the
emergency information featuve:

Open the “Settings” app.Tap “User & accounts,” then “Fmergency information.”
To enter medical information, tap “Edit information” (you might have to tap “Info” first, depending on the version).

There’s a separate section where you can enter emergency contacts; tap “Add contact” to add a person from your contacts list
(you might have to tap “Contacts” first)

Enable 2 factor authentication to rule out the possibility of misuse or theft of passwords. This feature ensures another layer of
security.

Steps to enable 2factor authentication option: (On your Android phone or tablet)
1- Settings app; 2 - Google; 3 - Manage your Google Account; 4- click security; 5- enable 2 step verification and enable options

Enable safe browsing options on your mobile to get a warning on trying to access or open a malicious site or download
dangerous content. Chvome is a default android browser that is enabled with safe browsing feature.

Steps to enable safe bowsing option on your mobile
1- click on chrome; 2-go to settings/ tap the profile icon on top right ; 3 - privacy ; 4 - enable safe browsing

‘Use Youtube kids app for safely viewing youtube videos

This is a free downloadable app that is created by YouTube for Rids. It allows parents the option to set an age level of their child
to view only specific related content that has been reviewed by Google and marked as appropriate for that age group.

For using it-

download the app from playstore into your device

set it up for your child by entering the year of birth, choosing appropriate age group and other options,
after you enter your email and send parental consent,

you receive 4 digit verification code

using the code you can start using this app for your child on the device. (this is available on ios and android devices)

Other options to view youtube safely especially for children-

“Watch and share videos on safeyoutube.net

This is another solution to watch and share youtube videos without any other distracting content in view.
https:/ /safeyoutube.net/w/xOxE

7o use the safeyoutube.net -

copy the url of the youtube video that you want to share or waltch,
later paste it on the on the website safeyoutube.net in the option given for ‘Generate your safe YouTube [ink’

once you generate the [ink you can use or sharve this safe (ink for viewing the youtube videos without any other content or
advtertisements appearing on the screen.

-Subscribe to the selected channels

You may also subscribe to specific selected channels by selecting subscribe button. This will ensure that you will be dirvected to the
specific videos that you want to watch.

For subscribing to selected channels

open the youtube app or goto youtube.com
sign in with your credentials
select the type of videos you want to view

select the subscribe button.


https://safeyoutube.net/w/xOxE
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-Enable restricted mode on youtube

Youtube provides the ‘Restricted Mode’ on regular youTube website, which will enable a kid-friendly setting, with vestricted
content. Parents may use the same for older children, to avoid inappropriate content.

To set up YouTube Restricted Mode

go to YouTube.com and sign into the account you created

Scroll down to the very bottom of the page.

Then click Restricted Mode.

You will see some safety buttons appear below.

Click the circle labelled “On,” to enable Restricted Mode.

Then click Save to save the changes you've made to your settings.

-Upload videos by selecting private or unlisted option and restrict comments

For a safe video sharing option you may guide the child to upload viedo privately to selected members, you may use the unlisted
option so that they do not show up on youtube option but anyone with specific [ink can only see it, you can also vestrict
comments from viewers, to avoid disturbing reviews.

To enable this option signin to youtube studio, from left menu select videos, hover over the video you want to update, click down
arrow under visibility and choose private ov unlisted option and save.

(reference: https://techboomers.com/youtube-parental-controls)

Enable parental controls for activating security features and safeguarding children

Parental controls are vestrictions that pavents can implement on child’s usage of digital devices by enabling cevtain features
available in the software of specific devices and monitor their online activity. It helps reduce the visk of child viewing
inappropriate content on web.

The parental control can help

Block inappropriate apps., games and media child can access
Set restrictions on web browsers to show only pre-approved websites
Restrict search engines by defining what child can search online

Restrict child from using cevtain unwanted services

Steps to set up parental controls:

Open google play store app

Tap menu in the top right corner

Got to settings

Go to parental controls option and turn it on
Create a PIN

Tap the type of content you want to filter

Choose how to filter or vestrict access.

Other options to monitor online activities of children

Parents may use security features enabled parental control/ child monitoring apps, available on google playstore to help them in
guiding childven appropriately on digital device usage and safeguard them against possible online dangers.

Examples of few parental control Apps - Net Nanny, Norton Family, Kasperskey safe Rids, Bark, mspy etc.,

Have digital device usage family agreements, where all the family agree to follow cevtain common family rules for using digital
devices.

Have digital free zones like bedtime, dinner time, play time, driving time etc.,

Model kindness and good digital usage habits, when using digital medium for communication.
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Be a good Digital Role Model

Modeling good digital habits is essential for pavents. This is important as the parents behavior and habits arve unspoken
permission 