AWS Cloud EC2

1. EC2 instance creation
a. List of instances created with first name and last name:

Or Instances (7 ik 5] Instance state ¥ Actioms ¥ E
1 &
Name v | Isznce D wmnce A ¥ | inmncotyps @ | Setus check larm st Avallability Zome = | Public Pud DNS v | Publicw
] ' N a + i
1 & i t N +

$ ssh -1
The authenticit
)
jerprint is
want to co
Permanently added 'ec2-44-212-10-
to the list of known hosts.

Amazon Linux 2 AMI

imazon . com/amazon-1inux-2/
needed 7 available




2. EBS (Elastic Block Storage)

a. Create a Volume from Volumes menu:

abed valume vol-060405e

[0 [t~ | SN
¢ 1 &

| Q, Segrch
-] Mame v Volumea ID v Type v Size v 10FS L4 Throughpet ¥ Snapshot b Created - Pvailability Zone ¥
- vol-0726e0bb604a4688 apd BGiB 100 - snap-07bbas1... 2022/10/20 10:09 GMT +5:... us-gast-1c
| (/] SravaniVolume vol-O604 855047404070 ap2 1GiB 100 - - 2022/10,/2010:18 GMT+5:,, us-rast=1c
vol-Oec1 18047k 7739 apl i Retl:] 100 smap-07EBES ... 2022/10/20 10:07 GMT +55,., us-cast-1h

b. Attach volume to EC2 instance:

ECZ > Volumes > vol-060495e604740d070 > Attach volume

Attach volume i

Attach a volume to an instance to use it as you would a reqular physical hard disk drive.

Basic details

Volume ID

vol-060495e604740d070 (SravaniVolume)

Availability Zone

us-east-1c

Instance Info

i-07fc995¢fd71d6e38 ¥

Only instances in the same Availability Zone as the selected volume are displayed.

Device name Info

| [dev/sdf

Recommended device names for Linux: /dev/sda1 for root volume. /dev/sd[f-p] for data volumes.

(® Newer Linux kernels may rename your devices to /dev/xvdf through
/dev/xvdp internally, even when the device name entered here (and shown in
the details) is /dev/sdf through /dev/sdp.

Cancel Attach volume



c. Make a file system after attaching the volume, mount file system, create files and un
mount :

ec2-userl# 1sblk
ZE RO TYPE MOUNTPOINT
8¢ 0 di

0
ecZ-user]# mkdir Sravani
ecZ2-user]# fisk -1
command not found
31-16-223 ec2-user]# dfisk -1
command not found
.l lr—J'f ecL—Ufer]* fdisk -1
2 bytes, 16777216 sectors
of 1 * Jl' = 512 la‘\.tE"
cal/physical; ytes / 512 bytes
size (minimum/optimal): bytes / 512 bytes
abel type:

531-EB704FF21B48
End Sectors Size Type
2 8G Linux filesystem
1M BIO: (
Partition table entries are not in disk order.

D1fL Jdev/xvdf: 1 GiB, 1n* *41b¢4 bytes, 2097152 sectors
l:‘\. tes

: Vi /

ecZ2-user]# mkfs -t 3
isize=512
sectsz=512
crc=1

naming version 2
log internal Tog

e

ecZ2-user]# mount -t A Jxv ome,/ ser/Sravani
ecZ-user]# touch sha
ecZ-us er] cd Sravani/
i 1s
touch SharedFileEBS. txt

Y a

[=3]

a

3]

el =l el = =

o

ec —U’EF]4 umount /Shome/ec2-user/Sravani



d. Detach the volume from the instance:

oy Volumes (1/3) le ||
Q seanch
. Create siapshat
-] Name v Velume iD ¥ Type ¥ Sae LA ¥  Throughput ¥  Snapshet v Created
Craate snapshot ifecydia policy

vol 7862 Shbb 421588 gp2 B Gk o0 - snap-07hbis 1 202210/20 10:09

/] SeavanVolume apd 1GiB 00 - - 2022110/20 1018

- ol-ec 1 1834 7bd7 gr2 B GiE 100 - snag-070bes 2022/10/20 1007,

Detach volume
Foace fstach volime

Manage auto-enabied (/0

Manage tags
e. Create another instance in the same availability zone:

""""""" AR L SP Y N J A | ERRcrpantsaracans e NR) VINRSER]

Q. Find instanca by attribute o tag (cose-sensitive) 1 ®
Name v Instance ID Instance state v nstance type v Status check | Alarm status Availability Zone @ | Public IPva4 DNS v Public IP
Vulupata -071c995cf471d6e38 @Rruoning Q8 t2micro 2/2checks passed  No alarms - us-east-1c €c2.54-227.189-65.¢0... §4.227.1¢
EBSSravan! 1-05c3795fcae7f 1201 Q@Running @ t2.micro Noalarms 4 us-east-1c €c2-52-91-138-60.com.. 52.91.158
Sravani i-0ctb 928580 ASE0! Q@Running QQ t2.micro @ 2/2 checks passed  No alarms 4 us-east-1b €c2-44-212-10-37.com.. 4421210

f. Attach the same volume to this instance :

Attach volume i

Attach a volume to an instance to use it as you would a regular physical hard disk drive.

Basic details
Volume 1D
vol-0604952604 7404070 [SravaniVolume)

Availability Zone

us-east-Tc

Instance Infa

i-D6c3795fcae7F1201 v |

Only instances in the same Availabllity Zone as the selected volume are displayed

Device name  Info

fdev/sdf

Recommended device names for Linuc /dev/sdat for root volume, /dev/sd(f-p] for data valumes.

(@ Newer Linux kernels may rename your devices to /dev/xvdf through
fdevfxvdp internally, even when the device name entered here (and shown in
the details) is /dev/sdf through fdev/sdp.

Cancel Attach valume



Without making a file system, mount the same one and notice the file that we created
in the first machine can be accessed here:

root@ip-172-31-30-239/home/ec2-user/Sravani — O x
ECDSA key finqerprint ir SLEVATE +HDJdﬂdD1nuH1V]PEi1NDT71pH7irvulHquﬁmianW.

] /no/[fingerprint])? vyes
) Cum[ute 1.amazonaws.com,52.91.138.6

Amazon Linux 2 AMI

amazon.com/amazon-1inux
needed for ecur1tx, uut C
Fum upddte /

E RO TYPE MOUNTPOINT

8 0 disk

8G 0 part ,

16 0 disk
ec2-user]# mkdir s ]
ecZ2-user]# mount -t Jdey Sravani
ec2-user]# cd Sravani/

( Sravanil# ls
dredF11eE
t@ip-17 30-239 Sravani]#




3.

Create snapshot from volume:

a.

& Suresshully ats

Snapshot

volume voi-DE049 56504 7400070 to Instance 06CI TS ShaeTf1 201.

Volumes [1/4) c
Qs
B Mame v Volume ID v Type ¥ Slze v 1oPs v Throughput ¥ Snapshot v Created 4 Avallability Zone ¥
5o CnbERO43I6EE op2 EGi3 100 snap-07bbas1. 1032/10/20 T0:00 GMT4E-..  uSast-Tc
SravaniVolume i 1G9 100 - 2022710720 10:18 GMT+5 us-gast-1c
Moty velinie Bqi3 oo = anap-0Tbodst.. 202210420 T0:55 GMT+5-.. us-aast-lo
ol-Oed raate snapshat BGE 00 snap-0TbbEST... 2022710/20 10:07 GMT+5:... us-east-1b
b. Snapshots list:
Snapshots (1) [ |[ 2 reeyelesin actlons w
Ownedbyme » | | Q Search 1 @
Name v SnapshotiD v  Size v Description v Storage.. ©  Snapshotstatus ¥ Started v Progress
Sravanisnapshat snap-Obel7EfEbOd e TEIE 1GIE Sravanisnapshot Standard @ competad Z022,/10/20 171:04 GMT+5:.. (© Mwailabie {100%]
‘ v
c. Create volume from snapshot:
Snapshots (1/1) C || 2 recyctein || action: 2 |
Owned by me w | O Seorch Create volume from snapshot @
Create mmage trom mapshot
[} MName w Snapshot 10 Sire L Description Storage... ¥ Snapshot status v Started
Copy smapshot S
/] 1 snap-Obel7afdbldes 7398 1 G SravaniSnzpShot Standard © Completed 200271041 0%

Madify parmissions
Manage fast snapshot restore

#rchive snapshot

Delete snapshot

Manage tags



d. Select a different availability zone (selected us-eas-t1b since previously it was us-east-
1c):

Volume settings

Snapshot ID
[P snap-0be076f8b0de47898 (SravaniSnapshot)

Volume type Info

| General Purpose 55D (gp2) v

Size (GIB) Info
| 1

Min: 1 GiB, Max: 16384 GiB. The value must be an integer.

10PS
100 / 3000
Baseline of 3 10PS per GiB with a minimum of 100 IOPS, burstable to 3000 IOPS.

Throughput (MiB/s) Info
MNot applicable

Availability Zone Info

us-east-1b v

e. Attach the instance in the same availability zone as above to the volume created from
snapshot:

Attach volume i

Attach a volume to an instance to use it as you would a requlzr physical hard digk drive

Basic details

Volume 1D
vol-D9bd6addaadbad6fh (ValumeFromSnapshot]

Availability Zone

us-east-1b

Instarice  Infe

|-0dbazaseefocda6of vy [

Only irstsnces in the same Availability Zone 25 the sslecad volume are displsyed.

Device name  Infa

[dev/sdi

Recommended device narmes for Linue: /dew/sdat for mat volume. Jd v data volumes.

(@ Mewer Linux kernels may rename your devices to /dev/xvdf through
fdev/xvdp internally, even wihen the device rame entered here {and shown in
the detaiis] is fdev/sdf through /dev/sdp.



Login to the instance in shell and notice the previous files can be accessed without
creating the file system again:

root@ip-172-31-95-209:;/home/ec2-user/SravaniSnapshot — O *

curity, out of 7 av
app] 1 updates.

avanisSnapshot]# 1s

wanisSnapshot]#



4. AMI (Amazon Machine Image)

Create a ubuntu instance and install apache and check status:

root@ip-172-31-89-234: /home/ubuntu — O *

services need to be restarted.
containers need to be restarted.
user sessions are running outdated binaries.

r (gemu) binaries on this host.
systemct] status apache2

apache?.ser
Loaded: Tloaded ) /5YS ]
Active: active 3 02 0 05: 14s ago

httpd.
(apache?]
_hTimit: 1143)

he2.service

ache? -k start
-k start
-k start

stemd[1]: Starting The Apache HTTP Server...
temd[1]: arted The Apache HTTP Server.

Once apache s installed, to connect in browser edit the inbound rules in the security
group attached to the instance:

Edit inbound rules ..«

Inbound rules
Security group rule 1D Type Frotocal wis  Portrange idfu  SQurce dnk Description - aptional e

sqr-fak SiedcrSedds e s v P a [ Detete

Cancel Proview changes



c. Getthe public ip of the instance:

Sravanilnstanc... i-00d955ec1c353f746 ® Running @& t2.micro ® 2/2 checks |
O Sravani i-0db92858ef0c4a60f © Terminated @& t2.micro -

Instance: i-00d955ec1c353f746 (SravanilnstanceForAMI)

Details Security Networking Storage Status checks Monitoring Tags

¥ Instance summary Info

Instance ID

(]

i-00d955ec1c353f746 (SravanilnstanceForAMI)

Public IPv4 address
54.89.212.140 | open address [

d. Connectin browser http://54.89.212.140. Notice the following is launched:

5489212140

K85 wsing Docker [ ot Openlex

Ubuntu mE==mm

This is the default welcoma page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based cn the equivalent page on Debian, from which the Ubuntu
Lrachs mackaninn te dacliad T uni can read this nane b mesne Hhat the dnache HTTE carvar inctallad

¢ Apache2 Default Page



http://54.89.212.140/

e. Install Php:

ubuntu@ip-172-31-89-234. ~

tem information as Thu Oct

with zZend 0
ibuntu@ip-172-31-

C a4 5489

Systen Dashboord.. 52 Log n - NOO

Proces
]

.57GB

g Zend Techn
.11, Cop tht
o0 systemct]

X8 uming Docker O OF Oponfest Dstream @ Kubernetrs Dastno, Index of tins rriess Ivien 04 i rrie

PHP Version 8.1.11

Wpteovid boh.ap.

Systom
#ulid Dot

Butid System

Server AP

Virtuai Dirsetary Support
Configurazen Fils (hp.ini) Path
Loaded Cenfiguration File

Scan e &ir for asditionat (ni Fles

Additional iri fles parsed

g. Create AMI from the above instance:

WStogin

# Orchestrtor T

Instances (1/4) inlo [ Connect Iintanci state- ¥ NotERE & Ty =
Q t: 1 @
= Name nstance ID | instancestate W v | Status check v | Publi
Peds T: cd @G
EBSSravani aa
Sravamilnstane. [ L P e T Running @8 +2.miorn {2) 247 dhacks passes .
= Sacurity
Sravani i o] BE 2,micre
Image and templates
Moniter and troubleshoot
Amazon Machine Images [(AMIs) (1/ (%] [/ Recycle Sin [ EC2 Image Builder Actions ¥
Owned by me ¥ [=] 1 AMI by attribute 1 &
] Name AMLID L AMI name v Source v Owner ¥ Visibility v Status
S dr b SravaniApachePHP 738074081103/ SravanidpachePHP 738974081103 Priviite &) Availably




h. Create instance from the above AMI:

EC2 ) Instances > Launch aninstance v Summary
Launch an instance ««

Amazon EC2 allows you to create virtuat machines, or instances, that run on the AWS Cloud. Quickly get started by
followsng the simple steps below,

Number of instances afe

Software Image [AM1) -

Name and tags wio SravanidpachePHP
am-Lacded 201 9ababetid

Name virtual server type (Instance type)

I SravanilnstanceFroman| ] Add additional tags t2.micro

Frrewall {security group)

New security group

v Application and OS Images (Amazon Machine Image) ivio
An AM is & template that contains the
teunch your imstance. Searth or Beow:

Starage (volumes}

frware configuration (operating system, apolicstion server, and applicstions) required to o <
‘o AMLs if you don't see what you are losking for below 1 volumes} - 8 GiB

@ Free tier: In your first year incluses 750 X
Q Search our full catalog including 1000s of application and OS images hours of t2micro {er t3.micra inthe
Rugions in which t2.miro is
unsallable) rstance usage oo free tier
AMiz per manth, 30 GiB af EBS storaga,
2 million ¥0s, 1 GB of snapshots, and
100 B3 af bardwidth to the internst.

AMI from catalog Recents My AMIs Quick Start

Amazon Machine image (AMI) Q

SravaniApachePHP

Browse more AMIs Cancel m
ami-Oacdc43e19ababe8d

i. Getthe ip address of the instance created and edit the security group inbound rules to
allow http port 80 and connect to apache and phpinfo:

-] Name v | InstanceID | Instancestate ¥ | Instancetype ¥
O SravanilnstanceForAMI i-00d955ec1c353f746 @ Running @Q, t2.micro
SravanilnstanceFromAMI i-0cB015f5aedeb92fa ®Running AQQ t2.micro

1

Instance: i-0c8015f5ae4eb92fa (SravanilnstanceFromAMI)
Details | Security | Networking | Storage | Status checks | Monitoring | Tags

w Instance summary info

Instance 1D Public IPv4 address
i-0cB015f5aedeb92fa (SravanilnstanceFromAMI) 54.204.191.45 | open address [



ot Opanlext B

hytrogendd lab.

<, Apache2 Default Page

Ubuntu ==

Thiz iz Fha dafaolk walerama nans nead fntack bha cnrrack anaratoe of the Anacka® carcar aftar

191 45

K= umng | Inciex af -k Inclex ab -

| Wi ip 1729950035 B 15 01072 2= £26-UUbunh) SMP Th Gct 13 7256 28 UT0 2022 MR)_54
Buiile Dt Sep 20 202222 3014
Buiid Syat [t
Apache 7 11 Hander
Caorfiguration File {pha. Ini) Patn | feininhp'l Vapached
| masdad & it lon Slle feteinbe'R AtznacheSinhe e




a.
b.

C.

5. Load Balancer

Create a security group with inbound rules to allow port 80
Create a target group and select the two instances that you have created and click on
Include as pending and click on Create target group button at the bottom

ECZ » Target groups » Create target group

Step 1

Specify group details

Step 2

Register targets
Register targets
This s an opli "

Available instances (2/2)

Q

instance 0
D0KS S hec 1353746

HOCA0N 5F5andatinzfa

EC2 > Tanget gmwups

Target groups (1] info

a

Mame

[ 3tep 1o craate 3 target group, Hene

L4

Specify group details

Your load balancer routes requests to the targets in a target group and perfonms health checks on the targets

Basic configuration
Settings in this ssetion cannot be changed afrer the targat group is created.

Choose a target type

O Instances

* Supparts |

salanicing to instances within a specific VI

of Amazon EC2 Auto Scating [ to manage and scale your EC2 capadty.

« Fadlitate:

1 @
Name v State - Security groups Zane Subnat 1D v
Sravaniinarance Fora s et-
running launchewizard-4 us-aanst-1b
M © 027ca70deb3a90462
SravanitnstanceFrom . . . o
S & rumning Launch-wizard-5 us-gast- 1b 2 FeaTodebEagnaG
2 salectad
Ports for the selected Irstances
Prts T Teotiiny AT b U salitind IS Ervoee
40
e gl et ety cmpare
Include as panding belew
() Actions ¥ Create mrget group
1 @
ARN Port w Protocel - Target type v Load balances A VPCID
& =27 e
amawselasticinadbalancin. 80 HTTP Instance Na
(9 arncaw i @ OB0483115¢333b:

Create a load balancer by choosing the security group and target group created above:

000 |

1tetefd
+  DNEname State = WCiD Awailnbiity Zones Type Created At
SrrvareAl B-T45TH N us-sast- 1 ofh amarona Acwe ViDC-GBO4S 1153 3004 19 us-cast-1h, us-eas-9a apoacaton Greioher 20, 202



d. Private Ips of two machines : 172.31.89.234 and 172.31.92.35

51501022302 ZI6-Uundie ShiP Thia Oct 13 12,6825 UTC 2022 xB5 &4

System | i [P

16.0-1022aws 526-Uburie SMP Thu Oct 13 12688025 LITC 2027 x36 64

Buile Date Sep 792022722914
Buile System L




6. VPC

a. Createa VPC:

[c

' x Yaur VPCs (2) it
Q 1
Mame v VPCID v State v IPwd CIDR v |PwE CIDR L DHCP
@) tvailable 1723100/16 -
i Sravani-VPC @ Availablte 192.168.0:0/16 = dopt-0
'
b. Create an internet gateway and attach the VPC:
Internet gateways (1/1) it c [ actions » | Create internet gateway
Q 1 &
Name v Internat gateway 1D v State b VECID v Owner v
Sravani-IGW lgw-Oeeecf977a0695209 © Detached 738974081103
VPC Internet gateways fgw-DeeccfO77a0685209
igw-0eeccf977a0695209 / Sravani-IGW Actions ¥ |
Details into
Internet gatewsy 1D State WPCID Crerner
B igw-Deeccfd77a0655209 @ Attached vpe-030cd 10082324405 | Sravani- B 738974081103
VPC

C.

Create subnets (one for public subnet and one for private subnet)

Subnets (2} infe

Q
Name v Subnet 1D v State v
Sravani-Prvsh subnet-082 297F0BT 2e3 260 © available
subnet-06513a4a18b666fb3 @ Available

Sravani-PubSN

VPC v
wpC-030cd1d08c 230445 | Sra.,

vp-030cd 1d08c 234405 | Sra...

1Pva CIDR

182.168.0.0/24
1592.168.1.0/24

w

1

1Pv6 CIDR

@



d. Create route tables (Public and Private)

able rtb-0d671. 13daSabb | Sravani-PrvRT was created successfully.

Route tables (4) info

Q

Name v Route table 1D v Explicit subnet associat...
rth-0be676¢ 1904419075 -

Bea313dasSabb -

Sravani-PrvRT 1006
Sravani-PubRT rth-Ochla9f8ha1820391

1th-04h0211552ec20346 -

Edge associations

Mai

Yes

Yes

C Actions ¥

n ¥ veC

vpc-030cd1d08c23e44c 5 | Sra...

VpC-030cd1d08C23e44(5 | Sra...

e. Edit subnet associations from route table (Public->public and Private->private)

Edit subnet assaciations

Chaniges vehich witinits ark sssoratu with §his rout tatsa
Available subnets (1/2]
=1
| Mame Subinet |10 P4 CIDR

a Sraiani-PreSH 192 16RO/ 24

Sravani-Pulist 197 1661024

Salacted subnets

sathret ORI IFET 103 600 ) Sravani ProSH 3

f. Connect public route table to internet gateway:

YPS Fouts tables ik Ocbfaiebs 182a35 Edn vt

Edit routes
Destination Target
192 168 0.0/ 16 Q locat

| @ sosom ¥ | O ige-Oemcko7750695209

| et vt

1Pl AR

) hcth

Ruste wbls 10
Main {riti-Dhedi e 192481507 5)
Malr G761 1A 150750

Canoel
Propagased
o
N

Cancel

R

Preview




the corresponding public and private subnets)

g. Create one instance each in public subnet and private subnet (Select the VPC and also

Instances (2) o c | Instance state ¥

2

Actions ¥

Instance state v Instance type ¥ | Status check Alarm status |
(2) Runnin (1] t2.micro Moalarms <4
&) Running @&, £2.micro @) Initializing Moalarms <=
Edit the security groups created above to allow all ICMP and all TCP
Edit inbound rules
Inbound rules
Security group rule 1D Type o Protocol Port range Source | Description - optional

Cancel

Connect to the instance in public subnetl (We should be able to connect and ping

internet since it is connected to internet gateway)
ec2-user@ip-192-168-1-252:~

rint i
sure you want te

Amazon Linux

azon.com/amazon-11in
needed f

6
e
6

4
4
_._]_

icmp_sec

am

icmp_sec

[=a Wyl

=

: time 3013ms
rtt min { v ). 035 ms

32
L

Tished.
HwA7114g.

icmp_seq=1 ttl=110

tt1=110

tt1=110

icmp_seq=4 tt1=110

Availability Zone




To connect to the instance in private subnetl, copy the key file to public subnet and
connect to the private instance from there using the public ip of the private subnet
instance but you will not be able to connect to internet still since NAT gateway is not

created:

[ec2-user@ip-192-1
[ec2-user@ip-192-1
Sydney . pem

[ec2-user@ip-192-1

Amazon Linux 2 AMI

dney. pem

dney.pem ec2-user@

data.

Create a NAT gateway and associate public subnet

NAT gateways (1/1} into

L] Actions ¥
a 1 ®
Name NAT gateway D Connectivit... State State message Elastic IP address Private IP ad
o Sravani-NATGW nat-02b0d0fedeeshsdb s Public @) il zble L2 64231193 192.168.11
Go to the private route table and add NAT gateway
Edit routes
Destination Target Status Propagated
32 1GE DL 16 x| @
BOdBE H5dbY b Remove

Add route




Ping google.com from private subnet instance:

. from
ms
= from
8 ms
from
2 ms
s from
2 ms
from
6 ms

net
-in-f14.1e100.net
-in-f14.1e100.net
net

net

gle.com ping statistics --—-

icmp_seq=181

icmp_seq=

icmp_seq=184

icmp_seq=185

tt1=110

2 ttl=110

tt1=110
tt1=110

tt1=110




