
VPC-Peering 

1. Create VPC-A 

               

 

 

2. Create 2 subnets in VPC-A (One private subnet and one public subnet) 

 

 

3. Create internet gateway 

 

 

 

 

 

 

 

 

 

 

 

 

 



4. Attach internet gateway to a VPC 

 

 

5. Create route tables 

 

 
6. Associate subnets to route tables (Private-Private and Public-Public) 

 

 
 



 
7. Connect the public route table to internet gateway 

       

 

8. Create EC2 instances in public subnet and private subnet of first VPC, create security groups and 

select enable public ip along with instance creation: 

 

 
 

9. Security groups created along with instances: 

 

 
 

 



10. Edit inbound rules of security groups to have All ICMP-IPV4 

 

 
11. Connect to the public instance in the first VPC 

 

 
 

12. Connect to private instance in the first VPC from within the public instance since private 

instance is not connected to the internet: 

 

• Copy the pem file to the public instance: 

 

 
 

• Connect to the private instance from public instance using the public ip of the private 

instance 



 
 

• Modify key permissions and connect to private instance using private ip: 

•  
 

13. Create a second VPC 

 

 
 

 

 

 

 



14. Create a private subnet in the above VPC 

 

 
 

15. Create a route table and associate the private subnet above to the route table from the subnet 

associations menu: 

 

 
 

 
 

16. Create instance in the second VPC using the auto enable ip and creating a new security group: 

 

 
 

 



17. Edit the security group to enable All ICMPIPV4 

 

 
18. Create Peering connection using the following settings: 

 

 
 



19. Accept the pending request for the peering connection: 

 

 
 

 
 

20. Update the route tables of both the private subnets of first and second VPC to make a 

connection from one to the other 

a. Route table of first VPC private subnet 

 

 
 

b. Route table of second VPC private subnet 

 

 

                              

 



 

 

 

21. Ping the private subnet instance of the second VPC from the private subnet instance of the first 

VPC now after adding the routes. 

 

          

 

 

22. Connect from the instance in first VPC private subnet1 to the instance in second VPC private 

subnet 1 

a. Copy the pem file from the instance in public subnet of the first VPC to the instance in 

private subnet of the first VPC 

 

 
b. Connect to the private subnet machine of the first VPC from public subnet of the first 

VPC 

 

 



 

c. Now, connect to the private subnet machine of the first VPC to the private subnet 

instance of the second VPC using the private ip 

             

 
 

 

 

 

 

 

               

 

 

 

 


