VPC-Peering

1. Create VPC-A

Q i @
Name v VPCID v State v IPv4 CIDR v IPv6 CIDR v DHCP (
- vpc-0a2b91a26ed02e516 @ Available 172.31.0.0/16 - dopt-0i

Sravani-VPC-A vpc-055f0903a7b2f19ae @ Available 10.100.0.0/16 - dopt-0i

2. Create 2 subnets in VPC-A (One private subnet and one public subnet)

@ You have successfully created 1 subnet: subnet-Oe9d6e8d8f38b2af6 X
Subnets (2) info Create subnet

Q 1 @
Name v Subnet ID v State v VPC v IPv4 CIDR v IPv6 CIDR
Sravani-VPCA-PrvSN subnet-0d3405667¢7b73cd0 @ Available vpc-055f0903a7b2f19ae | Sra... 10.100.1.0/24 -
Sravani-VPCA-PubSN subnet-0e9d6e8d8f38b2af6 ® Available vpc-055f0903a7b2f19ae | Sra... 10.100.0.0/24 -

3. Create internet gateway

@ The following internet gateway was created: igw-01ef10d326¢7dc9c8 - Sravani-IGW. You can now attach to a VPC to enable the VPC to communicate Attach toa VPC X

with the internet.

Q 1 @

Name v Internet gateway ID v State v VPCID v Owner v

Sravani-IGW igw-01ef10d326c7dc9c8 e Detached - 738974081103




4. Attach internet gateway to a VPC

VPC Internet gateways Attach to VPC (igw-01ef10d326c7dc9c8)

Attach to VPC (igw-01ef10d326c7dc9c8) s

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Q, vpc-055f0903a7b2f19ae X

» AWS Command Line Interface command

Cancel Attach internet gateway

5. Create route tables

© Route table rtb-04f1edae1ced7782a | SravaniVPCA-PUbRT was created successfully. X

Q 1 @
Name A Route table ID v Explicit subnet associat... Edge associations Main ¥ VPC v Ow..
- rtb-Oc1d4dcee53b1¢750 - - Yes vpc-055f0903a7b2f19ae | Sra... 7389
- rtb-04b02f1552ec9a346 - - Yes vpc-0azb91a26ed02e516 7389
SravaniVPCA-PrvRT rtb-0a01a7716123a1895 - - No vpc-055f0903a7b2f19ae | Sra... 7389
SravaniVPCA-PUbRT rtb-04f1edaelced7782a - - No vpc-055f0903a7b2f19ae | Sra... 7389
“ »

6. Associate subnets to route tables (Private-Private and Public-Public)

VPC Route tables rtb-04f1edaelced7782a Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

Q 1 @
(-] Name v Subnet ID v 1Pv4 CIDR v 1PV6 CIDR v Route table ID v
Sravani-VPCA-PrvSN subnet-0d3405667¢7b73cd0 10.100.1.0/24 - Main (rtb-Oc1dadcee53b1¢750)
Sravani-VPCA-PubSN subnet-Oe9d6e8dBf38b2af6 10.100.0.0/24 - Main (rtb-Oc1d4dceeS3b1c750)
Selected subnets
b 8b2af6 / i-VPCA-PUbSN X |

Cancel Save associations



VPC Route tables rtb-0a01a771612321895 Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/2)

Q
-} Name v Subnet ID v 1Pv4 CIDR v
Sravani-VPCA-PrvSN subnet-0d3405667¢7b73cd0 10.100.1.0/24
Sravani-VPCA-PubSN subnet-Oe9d6e8daf38b2af6 10.100.0.0/24

Selected subnets

b 3405667¢7b73cd0 / S

i-VPCA-PrvSN X |

7. Connect the public route table to internet gateway

VPC Route tables rtb-04f1edaelced7782a Edit routes

Edit routes
Destination Target
10.100.0.0/16 Q, local

| Q 0000/0

X Q, igw-01ef10d326c7dc3c8

1 @
IPv6 CIDR v Route table ID v
- Main (rtb-Oc1d4dcee53b1¢750)
- rth-04f1edae1ced7782a / SravaniVPCA-PUbRT
Status Propagated
x | @ Active No

No Remove

Cancel

8. Create EC2 instances in public subnet and private subnet of first VPC, create security groups and
select enable public ip along with instance creation:

Instances (2) info

Q, Find instance by attribute or tag (case-sensitive)

‘ Instance state ¥ H Actions ¥ |m-
1 @

OJ Name v | Instance ID | Instance state
O Sravani-VPCA-Publnst i-0761b0131abb6f0b6 @ Running
O Sravani-VPCA-Prvinst i-03d45f6b614984881 © Running

Security groups created along with instances:

v | Instancetype ¥ | Statuscheck | Alarm status | Availability Zone
(o1} t2.micro - No alarms 4 ap-southeast-2a
Qa t2.micro @ Initializing No alarms -4 ap-southeast-2a

3

Security Groups (2/4) info

Actions w H Export security groups to CSV ‘ v | Create security group
1 @

Q
-] Name v Security group ID v Security group name ¥ VPCID v Description v Owner
| Sravani-VPCA-Publ... sg-02079ff3b0307b083 Sravani-VPCA-Publnst-... vpc-055f0903a7b2f19ae [4 Sravani-VPCA-Publnst-... 738974081103
- 5g-033f5ff541dd00cb0 default vpc-0a2b91a26ed02e516 [4 default VPC security gr... 738974081103
| Sravani-VPCA-Prvin... sg-0664b5e20a2c4ca2a Sravani-VPCA-Prvinst-SG vpc-055f0903a7b2f19ae [ Sravani-VPCA-Prvinst-SG 738974081103
default vpc-055f0903a7b2f19ze [4 default VPC security gr... 738974081103

sg-0b9b1b2b1de696ca8



10. Edit inbound rules of security groups to have All ICMP-IPV4

3 - Sravani-VPCA-Publnst-5G Edit ink 1 rule

Edit inbound rules .«

sound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Info Port range Source Info Description - optional Info
info

sgr-09e5e71adc494chet SSH v Custom ¥ Q Delete

00.00/0 X
AILICMP - IPv4 v Anywh... ¥ Delete

0.000/0 X

Add rule

Cancel Preview changes

11. Connect to the public instance in the first VPC

ec2-user@ip-10-100-0-106:~ - O X

Amazon Linux 2 AMI

imazon . com/amazon-11nu
) needed for security, out of ilable
: ; all updates.

12. Connect to private instance in the first VPC from within the public instance since private
instance is not connected to the internet:

e Copy the pem file to the public instance:

vulupaliDownloads> scp ec2-user{@3.55.139.195: fhome/ec2-user
ydney.pem ] 74 6.1KB/s ©08:080

PS C:\Users\svulupal\Downloads>

e Connect to the private instance from public instance using the public ip of the private
instance



Sravani-VPCA-Prvinst i-03d45f6b614984881 @ Running ®@Q t2.micro @ 2/2 checks passec  No ale

Instance: i-03d45f6b614984881 (Sravani-VPCA-Prvinst)

Security Networking Storage Status checks Monitoring Tags
(@ Private IPv4 address cop
¥ Instance summary Info ied
Instance ID Public IPv4 address e ver waan o SSES
i-03d45f6b614984881 (Sravani-VPCA-Prvinst) 3.25.116.55 | open address 4 10.100.1.57

e Modify key permissions and connect to private instance using private ip:

ec2-user@ip-10-100-1-57:~ - O

nem’ are tc
ite key files

13. Create a second VPC

Your VPCs (3) info

Q
Name VPCID State IPv4 CIDR IPvé CIDR
Sravani-VPC-B vpc-0c903f350f17cecS5c @ Available 10.200.0.0/16 -
- vpc-0a2b91a26ed02e516 @Availal)le 172.31.0.0/16 -

Sravani-VPC-A vpc-055f0903a7b2f19ae @ Available 10.100.0.0/16 -

DHCP «
dopt-0
dopt-0

dopt-0



14. Create a private subnet in the above VPC

Sunets (5

Q t @
Name v Subnet ID v State v VPC v IPv4 CIDR v IPv6 CIDR
Sravani-VPC-B-Prv-SN subnet-035f27f24c24574e5 @ Available vpc-0c903f350f17cec5e | Srav... 10.200.1.0/24 -
Sravani-VPCA-PrvSN subnet-0d3405667c7b73cd0 @ Available vpc-055f0903a7b2f19ae | Sra... 10.100.1.0/24 -
Sravani-VPCA-PubSN subnet-0e9d6e8d8f38b2af6 Available vpc-055f0903a7b2f19ae | Sra... 10.100.0.0/24 -

15. Create a route table and associate the private subnet above to the route table from the subnet
associations menu:

@© You have successfully updated subnet associations for rtb-00d64f190eb323b5e / SravaniVPCB-PrvRT. X
Route tables (6) info ns v Create route table
Q 1 @
Name A Route table ID v Explicit subnet associat... Edge associations Main ¥ VPC v Ow..
- rtb-0ac0d1c3a556e2065 - - Yes vpc-0c903f350f17cec5ce | Srav... 7389
- rtb-0c1d4dcee53b1c750 - - Yes vpc-055f0903a7b2f19ae | Sra... 7389
- rtb-04b02f1552ec9a346 - - Yes vpc-0a2b91a26ed02e516 7389
SravaniVPCA-PrvRT rtb-0a01a7716123a1895 subnet-0d3405667c7b7... - No vpc-055f0903a7b2f19ae | Sra... 7389
SravaniVPCA-PubRT rtb-04f1edaelced7782a subnet-0e9d6e8d8f38b... - No vpc-055f0903a7b2f19ae | Sra... 7389
SravaniVPCB-PrvRT rtb-00d64f190eb323b5e subnet-035f27f24c2457.... - No vpc-0c903f350f17cec5ce | Srav... 7389
Edit subnet associations
Change which subnets are associated with this route table.
Available subnets (1/1)
Q 1 (O]
Name v Subnet ID v 1Pv4 CIDR v IPv6 CIDR v Route table ID v
Sravani-VPC-B-Prv-SN subnet-035f27f24c24574e5 10.200.1.0/24 - rtb-00d64f190eb323b5e / SravaniVPCB-PrvRT

Selected subnets

subnet-035f27f24c24574e5 / Sravani-VPC-B-Prv-SN X

16. Create instance in the second VPC using the auto enable ip and creating a new security group:

Instances (3) info

s ] [seions + | I
1 &

Q. Find instance by attribute or tag (case-sensitive)

O Name v Instance ID Instance state v Instance type W | Status check Alarm status | Availability Zone
O Sravani-VPCA-Publnst i-0761b0131abb6f0b6 ®@Running @Q t2.micro @) 2/2 checks passec  Noalarms 4 ap-southeast-2a
O Sravani-VPCA-Prvinst i-03d45f6b614984881 ®@Running @Q t2.micro @ 2/2 checks passed  Noalarms 4 ap-southeast-2a

] Sravani-VPCB-Prvinst i-0b68e08198a9c391c Running @@ t2.micro @ Initializing Noalarms 4 ap-southeast-2a
»




17. Edit the security group to enable All ICMPIPV4

EC2 Security Groups 5g-0305e7c878aa2e909 - Sravani-VPCB-PrvSN-SG Edit inbound rules

Edit inbound rules i

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules info

Security group rule ID Type Info Protocol Info  Portrange Source Info
Info

sgr-Oafce10d0719e88ca SSH v TCP 22 Custom W

- AlLICMP - IPv4 v Ic™MP All Anywh... v

Q

Description - optional Info

18. Create Peering connection using the following settings:
Peering connection settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

Sravani-VPC-Peering

Select a local VPC to peer with
VPC ID (Requester)

vpc-055f0903a7b2f19ae (Sravani-VPC-A)
VPC CIDRs for vpc-055f0903a7b2f19ae (Sravani-VPC-A)
CIDR Status

10.100.0.0/16 ® Associated

Status reason

Cancel

Preview changes m

Select another VPC to peer with
Account
© My account

Another account

Region
© This Region (ap-southeast-2)
Another Region

VPC ID (Accepter)
vpc-0c903f350f17cec5c (Sravani-VPC-B)



19. Accept the pending request for the peering connection:

Peering connections (1/1) info

Q

Name v Peering connectionID ¥ Status

5] [ = | IR

View details

‘ Accept request ‘

Requester VPC Reject request

(o] Sravani-VPC-P... pcx-0b39bf57f14a930f6 @ Pending acceptance

vpc-055f0903a7b2f19ae / Sra...

Peering connections (1/1) info

Manage tags

Delete peering connection

Create peering connection

Q 1 @
Name v Peering connectionID v Status Requester VPC Accepter VPC Requester CIDI
(o] Sravani-VPC-P... pcx-0b39bf57f14a930f6 Active vpc-055f0903a7b2f19ae / Sra... vpc-0c903f350f17cec5c / Srav... 10.100.0.0/16

20. Update the route tables of both the private subnets of first and second VPC to make a

connection from one to the other
a. Route table of first VPC private subnet

vPC Route tables rtb-0a01a7716123a1895 Edit routes

Edit routes

Destination Target
10.100.0.0/16 Q local
| Q, 10.200.1.0/24 X Q. pcx-0b39bf57f14a930f6

Add route

b. Route table of second VPC private subnet

VPC Route tables rtb-00d64f190eb323bse Edit routes

Edit routes
Destination Target
10.200.0.0/16 Q, local
Q 10.100.1.0/24 X Q pcx-0b39bf57f14a930f6

I Add route

Status Propagated

% | @ Acive No

X - No Remove

Status Propagated

x @ Active No

x @ Acdive No Rermove

Cancel Preview m



21. Ping the private subnet instance of the second VPC from the private subnet instance of the first
VPC now after adding the routes.

[ec2-user@ip-
hume ec
).1.103

ytes of ddtd.
icmp_seq=1 tt1=25
icmp_seq=2 ttl=25
icmp_seq=3 ttl1=25
icmp_seq=4 ttl=25
icmp_seq=5 ttl=25
icmp_seq=6 ttl1=25
icmp_seq=7 ttl=25
icmp seq=8 ttl=25
1cmp seq=9 ttl=25
1cmp seq=10 ttl=2
icmp_seq=11 ttl=2
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22. Connect from the instance in first VPC private subnetl to the instance in second VPC private
subnet 1
a. Copy the pem file from the instance in public subnet of the first VPC to the instance in
private subnet of the first VPC

VPC

‘ Y. er@10.100.1.57
from 10.1

Amazon Linux 2 AMI

Jhome/ec2-user/

$ chmod 400 Sydney.pem



c. Now, connect to the private subnet machine of the first VPC to the private subnet
instance of the second VPC using the private ip

1.103) E
/ HeJtHeeRLIne
ey fingerprint is MD 7: 46:59:8e :

I want to con

Amazon Linux 2 AMI

n-Tinux




