Q1: Choose a fake profile on any social media platform of your preference
and identify the red flags signalling its fraudulent nature.

Ans: Certainly! When identifying fake profiles on social media platforms, there are several
red flags to watch out for:

1. Profile Photos:

o Run areverse image search on the profile picture. If it appears in unrelated
contexts (like an ad for hair loss treatment), that’s suspicious.

o Look for overly polished or generic images that might be stock photos.

2. Activity and Interaction:

o Genuine profiles are usually active with interactions (likes, comments,
shares). If the account feels like a social wasteland or has odd posts, trust
your instincts.

o Be cautious if you notice random posts about conspiracies, sales, or other
unusual content.

3. Friend Lists and Connections:

o Real profiles have connections that make sense (friends, family, colleagues).

Beware of random lists that seem bot-generated.
4. Language and Communication Style:

o Misspellings, generic comments, or inconsistent stories are red flags.

Authentic users communicate more naturally.

Remember, reporting suspicious profiles helps maintain a safer digital environment. Each
platform has its reporting mechanism:

e Instagram and Facebook: Tap the three dots on the profile, then follow the
reporting wizard.

¢ YouTube: Click the flag icon on a video or profile.

e TikTok & X (formerly Twitter): Report a post from the fake profile.

e Linkedin: Click “More” on their profile, select “Report/Block,” and choose “Report
this profile.”

Stay vigilant and tighten your privacy settings to protect yourself against fake profiles.

Q2: Outline the objectives and demographics of Interpol's International Child
Sexual Exploitation Database.

Ans: The International Child Sexual Exploitation (ICSE) database maintained by INTERPOL
serves two primary objectives:

1. Victim Identification and Investigation:
o The ICSE database is an intelligence and investigative tool that allows
specialized investigators worldwide to share data on cases of child sexual
abuse.



Using image and video comparison software, investigators can instantly
connect victims, abusers, and locations.

It helps avoid duplication of effort by identifying whether a series of images
has already been discovered elsewhere or has similar features.

Specialized investigators from over 68 countries exchange information and
collaborate to locate victims of child sexual abuse.

The database holds more than 4.9 million images and videos and has helped
identify over 37,900 victims globally.

2. Demographics and Trends:

o

o

By analyzing the digital, visual, and audio content of photographs and videos,
victim identification experts retrieve clues and identify overlaps in cases.
Alarming trends identified include:
= The younger the victim, the more severe the abuse.
»  84% of images contain explicit sexual activity.
= Over 60% of unidentified victims are prepubescent, including infants
and toddlers.
»  65% of unidentified victims are girls, while severe abuse images often
feature boys.
= 92% of visible offenders are male'?.

Remember, efforts to combat child sexual exploitation rely on databases like ICSE to protect
vulnerable children worldwide.

Q3: Identify five suspicious SMS/emails you've received, cross-reference the
sender phone no. or email against the NCRP Suspect database, and present

the findings

Ans: Let’s explore some suspicious SMS and email scenarios. While | don’t have direct
access to the NCRP Suspect database, | can provide information based on publicly available
data. Here are five common suspicious messages:

1. USPS ECCC SMS Scam:

@)

o

Description: You receive a text message claiming to be from “USPS ECCC
SMS,” stating that a package delivery is on hold due to an incomplete
address.
Red Flags:

» Unsolicited message.

= Urgent tone.

» Requests personal information.
Action: Do not click any links; it’s likely a phishing scam?.

2. Bank Account Verification Email:

o

o

Description: An email claims your bank account needs verification due to
suspicious activity.
Red Flags:

= Generic greeting.

» Requests sensitive data (e.g., account number, PIN).
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o Action: Contact your bank directly using official channels to verify the email’s
legitimacy.
3. Lottery or Prize Scam:
o Description: You receive an SMS or email claiming you’ve won a lottery or
prize.
o Red Flags:
= Unexpected winnings.
» Requests payment or personal details.
o Action: Ignore and delete; legitimate lotteries don’t ask for upfront fees.
4. Phishing Email from a Known Service Provider:
o Description: An email appears to be from a familiar service (e.g., PayPal,
Amazon) but asks for login credentials or payment.
o Red Flags:
= Misspelled domain or sender address.
= Urgency or threats.
o Action: Visit the service provider’s official website directly (don’t click links)
to verify any issues.
5. Fake Job Offer Email:
o Description: You receive an email offering a job opportunity that seems too
good to be true.
o Red Flags:
= No prior application.
= High salary for minimal effort.
o Action: Research the company independently and be cautious.

Remember to stay vigilant and verify any suspicious messages independently. If you
encounter any, report them to relevant authorities or your local cybercrime centre.

Q4: What are the guidelines to be followed by children while accessing public
systems, as per ISEA portal (www.infosecawareness.in)?

Ans: When children access public systems, they should follow these guidelines to protect
their privacy and security:

1. Never Share Email and Password:
o Avoid telling the cyber cafe owner or anyone else your email and password
to check your email.
o Many kids and older individuals may not realize the risks of information theft.
2. Delete Personal Information:
o If you store or download personal information on a public computer (e.g., at
a cyber cafe), delete all documents after completing your work.
3. Browser Security:
o Always check browser settings, including the default download folder,
cookies, and password save locations.
o Use the browser’s Incognito Mode to avoid storing personal details in
cookies.
4. Beware of Keyloggers:


https://malwaretips.com/blogs/usps-eccc-sms-text-message-scam/
https://malwaretips.com/blogs/usps-eccc-sms-text-message-scam/

o Keyloggers record keystrokes, exposing usernames and passwords.
o Check for any intermediate device between your keyboard and CPU.
o Prefer using on-screen keyboards where possible.
5. Updated Antivirus and Anti-Spam Software:
o Ensure the system you’re using has up-to-date antivirus and anti-spam
software.
o Request a computer with updated antivirus software at the cyber cafe.
6. Avoid Leaving Sensitive Information Unattended:
o Don’t leave the computer screen with sensitive information unattended.
o Check the Downloads folder for automatically saved files.
7. Be Cautious of Hidden Cameras:
o Look for cameras facing your keyboard to prevent shoulder surfing.
o Hidden cameras may capture your actions.
8. Logout Properly:
o Always log out from all applications and close the browser when leaving the
cyber cafe.

Remember these precautions to stay safe while using public systems!

Q5: Go through CIS Google Android Benchmark document and provide a brief
overview on the privacy and browser configuration settings suggested.

Ans: The CIS Google Android Benchmark provides prescriptive guidance for establishing a
secure configuration posture for the Google Android OS. Here’s an overview of privacy and
browser configuration settings suggested by the benchmark:

1. Privacy Settings:

o App Permissions: Review and manage app permissions carefully. Only grant
necessary permissions to apps.

o Location Services: Limit location access to apps that genuinely need it.

o Personal Data: Be cautious when sharing personal data with apps.

2. Browser Configuration:

o Secure Browsing: Use browsers that support HTTPS and avoid insecure
websites.

o Cookies and Cache: Regularly clear cookies and cache to enhance privacy.
Auto-Fill and Password Managers: Disable auto-fill and use strong, unique
passwords.

o Pop-ups and JavaScript: Block pop-ups and limit JavaScript execution.



