1.What is ToR and discuss attacks that are possible on it. Install ToR on
your system and compare and contrast it with a regular search engine
like Google.

Answer:

ToR stands for The Onion Router, which is a free and opensource software designed for anonymous
communication on the internet. It works by routing internet traffic through a network of
volunteeroperated servers, called nodes or relays, to maintain anonymity.

While ToR provides a layer of anonymity, there are still possible attacks that can be launched on it:

1. Traffic Analysis: This attack involves monitoring the network traffic and analyzing patterns to
identify the source and destination of messages. Although ToR encrypts data, the timing and volume
of the traffic can reveal information about the user's activities.

2. Exit Node Snooping: The exit node in the ToR network decrypts the final layer of encryption, so if it
is compromised, a malicious entity can potentially view the unencrypted data transmitted to the
destination.

3. Malicious Exit Nodes: Attackers can set up their own malicious exit nodes, intercepting or altering
the transmitted data. This form of attack can allow them to inject malicious code into the web pages
visited by ToR users.

4. Sybil Attacks: In a Sybil attack, an attacker creates multiple nodes within the ToR network to
control a significant portion of the network. This control gives them the ability to monitor or
manipulate traffic, reducing the anonymity of users.

Comparing ToR to a regular search engine like Google:

1. Anonymity: ToR is primarily designed to provide anonymity, obscuring the user's identity and
location through its network of relays. Google, on the other hand, collects user data and tracks
search history, compromising anonymity.

2. Privacy Concerns: ToR prioritizes privacy by encrypting data and routing traffic through multiple
relays. Google retains user data and utilizes it for personalized ad targeting and other purposes,
raising privacy concerns.

3. Censorship Resistance: ToR can help bypass internet censorship and access blocked content by
routing traffic through countries with fewer restrictions. Google, being a search engine, may limit
search results based on regional censorship policies.

4. Usability: Google provides a highly usable search engine with advanced features, personalized
results, and a userfriendly interface. ToR, however, can be slower due to multiple encryption layers
and relays, affecting browsing experience.



2) Use the web site http://testphp.vulnweb.com/ for the following.
Perform sgl injection on it and retrieve the user table and its contents.

Answer:

Report on SQL Injection Vulnerability Exploitation

Introduction:

SQL Injection (SQLi) is a common web application vulnerability that allows attackers to interfere with
the queries that an application makes to its database. By exploiting SQL injection vulnerabilities,
attackers can bypass authentication, access, modify, and delete data within the database, and even
take control of the entire system.

Objective:

The objective of this report is to demonstrate the exploitation of a SQL injection vulnerability on the
website http://testphp.vulnweb.com/ to extract sensitive information from its database.

Methodology:
1. ldentifying Database Tables:

Using a crafted SQL injection payload appended to the URL of the website's artists page
(“http://testphp.vulnweb.com/artists.php?artist=1 union select 1,group_concat(table_name),3 from
information_schema.tables where table_schema=database()’), | aimed to retrieve the names of all
tables within the current database.

2. Locating 'users' Table:

Once the names of the tables were obtained, | looked for a table containing user information. By
analyzing the retrieved table names, | identified a table named 'users'.

3. Extracting Columns from 'users' Table:

With the knowledge of the 'users' table, | utilized another SQL injection payload
(‘http://testphp.vulnweb.com/artists.php?artist=1 union select 1,group_concat(column_name),3
from information_schema.columns where table_name='users") to enumerate the column names
within the 'users' table.

4. Retrieving Email Addresses:



After obtaining the column names, | targeted the 'email' column specifically to extract email
addresses. Employing yet another SQL injection payload
(http://testphp.vulnweb.com/artists.php?artist=1 union select 1,group_concat(email),3 from
users’), | successfully retrieved the email addresses stored within the 'users' table.

Results:

Through the exploitation of SQL injection vulnerabilities, | successfully identified the tables within the
website's database, located the 'users' table containing user information, enumerated the columns
within the 'users' table, and finally extracted email addresses from the 'users' table.

Conclusion:

The demonstrated exploitation of SQL injection vulnerabilities highlights the critical importance of
thorough input validation and secure coding practices in web application development. Failure to
address such vulnerabilities can lead to severe consequences, including unauthorized access to
sensitive information. It is imperative for website owners and developers to implement robust
security measures to mitigate the risk of SQL injection attacks.

Recommendations:

1. Regular security assessments and penetration testing should be conducted to identify and address
vulnerabilities.

2. Implement strict input validation and parameterized queries to prevent SQL injection attacks.

3. Keep databases properly configured with limited privileges to mitigate the impact of successful
attacks.

4. Educate developers about secure coding practices and the importance of security in web
application development.

By adhering to these recommendations, organizations can significantly enhance the security posture
of their web applications and protect sensitive data from malicious exploitation.



3) What are Deepfakes? Discuss how they are being used for
Impersonation attacks. Explain how they can be countered.

Answer:

Deepfakes are manipulated or created videos, images, or audio that appear to be real but are
actually synthetic. They use deep learning algorithms and artificial intelligence tools to replace the
face or voice of a person in an existing video or image with someone else's face or voice.

Impersonation attacks using deepfakes involve creating fake videos or images that make it appear as
if a person is saying or doing something they never actually did. These deepfake impersonation
attacks can be used for various malicious purposes, such as spreading misinformation, defamation,
fraud, or even blackmail.

To counter deepfake impersonation attacks, several approaches can be taken:

1. Detection algorithms: Developing robust and advanced detection algorithms that can identify and
flag deepfake content. These algorithms can analyze facial inconsistencies, artifacts, or unnatural
blinks that are common in deepfake videos. However, detection algorithms need to keep up with the
evolving sophistication of deepfake technology.

2. Verification mechanisms: Implementing systems and protocols for verifying the authenticity of
media content. This could involve using digital signatures, watermarking techniques, or other
cryptographic methods to ensure the integrity and provenance of media files.

3. Education and awareness: Raising awareness about the existence and potential harm of deepfake
technology. By educating individuals and organizations about the existence of deepfakes, and
teaching them how to identify and handle manipulated content, the impacts of impersonation
attacks can be reduced.

4. Media forensics: Developing techniques and tools that can analyze the metadata, digital
footprints, or traces left behind by deepfake creations. These forensic methods can help identify the
source and authenticity of media content.

5. Policy and legislation: Governments and organizations can work together to establish clear policies
and legal frameworks to address deepfake impersonation attacks. Legislation can be enacted to
prosecute and hold individuals accountable for malicious use of deepfake technology.

6. Media authenticity standards: Organizations and platforms can set up standards for authenticating
media content. This could include verified channels for uploading and sharing content, or requiring
additional verification steps for sensitive or important media files.



4) Discuss about different types of Cyber crimes. Explain how a person
can report to the concerned officials and take protection.

Answer:

There are several types of cybercrimes that individuals can fall victim to:

1. Phishing: Phishing involves a cybercriminal posing as a legitimate entity, usually via email, to trick
individuals into revealing sensitive information such as passwords, social security numbers, or credit
card details.

2. ldentity theft: Identity theft occurs when someone steals another person's personal information,
such as their name, Social Security number, or bank account details, with the intention of using it for
fraudulent purposes.

3. Online fraud: Online fraud involves various schemes designed to deceive individuals into providing
money or sensitive information. This can include auction fraud, romance scams, fake job postings, or
investment schemes.

4, Malware attacks: Malware refers to malicious software, such as viruses, worms, or ransomware,
that is designed to damage or gain unauthorized access to computer systems. These attacks often
occur through email attachments, infected websites, or malicious downloads.

5. Cyberstalking and harassment: Cyberstalking refers to the use of technology to harass, threaten, or
intimidate someone. This can include sending repeated unwanted emails or messages, spreading
false rumors or posting defamatory content, or using GPS technology to track someone's
movements.

To report cybercrimes and seek protection, individuals should take the following steps:

1. Contact local law enforcement: Report the cybercrime to your local law enforcement agency.
Provide them with as much information as possible, including any evidence or documentation you
have.

2. File a complaint with the relevant authorities: Depending on the nature of the cybercrime, there
may be specific agencies or organizations dedicated to handling such cases. For example, in the
United States, you can report incidents to the Federal Bureau of Investigation (FBI) through their
Internet Crime Complaint Center (IC3) website.

3. Inform your bank or financial institution: If the cybercrime involved financial fraud or identity
theft, contact your bank or financial institution immediately to report the incident and take
appropriate steps to protect your accounts.

4. Change passwords and secure your accounts: If your accounts have been compromised, change
your passwords immediately. Enable multifactor authentication where possible and regularly update
your security settings.



5. Preserve evidence: If you have any evidence related to the cybercrime, such as emails, scam
messages, or screenshots, make sure to keep copies as evidence. This will be helpful in the
investigation and prosecution of the criminals.

6. Consult with cybersecurity experts: If you've been a victim of a cybercrime, reach out to
cybersecurity experts or organizations that specialize in assisting victims. They can provide guidance
on securing your systems, recovering from the incident, and preventing future attacks.

Preventing cybercrimes is crucial. Here are some proactive measures individuals can take:

1. Be cautious online: Avoid clicking on suspicious links or downloading files from unknown sources.
Be skeptical of emails or messages asking for personal or financial information.

2. Use strong passwords: Create strong, unique passwords for all your online accounts and change
them regularly. Consider using a password manager to securely store and generate complex
passwords.

3. Keep software updated: Regularly update your operating system, web browsers, and applications
to ensure you have the latest security patches.

4. Use reliable security software: Install and regularly update reputable antivirus and security
software on your devices to detect and protect against malware and other threats.

5. Educate yourself: Stay informed about the latest cyber threats and scams. Be cautious about
sharing personal information online and educate yourself on best practices for online security.

5) Discuss about various online payment frauds and how can
they be prevented?

Answer:

1. Card not present fraud: This occurs when a thief uses stolen payment card details to make online
purchases. Prevention measures include:

Implementing strong authentication methods, such as two-factor authentication, to verify the
identity of the cardholder.

Using address verification systems (AVS) to confirm that the billing address matches the
cardholder's address.

Employing fraud detection tools that analyse transaction patterns and flag suspicious activity.

2. Phishing and spoofing scams: In these scams, cybercriminals trick individuals into revealing their
payment card details or login credentials. Preventive measures include:

Educating users about phishing techniques and how to spot and avoid fraudulent emails or
websites.

Encouraging users to doublecheck the legitimacy of websites before entering sensitive
information.



Using secure and encrypted payment gateways that protect card details during transactions.

3. Chargeback fraud: This occurs when a dishonest customer makes a purchase using their payment
card and later disputes the charge, claiming it was unauthorized. Preventive measures include:

Maintaining detailed transaction records, including proof of delivery or service to dispute false
chargebacks.

Implementing customer verification processes, such as requesting additional identification or
transaction verification.

Enforcing clear refund policies and terms and conditions to minimize chargeback opportunities.

4. Account takeover fraud: This involves cybercriminals gaining unauthorized access to a user's online
payment account and making fraudulent transactions. Prevention measures include:

Enforcing strong authentication measures, such as multifactor authentication and biometric
verification.

Monitoring account activity for suspicious behaviour, such as multiple failed login attempts or
unusual purchase patterns.

Encouraging users to regularly change their passwords and use unique and complex passwords for
each online account.

5. Mobile payment fraud: With the increasing popularity of mobile payment apps, fraudsters exploit
vulnerabilities in these platforms to commit fraud. Preventive measures include:

Keeping mobile devices and apps up to date with the latest security patches.
Using secure and trusted payment apps from reputable providers.
Enabling security features, such as PIN or biometric authentication, on mobile payment apps.

In addition to the specific preventive measures listed above, general best practices for preventing
online payment fraud include:

Regularly monitoring your bank and credit card statements for any unauthorized transactions.
Implementing strong security measures, such as firewalls and antivirus software, on your devices.
Only providing payment details on secure and reputable websites.

Being cautious of sharing payment information over public Wi-Fi networks.

Reporting any suspicious or fraudulent activity to your bank or payment provider immediately.



