Q1. Describe the technical measures and safeguards that organizations can implement to
ensure compliance with the GDPR's data protection principles, including data
minimization, encryption, and pseudonymization. Provide real-world examples of how
these measures can be applied.

Answer:

GDPR is a regulation on data protection which applies to data subjects within the European
Union (EU). Born out of a goal to protect consumer data privacy, GDPR requirements are
designed to give control to EU data subjects in regards to how their data is processed,
stored, or transmitted. Because companies all over the world serve EU residents, the ripple
effect of GDPR reaches to all corners of the globe. With the rollout of GDPR, its security
controls set the global standard for data privacy.

Principles — broad rules about conduct or desired outcomes — are an important part of data
protection law, and are, in fact, at the core of the General Data Protection Regulation
(GDPR). Whilst various principles can be found throughout the GDPR, Article 5 GDPR in
particular sets out seven key principles related to the processing of personal data, which
controllers (i.e. those who decide how and why data are processed) need to be aware of and
comply with when collecting and otherwise processing personal data:

& Lawfulness, fairness, and transparency;
& Purpose limitation;

& Data minimisation;

& Accuracy;

& Storage limitation;

& Integrity and confidentiality;

& Accountability.

Data Minimisation

This principle requires that controllers only collect and process personal data that are adequate,
relevant, and limited to what is necessary for the purposes for which they are processed. This
essentially means that data controllers should collect the minimum amount of data they require for
their intended processing operation; they should never collect unnecessary personal data. This
principle complements, in particular, the principle of purpose limitation, but also supports
compliance with the range of data protection principles. Implementing data minimisation supports
data protection by design and by default, limits the amount of personal data which could be lost or
stolen in the event of a personal data breach, assisting with ensuring the integrity and confidentiality
of personal data, and it makes it easier for organisations to ensure that the personal data they hold
are accurate and up to date, supporting compliance with the principles of accuracy. The GDPR does
not define what amount of personal data is ‘adequate, relevant and limited’. This will have to be
assessed by controllers depending on the circumstances of their intended processing operations.
Controllers should also periodically review the amount and nature of personal data which they
process, ensuring it remains adequate, relevant, and necessary, including by deleting data which no
longer fulfil these criteria.

FIVE DATA ENCRYPTION BEST PRACTICES UNDER GDPR



To enhance data security and limit risks of data breaches, it is recommended to follow these five
best practices for data encryption.

A. Use encryption for all personal and sensitive data.

B. Maintain the protection of encryption and decryption keys with a secure key management
system.

C. Maintain privacy and security of data both while at rest and during transit.
D. Have measures in place to recover files and encryption keys in case of a security breach.

E. Ensure that the encryption of data does not impact the functionality, accessibility, or performance
of the business.

Pseudonymisation

Pseudonymisation’ of data (defined in Article 4(5) GDPR) means replacing any information which
could be used to identify an individual with a pseudonym, or, in other words, a value which does not
allow the individual to be directly identified.

Example of Pseudonymisation of Data:
Student Name Student Number Course of Study
Original Data Joe Smith 12345678 History

Pseudonymised Data Candidate 1 XXXXXXXX History

GDPR compliance privacy policy examples

In order to meet these stipulations of the GDPR, Several businesses have built “hubs” for their
privacy policies. This is a dedicated area where data subjects (visitors to your website, customers,
etc.) can go to view:

e How their data is being used

e Where it's being used

e How your data is being collected and what type
e Terms of the policy

e Where subjects can revoke consent.

Below are five examples of well-presented privacy policies companies should mirror as they create
their own GDPR-compliant practices.

1. Disney's privacy policy
Disney’s privacy policy hub



In addition to the above, Disney also is clear about how the company and its advertisers track your
web behavior for advertising purposes, as well as how they protect their largest audience, children.
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PRIVACY POLICY FOR PARENTS PRIVACY CONTROLS CONTACTUS Q

ONLINE TRACKING TECH-
NOLOGIES AND ADVERTISING

We and certain service providers operating on our behalf collect information about your activity,
or activity on devices associated with you, on our sites and applications using tracking technologies
such as cookies, Flash cookies, pixels, tags, software development kits, application program inter-
faces, and Web beacons.

LEARN MORE o
2.0utbrain's privacy policy

See Qutbrain’s privacy hub here.

The Outbrain Legal Center includes its privacy policy, which details how the company uses and stores
data related to the end users of its customer, their customers, and their business users and partners.

Below is a screenshot depicting this, showing the different types of personas:

e Site Visitors: Visitors to Outbrain.com that are anonymous to Outbrain;

e Users: The end user of Outbrain’s customer on websites like CNN.com, Sky.co.uk, and
thousands of other publishing websites.

Business Partners: Users that register with Outbrain on behalf of the company they work for
to use the Outbrain Amplify or Outbrain Engage Services.

1. Who we are, What we do, How you can contact Outbrain, our DPO or the relevant authorities

2, Alliances and Adherence

3. Outbrain User Types (including Opt Out Options)

Much of this Privacy Pelicy is divided into sections based on the way you may interact with Outbrain. You are either a Site Visitor, a User and/or a Business Partner (os defined below). Please

determine what user type you are. For each user type we've explained what information we collect and why, what cookies and other similar technologies we use, how we share such
information and your rights

Site Visitors: You are a Site Visitor when you visit and inferact with our web sites, web pages, interactive features, blogs and their respective contents at Qutbrain.com (or any derivation,
such as Outbrain.co.uk; Outbrain fr; outbrain.de efc.) (“Our Sites”). See more here.

Users: You are a User when you visit a page of a website or application of one of Outbrain’s partners where the Outbrain widget is installed or our recommendations are placed (“Partner

Sites"). For example, if you visit hitps://news.sky.com/uk, www.spiegel.de or www.cnn.com, the Outbrain widget is implemented on those websites. You know you are engaging with an

Outbrain widget when you see fext referencing Outbrain (6., “Recommended by Outbrain’, “by Outbrain’ near recommendations If you click an the hyperlinked reference fo Outbrain

you will see a detailed notice that enables you to navigate to Outbrain's Inferest Portal and this Privacy Policy where you can opt out of personalized recommendations. In some

instances, a partner may have white-label Outbrain's service for their own offering. In such an event, such partners must disclose their use of Outbrain in their privacy policies. See more
hera,




Outbrain’s cookie policy details which cookies (web activity) is stored for how long for each
of these user types.
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Strictly Necessary Cookies

These cookies are necessary for the website to function and cannot be switched off in our systems. They are usually only set in response fo actions made by you which amount to a request
for services, such as seffing your privacy preferences, logging in or filling in forms. You can set your browser fo block or alerf you about these cookies, but some parts of the sife will not then
work, These cookies do not store any personally identifiable information.

Name Description Lifespan

Google Tag Manager _de_gtm_UA-x000000x This cookie is associated with sites using Google Tag Manager o load other scripts and code info a page. @ few seconds
Where it is used it may be regarded as Sirictly Necessary as without if, ofher scripts may nof function
correctly. The end of the name is a unique number which is also an identifier for an associated Google
Analytics account.

OneTrust OptanonConsent This cookie is set by the cookie compliance solution from OneTrust. It stores information about the ayear
categories of cookies the site uses and whether visitors have given or withdrawn consent for the use of
each category. This enables site owners o prevent cookies in each categery from being set in the users

browser, when consent is not given. The cookie has a normal lifespan of one year, so that returning visitors

3. Uber's privacy policy

Uber’s privacy policy website here.

Uber’s privacy policy is another great example of being easily acceptable and digestible. The
very first thing on its privacy policy page is when the policy was last updated, where to
download it, and a menu where data subjects can easily access how their data is collected
and used.

This notice describes the personal data we collect, how it's used and shared, and your choices regarding this data. We recommend that you read this
along with our privacy overview, which highlights key points about our privacy practices.

Last modified: April 1, 2021
Effective date: April 1, 2021

Download previous version

Il. Overview

A.Scope

This notice applies to users of Uber’s services anywhere in the world, including users of Uber’s apps, websites, features, or other services.

This notice describes how Uber and its affiliates, including Postmates, collect and use personal data. This notice applies to all users of our apps, websites,
features or other services anywhere in the world, unless covered by a separate privacy notice, such as the Uber Freight Privacy Notice or Careem Privacy
Policy. This notice specifically applies to:

+ Riders: individuals who request or receive transportation, including those who receive transportation requested by another individual
» Drivers: individuals who provide transportation to Riders individually or through partner transportation companies
« Delivery recipients: individuals who request or receive food, or other products and services, including via Uber Eats or Postmates

+ Delivery persons: individuals who provide delivery or other services, Uber Eats or Postmates



4. Google's privacy policy
See Google’s Privacy policy website here.

Google is of course another great example of providing a transparent privacy policy for its
users. Complying with one of the GDPR’s most crucial policies—the ability for a data subject
to revoke consent of data—Google clearly depicts how and where a user can remove data.

EXPORTING & DELETING YOUR INFORMATION
Introduction

You can export a copy of your information or
delete it from your Google Account at any time

Information Google collects

Why Google collects data

You can export a copy of content in your Google Account if you want to back it up or use

Your privacy controls
privacy it with a service outside of Google.

Sharing your information
Keeping your information secure o Export your data

Exporting & deleting your information

To delete your information, you can:
Retaining your information

Compliance & cooperation with Delete your content from specific Google services
regulators
Search for and then delete specific items from your account using My Activity &

About this policy
Delete specific Google products &, including your information associated with

those products
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5. Twitter's privacy policy
See Twitter’s privacy policy here.

Twitter’s privacy policy website is outlined like those of the other leaders on this list,
providing how tweets, location, and personal information is used. They have also made it
relatively easy to read and understand the significance of the policy

——

Y Privacy Polcy ( Dowontpor ) X

1. Information You Share With Us
2. Additional Information We Receive About You

3. Information We Share and Disclose

4. Managing Your Personal Information With Us

5. Children and Our Services
6. Our Global Operations and Privacy Shield
7. Changes to This Privacy Policy




Q2. Explain the concept of Privacy by Design and Default as mandated by GDPR. How can
software and system architects incorporate these principles into the development of IT
systems to facilitate data privacy and compliance from the outset?

Answer:

Privacy-by-design and privacy-by-default are two cornerstone concepts of data protection
regulatory frameworks. Thus, compliance thereof is an essential legal prerequisite for any
entity which is involved in the collection, storage and processing of user's personal data. The
foregoing approaches to data privacy have been codified under the General Data Protection
Regulations, 2018 (the “GDPR”) and their influence is reflected in other data protection
legislations around the globe as well.

What is Privacy-by-Designe

The privacy-by-design approach enables organizations to proactively manage and avoid

privacy risks. To this end, the privacy-by-design framework requires an organization to

contemplate data privacy issues at the design stage of any system, service, product or

process, and then throughout the lifecycle.

In light of the foregoing assessment, organizations should incorporate such appropriate

technical and organizational measures in accordance with the nature of processing being

undertaken, which are designed to identify any privacy risks to individuals and mitigate

those risks, as well as implement data protection principles, and protect the rights of data

subjects.1

The privacy-by-design framework requires that privacy safeguards are organically integrated

into the operational phase of all activities and processing, rather than grafted on as an

afterthought as a result of a security incident or a personal data breach, thus ensuring data

privacy protections throughout the life cycle of a project or system.2

To comply with the privacy-by-design framework, organizations may adopt data-oriented or

process-oriented strategies. 3 The data-oriented strategies are technical in nature and focus

on privacy-friendly processing of data.4 These strategies focus on minimizing data

processing to the extent possible, limiting the detail in which personal data is processed, and

encrypting the data so it is not accessible to the public without authorization.5

The process-oriented strategies, on the other hand, cater to the processes involved in the

processing of personal data, and constitute informing data subjects of the processing of their

personal data in a timely and adequate manner. Process-oriented strategies focus on

providing data subjects with adequate control over the processing of their personal data,

and committing to, and enforcing the processing of personal data in a privacy-oriented

manner and demonstrating the same.6

In order to successfully implement the privacy-by-design approach, organizations must

ensure the following measures at minimum:

e conduct a privacy risk assessment;
e ensure appropriate security controls (including pseudonymisation and encryption)

depending on the nature of personal data and risks posed to the rights of individuals
and implement data protection principles effectively;



e provide clear and comprehensive information to data subjects regarding the
processing of their personal data, facilitate data subjects’ rights fulfillment, and
enable individuals to monitor the processing;

* minimize the processing of personal data, and ensure that the collection /
processing of personal data only happens pursuant to permitted lawful grounds; and

e implement strict internal and external access restrictions as per applicable privacy
laws.

What is Privacy-by-Defaulte
The privacy-by-default approach requires organizations to implement the strictest available
privacy-oriented settings by default.7 This is done to ensure data minimization, i.e., only
such processing is carried out which is considered to be strictly necessary to achieve
specified and lawful purposes.8 For this purpose, relevant, adequate and necessary data for
a specific processing purpose should be specified from the off-set and the data subjects
should be adequately informed.
To ensure compliance with privacy-by-default, organizations should also adhere to the data
protection principle of 'purpose limitation,'9 which mandates that an organization should
only collect and process such data which are relevant, adequate, and limited to specified,
explicit and legitimate purposes, and not further perform any processing activities which are
incompatible with the foregoing purposes.10
An example of the privacy-by-default approach in action would be that a social media
platform may, by default, limit the accessibility of a user's profile to an indefinite number of
persons.11
In order to successfully implement the privacy-by-default approach, organizations must
ensure the following measures at minimum:

e strictest privacy options must be enabled by default (opt-in consent mechanism by
default - unchecked consent boxes);

* not process any additional data without the consent of users or having another
lawful basis;

e data retention periods should be reasonable and proportionate to the purposes of
the processing;

e automatically delete or anonymize personal data once the purpose of the processing
has been fulfilled;

e provide users with sufficient control and transparency in relation to data processing
activities and present them with clear and comprehensive information;

e avoid the use of dark patterns while obtaining consent from users such as unequally
prominent 'accept or reject’ choices on cookie banners with the “accept” buttons
being more visually prominent, or by providing misleading or deceptive information
to users;

e avoid the use of cookie walls or making access to the website service conditional on
user's acceptance to data processing or cookies; and

e ensure personal data is not automatically made publicly available.

7 Foundation Principles
The fundamental principles underpinning the privacy-by-design and privacy-by-default
approaches are specified in the '7 Foundational Principles' 12 of privacy-by-design, as
developed by the Information and Privacy Commissioner of Ontario in 2009.13



These principles should serve as the bedrock of any policy, product, or system an
organization may develop in relation to data privacy.

1. 'Proactive not reactive; preventative not remedial’

An organization should take proactive measures to ensure the privacy of users' data and not
merely act post-facto, that is, upon the occurrence of breaches or other privacy issues.

2. 'Privacy as the default setting’

Any system, service, product, or business practice should have privacy-friendly options as
the default setting, and users should not have to make any additional interventions to
protect their data.

3. 'Privacy embedded into design’

The design of all systems, services, products and business practices should be such that all
applicable privacy requirements are catered and adhered to.

4. 'Full functionality - positive sum, not zero sum'

No trade-offs should be made in relation to protecting the rights of data subjects, and any
false dichotomies such as privacy or security should be avoided. All systems and products
should have full functionality while complying with all legitimate objectives under the data
protection framework.

5. 'End-to-end security - full lifecycle protection'

Appropriate privacy measures should be incorporated in a system's design before the
collection of data, and the same should extend securely throughout the lifecycle of data,
thus ensuring that data is securely collected, retained, and destroyed in a timely manner.

6. 'Visibility and transparency - keep it open’

All components of any business practice or technology that may be utilized in relation to the
collection, storage and processing of users' data, should remain visible and transparent to all
stakeholders.

7. 'Respect for user privacy - keep it user-centric'

All systems and processes should keep the privacy of users in paramount consideration,
offer privacy defaults, provide users with appropriate and timely notices, and ensure that
the data subject rights are fulfilled.

Codification under the GDPR
Article 25 of the GDPR codifies the principles of data protection by design and by default. It
requires all data controllers to implement appropriate technical and organizational
measures for the effective implementation of data protection principles and integration of
necessary safeguards into the processing of data.14 Having adequate security measures is
necessary for complying with the applicable legal requirements and protecting the rights of
data subjects.15



While identifying appropriate technical and organizational measures, organizations should
take into account the available technological tools and best organizational practices, cost-
friendly options (where available), the backdrop of the processing activity such as the
nature, scope, context and purposes of processing, and the risks posed to the rights of the
data subject, so appropriate measures can be identified to mitigate the same.16 In
accordance with Article 25, the data controller should identify such measures at the time of
determining the means and method of processing, so as to ensure that effective solutions
are incorporated at the design phase of a particular product or system.17

Furthermore, once the processing starts, the data controller has a continued obligation to
monitor the potential changes in the nature, scope or context of the processing, or the risks
posed to the data subjects, so as to ensure the continued effective implementation of data
protection principles in order to protect the rights of the data subjects.18

Article 25 further mandates that as part of the privacy-by-default approach, organizations
should, by default, ensure that only personal data, which are requisite for each specific
purpose of the processing, are collected, stored, processed, and made accessible. The term
'by default' refers to making choices regarding configuration values or processing options
that are prescribed in a processing system.19

Under Article 25, the controller is responsible for implementing such default processing
settings which limit the processing to that which is necessary for specified purposes, as pre-
determined by the controller.20 In determining the appropriate technical and
organizational measures for the implementation of the privacy-by-default approach,
organizations should take into account the same factors as applicable for the privacy-by-
design approach, but focus their application towards achieving data minimization and
purpose limitation.21

Article 25 concludes that approved certification mechanisms, as allowed under the GDPR,
may be used to demonstrate compliance with the privacy-by-design and privacy-by-default
requirements. It is worth noting that while Article 25 only refers to data controllers, it is
essential that an organization chooses data processors that provide sufficient guarantees to
comply with the requirements of the GDPR, including privacy-by-design and privacy-by-
default. This requirement stems under Article 28 of the GDPR, which mandates a controller
to only use those processors that provide sufficient guarantees of implementing appropriate
technical and organizational measures, to ensure that any processing activities are compliant
with the requirements of the GDPR. It further follows that any sub-processor engaged by the
processor should also remain compliant with the foregoing requirements.22

Furthermore, as per Recital 78 of the GDPR, organizations that are developing, designing,
selecting and using applications, services and products that are based on the processing of
personal data are encouraged to take into account data protection in consideration, and
implement privacy-by-design and privacy-by-default. As a natural corollary, in order to fulfill
their data protection obligations, controllers should also select and use those applications,
services and products in relation to data processing activities, which incorporate privacy-by-
design and privacy-by-default requirements.

It is important to note that whilst deciding whether to impose an administrative fine and
deciding on the amount of the administrative fine under the GDPR, due regard is required to
be given to the degree of responsibility of the controller or processor, taking into account
technical and organizational measures implemented by them pursuant to Article 25.
Moreover, if a controller or processor fails to comply with the obligations imposed by Article
25, they are liable to administrative fines up to 10,000,000 EUR, or in the case of an



organization, up to 2% of the total worldwide annual turnover of the preceding financial
year, whichever is higher.

Privacy Impact Assessment (“PIA”) and Data Protection Impact
Assessment (“DPIA”)

In order to comply with the privacy by design and privacy by default requirements,
organizations may conduct PIAs and DPIAs to identify, analyze and mitigate any privacy and
data protection risks associated with their processing activities during the design stage and
preempt any foreseeable harms to the privacy of the users or the public at large.23

Such assessments also help organizations in determining the appropriate technical and
organizational measures required to ensure legal and regulatory compliance and allow them
to embed these controls.24 In certain instances, conducting a DPIA may also be a legal
requirement. For example, as per Article 35 of the GDPR, a DPIA is considered to be
mandatory where the proposed processing activities are likely to result in a “high risk” to the
rights of individuals, processing of special categories of data on a large scale, processing of
data relating to criminal offenses or convictions on a large scale, systematic monitoring of
publicly accessible area on a large scale, or in the case of use of new technologies.

Conclusion
Privacy-by-design and privacy-by-default approaches are two integral aspects of data privacy
frameworks. Therefore, it is imperative for organizations to implement effective measures
which enable them to comply with their legal obligations. These measures should first be
incorporated at the time of design of any system, and thereafter woven throughout its
lifecycle to ensure that the users' data is protected, and their rights are not violated. Further,
organizations should conform their data processing activities to a 'privacy first' approach,
while minimizing and mitigating the risks posed to data subjects and granting them sufficient
autonomy and controls.

Q3.Discuss the role of cryptographic techniques in ensuring data security and compliance
with data protection regulations like GDPR and CCPA. Elaborate on the advantages and
challenges of using encryption and hashing in data handling.

Answer:

Since today’s era is dominated by digital transformation and evolving regulatory landscapes,
the importance of data security and compliance can’t be overstated. Businesses are
compelled to safeguard sensitive information and adhere to stringent regulations, making
cryptography in compliance a critical tool in achieving these objectives.

This comprehensive guide explores the role of cryptography in compliance, its significance,
and practical applications in ensuring data security and regulatory adherence.

The Fundamentals of Cryptography

Cryptography, the science of securing communication and information
through encryption techniques, forms the cornerstone of modern data security.



Cryptography transforms readable data, known as plaintext, into an unreadable format,
known as ciphertext, using algorithms and keys.

The security of this process relies on the mathematical complexity of these algorithms,
rendering it virtually impossible for unauthorized individuals to decipher the encrypted data
without the corresponding decryption key.

Cryptography operates on two primary principles:

e Confidentiality: This principle ensures unauthorized parties cannot access or
comprehend the protected information. Cryptographic algorithms achieve
confidentiality by converting data into ciphertext that you can only decrypt with the
proper key.

¢ Integrity: Cryptography also plays a vital role in maintaining data integrity. It allows
recipients to verify that the data they receive has not been tampered with during
transmission.

Cryptography and Regulatory Compliance

The landscape of regulatory compliance has grown increasingly complex over the years, with
regulations such as the General Data Protection Regulation (GDPR), Health Insurance
Portability and Accountability Act (HIPAA), and Sarbanes-Oxley Act (SOX) imposing strict
requirements on how organizations handle and protect data. Cryptography serves as a
support in meeting these compliance mandates by addressing critical aspects of data
security and privacy.

e Data Encryption: Most compliance regulations mandate the encryption of sensitive
data at rest and in transit. Cryptography provides the means to encrypt data,
ensuring it remains confidential even if it falls into the wrong hands.

e Access Control: Cryptographic keys can be used to control access to sensitive
information. Compliance requirements often include strict access controls, and
cryptography helps organizations implement these controls effectively.

e Auditing and Logging: Cryptographic techniques are essential for generating secure
logs and audit trails, which are crucial for compliance reporting. These logs provide a
detailed record of who accessed what data and when.

e Data Integrity: Ensuring data integrity is a core requirement in many compliance
regulations. Cryptographic hashing algorithms help verify that data has not been
altered or corrupted.



Practical Applications of Cryptography in Compliance

Let’s explore some practical applications of cryptography in the context of compliance:

¢ Secure Data Storage: Organizations can use cryptographic techniques to protect
sensitive data stored on servers, databases, or the cloud. Encrypting data at rest
ensures that the data remains inaccessible to unauthorized parties, even if physical or

digital breaches occur.

¢ Secure Communications: Cryptography secures communication channels, enabling
organizations to transmit sensitive information securely. This is particularly critical
for industries like healthcare and finance, where patient records and financial data are

frequently exchanged.

¢ Identity and Access Management (IAM): Cryptographic methods are integral to
IAM systems, ensuring that only authorized personnel can access sensitive systems
and data. Multi-factor authentication (MFA) and digital certificates are examples of

IAM solutions that rely on cryptography.

¢ Tokenization: Tokenization replaces sensitive data with non-sensitive equivalents,
known as tokens. This practice reduces the scope of compliance audits as sensitive

data is no longer stored or transmitted.

¢ Blockchain Technology: In supply chain and finance industries, blockchain relies
heavily on cryptographic techniques to secure transactions and maintain an immutable

ledger, satisfying compliance requirements for transparency and data integrity.
« Digital Signatures: Cryptographically generated digital signatures authenticate the
origin and integrity of electronic documents, ensuring their legal validity. This is

particularly important for compliance in fields like legal and e-commerce.

¢ GDPR Encryption Requirements



The GDPR is one of the largest data privacy regulations in the world and aims to protect the
privacy of people located in the EU. Although this may seem EU specific, it’s not. Virtually
the whole world interacts with the EU in one way or another, which means that businesses
around the world need to comply with the GDPR as well.
The General Data Protection Regulation recognizes the importance of encryption, which is
why under article 32 “security of processing,” the GDPR states:
Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of security
appropriate to the risk, including inter alia as appropriate:
1. the pseudonymisation and encryption of personal data;
2. the ability to ensure the ongoing confidentiality, integrity, availability and resilience
of processing systems and services;
3. the ability to restore the availability and access to personal data in a timely manner in
the event of a physical or technical incident;
4. aprocess for regularly testing, assessing and evaluating the effectiveness of technical
and organisational measures for ensuring the security of the processing.”
Reading this may make it seem that encryption is only but a suggestion under the GDPR,
but recital 83 states:
In order to maintain security and to prevent processing in infringement of this Regulation, the
controller or processor should evaluate the risks inherent in the processing and implement
measures to mitigate those risks, such as encryption. Those measures should ensure an
appropriate level of security, including confidentiality, taking into account the state of the art
and the costs of implementation in relation to the risks and the nature of the personal data to
be protected. In assessing data security risk, consideration should be given to the risks that
are presented by personal data processing, such as accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed which may in particular lead to physical, material or non-material
damage.”
The GDPR requires organizations to incorporate encryption in order to protect consumers’
data and to mitigate the risks associated with data transfers (such as data sprawl or

cyberattacks).

¢ CCPA Encryption Requirements



Under the California Consumer Privacy Act, there’s no explicit mention of requiring
encryption measures, although organizations are wise to do so. That’s because even though
there may not be an explicit requirement for data encryption, there are fines associated with
data breaches involving “nonencrypted or nonredacted personal information” (up to $750 per
consumer per incident or actual damages). These fines may be waived in cases where
encryption is used since the breached data is encrypted and unintelligible without the
decryption key.

For the highest level of security, encryption should be used to protect data both while it’s at
rest and in transit, regardless of where it is shared. Organizations have a responsibility to their
consumers and need to layer data-centric encryption into their data management solution to
facilitate the secure transfer of data when fulfilling data subject requests (DSRs).

Under the California Civil Code Section 1798.81.5, an organization or business that meets
specific requirements and processes a California residents’ personal data is obligated to
implement and maintain reasonable security procedures and practices appropriate to the
nature of the information it processes. This is where “reasonable security” considerations

must be given.

Hash data structures are a fundamental building block of computer science and are used in
a wide range of applications such as databases, caches, and programming languages. They are
a way to map data of any type, called keys, to a specific location in memory called a bucket.
These data structures are incredibly fast and efficient, making them a great choice for large
and complex data sets.
Applications of Hash:
e Hash is used in databases for indexing.
¢ Hash is used in disk based data structures.
¢ In some programming languages like Python, JavaScript hash is used to implement
objects.
¢ Hash tables are commonly used to implement caching systems
¢ Used in various cryptographic algorithms.
¢ Hash tables are used to implement various data structures.
¢ Hash tables are used in load balancing algorithms
¢ Databases: Hashes are commonly used in databases to store and retrieve records
quickly. For example, a database might use a hash to index records by a unique
identifier such as a social security number or customer ID.
e Caches: Hashes are used in caches to quickly look up frequently accessed data. A
cache might use a hash to store recently accessed data, with the keys being the data

itself and the values being the time it was accessed or other metadata.



¢ Symbol tables: Hashes are used in symbol tables to store key-value pairs representing
identifiers and their corresponding attributes. For example, a compiler might use a
hash to store the names of variables and their types.

¢ Cryptography: Hashes are used in cryptography to create digital signatures, verify the
integrity of data, and store passwords securely. Hash functions are designed such that
it is difficult to reconstruct the original data from the hash, making them useful for
verifying the authenticity of data.

¢ Distributed systems: Hashes are used in distributed systems to assign work to
different nodes or servers. For example, a load balancer might use a hash to distribute
incoming requests to different servers based on the request URL or other criteria.

¢ File systems: Hashes are used in file systems to quickly locate files or data blocks. For
example, a file system might use a hash to store the locations of files on a disk, with

the keys being the file names and the values being the disk locations.

Real-Time Applications of Hash:

¢ Hash is used for cache mapping for fast access of the data.
¢ Hash can be used for password verification.

¢ Hash is used in cryptography as a message digest.

Applications of Hash:

¢ Hash provides better synchronization than other data structures.

¢ Hash tables are more efficient than search trees or other data structures.

¢ Hash provides constant time for searching, insertion and deletion operations on
average.

¢ Hash tables are space-efficient.

¢ Most Hash table implementation can automatically resize itself.

o Hash tables are easy to use.

¢ Hash tables offer a high-speed data retrieval and manipulation.

¢ Fast lookup: Hashes provide fast lookup times for elements, often in constant time
O(1), because they use a hash function to map keys to array indices. This makes them
ideal for applications that require quick access to data.

o Efficient insertion and deletion: Hashes are efficient at inserting and deleting elements
because they only need to update one array index for each operation. In contrast,
linked lists or arrays require shifting elements around when inserting or deleting

elements.



¢ Space efficiency: Hashes use space efficiently because they only store the key-value
pairs and the array to hold them. This can be more efficient than other data structures
such as trees, which require additional memory to store pointers.

o Flexibility: Hashes can be used to store any type of data, including strings, numbers,
and objects. They can also be used for a wide variety of applications, from simple
lookups to complex data structures such as databases and caches.

¢ Collision resolution: Hashes have built-in collision resolution mechanisms to handle
cases where two or more keys map to the same array index. This ensures that all

elements are stored and retrieved correctly.

Q4. Explore the technical challenges associated with cross-border data transfers under
GDPR. How can organizations implement adequate safeguards, such as Standard
Contractual Clauses (SCCs) or Binding Corporate Rules (BCRs), to facilitate international
data flows while ensuring compliance?

Answer:

As the global economy becomes more digital with the rise of e-commerce, cloud computing,
digital health, etc., the boundaries that once contained the flow of data are dissolving. In this
borderless digital landscape, the need for robust frameworks governing cross-border data
transfers is increasingly important as data privacy, security, and regulatory compliance are at
risk. Organizations need to transfer personal information across borders for efficiency and
scalability to support their internal business models and provide services to customers across
different geographies. Additionally, out of necessity, organizations must provide transparency

of their data transfer mechanism to clients, stakeholders, and regulators.



What is your greatest concern with Cross Border Data Transfers?

Data impact assessments Regulatory
fragmentation

Constantly shifting regulatory
requirements

Compliance fatigue Difficulty in
establishing a
global
compliance
framework

>

Currently, businesses are facing many challenges when it comes to initiating cross-border
data transfers. Based on a recent Baringa poll, we found that the greatest friction in the data
transfer process is from data impact assessments and constantly shifting regulatory
requirements.

Cross-border data transfers are subject to legal bases and regulatory requirements that must
be addressed to enable the free transfer of data. This applies to internal transfers within an
organization that spans across borders, as well as to external transfers to other organizations
across borders. For example, in many jurisdictions, like the EU and UK, regulations mandate
that, at a minimum, to transfer data safely and legally from one country to another, the
receiving country needs to have an equivalent level of privacy control over personal
information as the transferring country. Only then can they receive an adequacy decision,
granted by a data privacy regulatory or government authority such as the European
Commission for the EU, and freely transfer data across borders.

Organizations have several options available to facilitate compliant cross-border data
transfers, with adequacy decisions being just one among them. The selection of the
appropriate mechanism will depend on the destination country for the data transfer and the
specific frameworks used by your organization.

Existing Mechanisms for Cross-Border Data Transfers:As of today, there is no global
framework for the certification of adequate data protection to transfer data across borders.
However, several countries and regional blocs have established rules and regulations to
govern cross-border data transfers.

Here are five mechanisms currently in use for cross-border data transfers:

1. Adequacy decisions: Some data protection laws allow data to be transferred to
jurisdictions recognized by a public authority as providing an adequate level of data



protection compared to the domestic laws. As per the EU’s General Data Protection
Regulation (GDPR), adequacy decisions are granted by the European Commission.
According to research by the IAPP, 74 jurisdictions allow a public authority, such as the data
privacy regulator or a government authority, to make adequacy decisions for the transfer of
data. It is important to note, however, that adequacy decisions are not guaranteed to remain in
effect indefinitely and may be re-evaluated based on evolving circumstances or changes in
data protection regulations.

Gl dequacy capabilities

Source: [1]

2. Contractual arrangements: Contractual arrangements or data transfer agreements are
used to permit the transfer of data outside an organization’s jurisdiction. The contracts ensure
that appropriate compliance safeguards, such as data handling and storing requirements, are
strictly followed. In practice, businesses most commonly use formulations for contract
provisions known as Standard Contractual Clauses (SCCs). These are standardized
contractual terms, pre-approved by the European Commission for compliance with the
GDPR, which can be incorporated into contracts between data exporters and data importers
for international data transfers.

Based on analysis by IAPP, 71 countries currently have draft, template, or standard
contractual clauses in place.
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3. Intra-firm transfers (BCRs): Binding Corporate Rules (BCRs) are a set of internal
policies and agreements that regulate data compliance and allow for cross-border data
transfers within an organization. BCRs are recognized by the following jurisdictions: EU,
UK, Brazil, Singapore, and South Africa. Many organizations adopt the EU BCRs as a means
of structuring their worldwide data privacy compliance efforts. However, implementing
BCRs can be complex and time-consuming as they require approval from relevant data
protection authorities.

4. Certification mechanisms: Several jurisdictions accept certifications by approved data
authorities for cross-border data transfer. To become certified, the business must obtain
approval from a third-party Accountability Agent (AA). The AAs can be either a public body
or a private entity. The only certification-based transfer mechanism currently used today is
the APEC Cross-Border Privacy Rules (CBPR) System. This certification demonstrates
compliance and is recognized in eight countries: Australia, Canada, China, Japan, South
Korea, Mexico, Singapore, and the US. Currently, there is no organization authorized to
provide certification for CBPR in the EU. However, it is anticipated that the EU will soon
develop an accreditation process for organizations to become authorized certification bodies
for these systems.

5. User consent: Although difficult to scale, obtaining user’s consent has historically
served as the prevailing approach for cross-border data transfers due to the absence of more
suitable alternatives. This holds particularly true for companies operating within a convoluted
legal environment, where consent stands as the sole fundamental component amidst diverse



data transfer frameworks. The user consent must be informed, specific, unambiguous, and the
standards for obtaining consent, often varying, must be met across all relevant jurisdictions.
Under GDPR, user consent may be used as a mechanism for transfer only in cases where an
adequacy decision or appropriate safeguards, such as SCCs or BCRs, are not eligible.

The lack of a global framework for the certification of adequate data protection can make it
challenging for organizations to navigate the complex landscape of data protection
regulations. However, by following established rules and regulations within each jurisdiction
and implementing appropriate mechanisms for cross-border data transfers, organizations can
help to ensure that data is transferred in compliance with applicable laws and regulations.

GDPR Requirements for cross-border data transfers

To ensure GDPR compliance in cross-border data transfers, companies must meet specific
requirements, including:

¢ Standard Contractual Clauses (SCCs): companies should add SCCs, which are model
contract clauses, to contracts with third-party data recipients. Companies facilitate
international data transfers outside the EU while ensuring compliance by requiring the
receiving party to deploy GDPR-like data protection measures. This helps them avoid
liability.

¢ Binding Corporate Rules (BCRs): BCRs are internal policies that govern the handling
of personal data within a multinational corporation. BCRs protect personal data
company-wide, regardless of location.

¢ Data protection certification mechanisms: Data protection certification mechanisms,
approved by relevant authorities, have a maximum three-year validity with renewal.

Best practices for GDPR compliance in cross-border data transfers

Besides these requirements, companies should also follow best practices for GDPR
compliance, including:

¢ Conducting a Data Protection Impact Assessment (DPIA): DPIA is required by
GDPR whenever a new project is started that could pose a "high risk" to other
people's personal information.

¢ Implementing appropriate technical and organizational measures to protect personal
data: This includes encryption, access controls, and regular security audits.

¢ Obtaining explicit consent from individuals where required.

¢ Maintaining detailed records of data transfers and any third-party recipients of

personal data.
Benefits of GDPR Compliance

However, while GDPR compliance may seem like a burden for companies, it offers many
benefits, including:

¢ Improved customer trust: Companies that comply with GDPR and protect customer
privacy build trust, enhancing satisfaction and fostering loyalty and retention.

¢ Avoidance of heavy fines: Non-compliance with GDPR can result in significant fines.
This can have a negative impact on a company's bottom line. Companies can avoid



heavy fines and penalties by ensuring GDPR compliance during cross-border data
transfers.

Improved quality of data: GDPR compliance requires companies to maintain accurate
and up-to-date personal data. This can help improve data quality, resulting in better
decision-making and business outcomes.

Global expansion opportunities: GDPR-compliant companies can confidently expand
and collaborate with international customers and partners.

Q5: Analyze the technical implications of complying with California Consumer Privacy Act
(CCPA) requirements, particularly in terms of data access and deletion requests. How can
organizations architect their data infrastructure to efficiently respond to consumer
requests while maintaining compliance?

Answer:

The CCPA covers business — defined as a for-profit legal entity — that collects and
sells the personal information of consumers. Per CCPA, the regulation applies to
businesses that meet any one of the following criteria:

Has an annual gross revenue of over $25 million

Gathers, buys, sells, or receives the personal information of over 50,000 California
residents, households, or devices

Derives more than 50% of annual revenue from selling the personal information of
California residents

Moreover, California lawmakers included language to exempt businesses that are
already subject to robust federal data protection regulations. These types of companies
include:

Health providers and insurers already subject to HIPAA

Banks and financial companies covered by Gramm-Leach-Bliley

Credit reporting agencies, such as Equifax and TransUnion, that are under the Fair
Credit Reporting Act

Why do we have the California Consumer Privacy Act?

While companies previously were forced to take steps to safeguard customer data,
entities weren’t held responsible for what they did with it and with whom they shared
information. With consumers now able to have greater visibility into how their data is
being used — and the ability to control and access that data — the CCPA represents a
giant step forward in personal data privacy.

With CCPA, legislators wanted to leave no doubt that personal data belonged strictly
to the consumer. The types of data where consumers now have control over the
collection, usage, and sharing of include:

Credit and debit card numbers

Legal names

Postal addresses

Social security numbers



¢ Demographic information

¢ Income and financial data

¢ Browsing and search history

¢ Age and date of birth

¢ Political and religious affiliation

¢ Education information

¢ Unique online account names

¢ Drivers license and passport

¢ Geolocation and biometric data

¢ Any other uniquely identifiable information

What are the CCPA Requirements?

The CCPA outlines specific requirements for companies that correlate with consumer
rights over their personal data. These core requirements are as follows:

+ Right to Disclosure. If you collect information about a consumer protected by the
CCPA, then you must inform the consumer of your intentions at or before the point of
data collection.

+ Right to Access. Consumers have the right to request you provide them with the
information in a readily usable format. This must be free of charge and provided
within 45 days from the request. Individuals must also have clear and easy access to
your full privacy policy.

¢ Right to Contact Information. You’re required to inform consumers where they can
find more information about your privacy policy and CCPA compliance efforts. You
also need to provide a toll-free telephone number and online contact details should
they decide to contact you to exercise any CCPA-related rights.

+ Right to be Forgotten. If a consumer requests that you delete any personal data and
information, you’re legally mandated to do so under the CCPA. There are very
narrow exceptions in cases where you need the information to fulfill some form of
superseding legal obligation.

¢ Opt-out of Data Sales and Marketing. If you do sell visitors’ personal information,
you must give consumers the opportunity to opt-out of this transaction. You’re
required to have a web page that clearly presents an opt-out option, preferably with a
link to your privacy policy page. They must also be able to opt-out of data usage for
future marketing efforts.

¢ Right to Fair Treatment. In no way, shape, or form can you discriminate or treat
users differently based on whether or not they exercise their CCPA rights. You must
provide the same level of access and service to all consumers regardless of which
rights they exercise.

¢ Periodic Privacy Policy Updates. You must update your privacy policy every 12
months. That way, customers know if you’re now collecting, selling, processing, or
otherwise handling data differently than before. Or if you’re gathering more
information than previously stated.

These requirements represent the basis of successful CCPA compliance. Now, you’re
ready to put this knowledge into action by learning exactly how to begin your CCPA
compliance journey.

Step-by-Step Guide to CCPA Compliance

Follow the six steps below to learn how to become CCPA compliant.



Step 1: Update Privacy Policy and Notices

The first thing you’ll need to do is review your current privacy policy, conduct a CCPA gap
assessment, and update the policy where needed. Your new privacy policy should address all
of the new rights as outlined above under the CCPA, and your procedures for granting said
rights under various circumstances. Your privacy notices to consumers also need to be
updated, informing them in more detail at the point of data collection about how their data
can and will be used.

Step 2: Maintain a Sound Data Inventory

You’ll also need to maintain a data inventory, which is essentially a database that tracks all
information processing activities. This includes various business processes, products, devices,
and software that handles consumer data at any given time. Your CCPA data classification
should identify which data types are sold, shared with third parties, or used for marketing
purposes. Any rights requests for specific data types should also be recorded in the data
inventory as proof that you’re CCPA compliant.

Step 3: Implement Data Rights Protocols

The new consumer data rights set forth by CCPA should be central to your compliance
efforts. Therefore, you need processes and protocols in place if and when consumers decide
to exercise any of those rights. If a consumer contacts you to utilize their Right to Be
Forgotten, for instance, your IT team should know exactly where that data is housed and
already have a streamlined process in place to dispose of the data and notify the consumer in
a CCPA-compliant way. Have protocols at the ready so that when consumers exercise their
rights, the process is efficient and fully compliant.

Step 4: Fortify Your Cybersecurity Stack

Under the CCPA, all covered businesses are required to protect personal data with
“reasonable” security measures. While this might seem like vague, legal language, in practice
it typically means taking a risk-based approach to cybersecurity. You’ll want to assess the
risks to your various data types, rank them in terms of most vulnerable to least, and beef up
systems and technology where the risk is greatest. While the cost of implementing a

new security and privacy platform for high-risk data can be high, if there’s a breach and
you’re found to have not taken reasonable measures, the fines and penalties may far exceed
the upgrade costs.

Step 5: Audit Third-Party Processor Agreements

If you work with other companies to process, store or transmit consumer data, you’ll need to
audit and update those contracts to become CCPA compliant. This is where working with an
experienced CCPA compliance partner can be extremely useful in helping you insert standard
contractual language into your partnership agreements with minimal legal headache. Your
contracts should cover all the bases with regards to CCOA compliance, from how your third
parties process data to how they’ll work with you during data rights requests.

Step 6: Ongoing Internal Data Privacy Training



The CCPA mandates that you ensure all individuals who are involved with the handling of
consumer data — especially those who process data rights requests — undergo training in
how to do so safely and securely. While CCPA leaves it somewhat open-ended in terms of
the “how,” typical training mechanisms can include on-site classroom sessions, live virtual
training, or standardized courses with materials and testing. While the CCPA doesn’t
specifically state how often training should take place, it’s recommended that you conduct
refreshers on an annual basis at minimum.

CCPA Compliance ChecKklist

CCPA compliance doesn’t have to be a stressful, all-consuming effort within your
organization. Here are a few tips and action items that you can take along with ways to ensure
you’re CCPA compliant now, and well into the future.

1. Preparation

¢ Identify and classify your data assets
e Understand new consumer rights

e Conduct a data risk assessment

e Scour systems for hidden data

2. Implementation

¢ Update your data privacy policy

¢ Implement rights response processes

¢ Adjust permission and access controls
e Upgrade critical systems and software

3. Maintenance

¢ Review your privacy policy annually
¢ Conduct regular CCPA training

¢ Eliminate unnecessary data regularly
¢ Streamline rights response processes

How is Compliance Enforced?

The California Attorney General has the ultimate authority to enforce CCPA. Fines for non-
compliance depend on the offense and various other factors. The CCPA provides for a
“private right of action” in instances where there’s theft or disclosure of non-encrypted or
non-redacted personal information.

Real World CCPA Penalties

Civil penalties start at $2,500 per violation for non-compliance that is deemed unintentional.
For intentional non-compliance, those fines jump to as much as $7,500 per violation. There’s
also the time frame in which the business responds. The CCPA states that if a company can
“cure” the non-compliance within 30 days of being notified of the offense, they get off with a
warning. If they can’t remedy the situation within the 30-day window, they’re back on the
hook and once again subject to fines.



Data breaches are a separate matter, giving affected consumers the right to take specific
action against the offending company. Consumers can bring an action for statutory damages
in the event of a data breach caused by the organization’s failure to implement reasonable
security procedures.

Q6. Explain the technical aspects of implementing a robust Access Control Mechanism to
comply with data protection regulations. Discuss the role of authentication, authorization,
and auditing in maintaining data security and privacy.

Answer:
Types of Access Control: Complementary Control Mechanisms

Access control measures regulate who can view or use resources in a computing system,
often relying on authentication or authorization based on log-in credentials. They are
essential to minimizing business risks. Access control systems can be physical, limiting
access to buildings, rooms, or servers, or they can be logical, controlling digital access
to data, files, or networks.

Role Corporate Email CRM Customer Unix Employees
Network DB info
User No No No No
IT System
Admin
Developer No No No
Sales No No No
Consultant
HR No No No

Role-based access control can be complemented by other access control techniques.
Examples of such types of access control include:



Discretionary Access Control (DAC)

The owner of a protected system or resource sets policies defining who can access it. DAC
can involve physical or digital measures, and is less restrictive than other access control
systems, as it offers individuals complete control over the resources they own. However, it is
also less secure, because associated programs inherit security settings and allow malware to
exploit them without the knowledge of the end-user. You can use RBAC to implement DAC.

Mandatory Access Control (MAC)

A central authority regulates access rights based on multiple levels of security. MAC involves
assigning classifications to system resources and the security kernel or operating system.
Only users or devices with the required information security clearance can access protected
resources. Organizations with varying levels of data classification, like government and
military institutions, typically use MAC to classify all end users. You can use role-based
access control to implement MAC.

Types of Access Control: RBAC Alternatives
Other access control mechanisms could serve as alternatives to role-based access control.
Access Control List (ACL)

An access control list (ACL) is a table listing the permissions attached to computing
resources. It tells the operating system which users can access an object, and which actions
they can carry out. There is an entry for each user, which is linked to the security attributes of
each object. ACL is commonly used for traditional DAC systems.

RBAC vs ACL

For most business applications, RBAC is superior to ACL in terms of security and
administrative overhead. ACL is better suited for implementing security at the individual user
level and for low-level data, while RBAC better serves a company-wide security system with
an overseeing administrator. An ACL can, for example, grant write access to a specific file,
but it cannot determine how a user might change the file.

Attribute-Based Access Control (ABAC)

ABAC evaluates a set of rules and policies to manage access rights according to specific
attributes, such as environmental, system, object, or user information. It applies boolean logic
to grant or deny access to users based on a complex evaluation of atomic or set-valued
attributes and the relationship between them.

In practical terms, this allows you to write rules in eXtensible Access Control Markup
Language (XACML), using key-value pairs like Role=Manager and Category=Financial.

RBAC vs ABAC

While RBAC relies on pre-defined roles, ABAC is more dynamic and uses relation-based
access control. You can use RBAC to determine access controls with broad strokes, while



ABAC offers more granularity. For example, an RBAC system grants access to all managers,
but an ABAC policy will only grant access to managers that are in the financial department.
ABAC executes a more complex search, which requires more processing power and time, so
you should only resort to ABAC when RBAC is insufficient.

Implementing Role-Based Access Control

Role-based access control allows organizations to improve their security posture and comply
with security regulations. However, implementing role-based access control across an entire
organization can be complex and may result in pushback from stakeholders. To succeed in

your move to RBAC, you should treat the implementation process as a series of steps.

Understanding your business needs—before you move to RBAC, you should run a
comprehensive needs analysis to examine job functions, supporting business processes and
technologies. You should also consider any regulatory or audit requirements and assess the
current security posture of your organization. You may also benefit from other types of
access control.

Planning the scope of implementation—identify the scope of your RBAC requirements and
plan the implementation to align with the organization’s needs. Narrow your scope to focus
on systems or applications that store sensitive data. This will also help your organization
manage the transition.

Defining roles—it will be easier to define your roles once you have performed the needs
analysis and understand how individuals perform their tasks. Watch out for common role
design pitfalls like excessive or insufficient granularity, role overlap, and granting too many
exceptions for RBAC permissions.

Implementation—the final phase involves rolling out the RBAC. Do this in stages, to avoid
an overwhelming workload and reduce disruption to the business. First, address a core group
of users. Start with coarse-grained access control before increasing granularity. Collect
feedback from users and monitor your environment to plan the next stages of implementation.

Q7. How do Distributed Ledger Technologies (DLTs) such as blockchain impact compliance
with data protection regulations like GDPR and CCPA? Discuss the technical challenges and
benefits of using blockchain for data transparency and security.

Answer:

Distributed ledger technology (DLT) is the technological infrastructure and protocols that
allow simultaneous access, validation, and record updating across a networked database. DLT
is the technology blockchains are created from, and the infrastructure allows users to view
any changes and who made them, reduces the need to audit data, ensures data is reliable, and
only provides access to those that need it.

KEY TAKEAWAYS

¢ Distributed ledgers are maintained by a network of nodes, each of which has a copy of
the ledger, validates the information, and helps reach a consensus about its accuracy.

¢ Distributed ledgers have been around for decades but have become more well-known,
researched, used, and developed since Bitcoin was introduced.



¢ Distributed ledgers can be used in nearly every industry where data is collected and
used.

¢ All blockchains are distributed ledgers, but not all distributed ledgers are blockchains.

¢ Though DLT enhances accountability, security, and accessibility, it is still complex,

difficult to scale, and not subject to strong regulation.
Industries Using Distributed Ledger Technology

Distributed ledgers are created for many different purposes, but one of the most used ways is
as a platform for others to scale and use. One of the more well-known distributed ledgers is
Hyperledger Fabric. It is a modular and scalable DLT platform that several businesses have
used to create solutions that span many industries. Some industries that have implemented
DLT solutions include aviation, education, healthcare, insurance, manufacturing,
transportation, and utilities.2

Supply chains can benefit greatly from DLT. Many factors make them inefficient, inaccurate,
and susceptible to corruption or losses. Fujitsu, a global data and information technology
company, has designed distributed ledger technology to enhance supply chain transparency
and fraud prevention by securing and tracking data.

Fujitsu's Rice Exchange was created to trade rice, ensuring data regarding sources, prices,
insurance, shipping, and settlement are recorded on the ledger. Anyone involved can look at
any data and find accurate information regarding the entire process because it cannot be
changed. All data is entered and secured automatically by the platform—it will eventually
provide tracking information for rice shipping containers as it is shipped to its final
destination.3

Uses of Distributed Ledger Technology

Aside from specific industries, there are also specific situations where DLT solutions have
proven to add value. Some examples of specific uses of DLT include:

¢ Record transactions. DLT enables secure, transparent and decentralized transactions
without the need for a central authority. As DLT is a ledger, it records inflows and
outflows. Though this naturally lends itself to financial records, DLT can record any
type of transaction even without financial undertones.

¢ Secure identities. DLT can be used to create a secure and tamper-proof digital
identity for individuals, as the technology can provide a reliable way to verify
identities and prevent identity theft.

¢ Collect votes. DLT can be used to create a secure and transparent voting system that
can prevent voter fraud and ensure the integrity of the voting process. As mentioned
above, as transactions (financial or non-financial) are recorded, a transparent,
immutable, open ledger of interactions with users is saved. This enhances the equity
and believability of a collection of opinions.

+ Enter contracts. DLT allows for smart contracts, agreements that automatically
execute or complete based on prevailing conditions. For example, an insurance claim
may automatically release funds once the claim has been processed. This limits error,
and DLTs make it more difficult for precarious activity by bad actors.

¢ Demonstrate ownership. DLT can be used to record property transactions, creating a
tamper-proof and transparent record of ownership and transfer of property. Though



there are some limitations on translating real-world ownership of physical assets to a
distributed ledger, the ledger may be able to convey an unchangeable source of truth
regarding ownership.

DLT may also be referred to as a shared ledger as it requires a ledger to be shared across a
peer-to-peer computer network.

Advantages and Disadvantages of Distributed Ledger Technology
Pros of DLT

DLT holds many benefits over more traditional centralized ledger systems. Because DLT is a
decentralized system, there is no central point of control or failure. This makes DLT more
resilient to attacks and less vulnerable to system-wide failures. Also, because DLT uses
cryptographic algorithms to secure data, DLT is nearly impossible to tamper with or forge
records. This enhances the trustworthiness of the data and reduces the risk of fraud.

DLT allows for transparent access to data and transactions, allowing all users of the DLT
greater visibility into the operations of the system. This may lead to greater buy-in from users
due to transparency and accountability of records.

DLT can streamline processes by removing intermediaries and automating transactions
through smart contracts. Because smart contracts may automatically execute when contract
conditions are met, there may be less need for human interaction or administration. This can
reduce costs and increase efficiency.

Last, DLT can enable greater financial inclusion. Some people may have not have access
to traditional banking services. As DLT often relies only on an internet connection,
individuals who would be otherwise limited may have access to a greater range of services.
This extends to the use of different platforms and networks via interoperability.

Blockchain And The GDPR Collide Over Your Personal Data When it comes to data
privacy law and your personal data, blockchain technology represents the proverbial
round peg that does not fit squarely within the four corners of the law. Tom Kulik an IP
& IT Partner Dallas-based law firm Scheef & Stone, LLP -

If you haven’t heard about blockchain technology by now, you probably have not been
paying attention. Promising to transform everything from currencies to supply-chain
management, blockchain (also referred to as distributed ledger technology, or DLT) provides
an independent, distributed, secure mechanism to handle and process huge numbers of
records in a traceable and verifiable way. That said, data can be made up of many different
elements, including personally identifiable information (referred to broadly in this article as
“personal data”). In the march to deploy this technology, however, there are questions that
need to be asked regarding personal data that may be uploaded to the blockchain, and how
the technology will comply with current U.S. and international data privacy laws. Needless to
say, the answers are elusive, and more difficult to address than you may think.



For one, blockchain records are immutable — once a record is added, it is designed to remain
unchanged. This is at odds with requirements of the General Data Protection Regulation
(GDPR) in the EU. The GDPR requires that personal data of a “data subject” be changed or
removed if the data subject so requests (sometimes referred to as the “right to be

forgotten”). Further, California’s recently enacted Consumer Protection Act (CCPA) seems to
have taken a cue from the GDPR by providing “consumers” the right to have their “personal
information” deleted under Cal. Civil Code § 1798.105. Blockchain applications that seek to
incorporate personal data within the blockchain will need to address this conundrum, such as
by “forking” to a new chain (not really a viable long-term solution, IMHO), using mutable
“side chains” (which deflates one of the powerful features of blockchain), or otherwise
placing such personal data outside the blockchain (which, some would argue, starts defeating
the purpose of using a blockchain in the first place).

Further, the blockchain is highly distributed by design, creating some interesting
jurisdictional issues. Whether public or private, a blockchain is made up of many, many,
different nodes, Does each node need to be GDPR compliant? If so, who is responsible for
ensuring each node is GDPR-compliant? In the event of a personal data breach, what is the
appropriate jurisdiction and applicable law? Just to make things more complicated, how will
EU regulators view (and answer) such issues? These are compelling questions with elusive
answers, but answers will be required. The penalties for non-compliance with the GDPR are
up to €20 million or four (4) percent of gross annual turnover, whichever is greater (and yes,
you read that correctly).

Q8. Investigate the technical challenges of ensuring the right to be forgotten (Data
Erasure) under GDPR, especially in complex IT infrastructures and cloud environments.
What strategies can organizations employ to effectively erase personal data from
distributed systems?

Answer:

Organization of structures for information security and data protection
Information security

The European Commission proposes the definition “Information security is the protection of
networks and information systems against human error, natural disasters, technical
malfunctions or malicious attacks”, which includes all Information and Communication
Technologies (ICT) and IT-services in the digital age. It is clear that the poor information
security might compromise the system and could cause additional damages and costs. There
are terms with specific differences in the field of security of information resources: V
Information Security is protection of the information in all possible forms (electronic, printed
or other); Y Computer Security covers the functioning of computer systems and networks and
the information processed by them; \ Information Protection includes risk management
practices related to the use, processing, storage and transmission of information, including
systems and processes for that purpose, with the primary aim of preventing data loss in
critical situations. Two groups of components of the information security can be determined:



1. Organizational components: \ Physical security for protection of physical data resources
and systems (hardware, software, networks, etc.) and it includes procedures for access
control, limited copying of data to other devices, separated segments of the internal network,
and preventive actions against fire, flood, terrorist attacks, etc.; \ Security of processes — it is
determined as critical for the business processes and must guarantee continuity of the
business without interruption due to accidents, natural disasters or human errors.

2. IT components: \ Application security (protection against threats, theft, modification, or
deletion of the applications); \ Mobile security (means and tools for protection of different
portable devises and their corresponding network connections); \ Network security (set of
technologies, policies and practices for protection of the network infrastructure and all
connected devises, including the endpoints protection); \ Internet security (protection of
software applications, web browsers and virtual private networks to counteract attempts for
data transfer by malicious software, phishing attacks, and denial of service attacks — DDoS).

The strictures for information security must counteract possible threats and attacks. Some of
the reasons for possible threats are: \ strong increasing in the volume of processed and stored
information; \ massive use of computer networks and their integration; \ expanding the
number of users who have access to the system and information resources; \ uniting different
information funds into a common database and allowing multiple access to it. On the other
hand, the "success" of the attacks depend on the level of effectiveness of the information
security system. The undesirable features of such an attack are: \ significant remoteness of
the offender from the attack object; \ the attack can target both a particular computer and a
network connection; V the ability to attack network infrastructure and protocols; v attacks to
the telecommunication services. Some important information security breaches are
summarized in Table 1.

Table 1. Breaches for the information security.

As mentioned above, cloud computing as a technology of the digital age brings new
challenges in the field of information security and it is important to organize reliable control
of the information risk management processes. In this regard, a qualitative information
security risk assessment method with the following basic steps is proposed in [7]: 1. Risk
identification — (1.1. Identification of information security risks and influence on assets; 1.2.
Identification of assessment object vulnerabilities, provision principles, processes, procedures
and security environment). 2. Risk analysis — (2.1. Influence level estimation of malicious
use; 2.2. Frequency estimation of malicious use). 3. Risk assessment — (3.1. Risk level
definition for each list of frequency and influence; 3.2. Risk assessment and comparison with
criteria of risk acceptance; 3.3. Risk categorization for processing into lists of risks; 3.4.
Internal relations definition between risk lists; 3.5. Identification of conflicts between risk
lists; 3.6. Appointment of priority list and risks; 3.7. Solution of found conflicts). 4. Risk
processing — (4.1. Identification of alternative decisions for security provision and their
grouping into lists; 4.2. Effect identification and targets of alternative systems of information
security; 4.3. Estimation and search of optimal ISS or decision list for security ensuring).



3.2. Personal data protection (PDP)

Personal Data Protection (PDP) deals with the relations between persons and the society,
presented by different subjects and authorities as government, state, institutions, public and
private organization, companies, etc. The processing of personal data must be based on strong
rules for data protection, keeping privacy of the Data subject. In this reason, all institutions,
that process personal data (personally, Data controller) must develop and apply a clear and
prompt Data Protection Policy as a part of the Information Security Policy and the Security
Policy in general. An organizational structure for Data Protection Policy is proposed

in Figure 1.
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Figure 1. Development of the Data Protection Policy in the digital age.

On the other hand, there are different types of processed information: v Public information which is
freely accessed and used, and can be transmitted without limitation; v Official information which is
owned of an institution (organization) and it can be stored, processed and transmitted in the frame of
the institutional computer systems and via the internal networks (a special permission must be done
for transmitting to third party on the public networks); v Confidential information must be processed
and stored in the secured institutional computers and transmitted by the external (private) network
without connection to the global network (the transmission must be made after encryption approved
by the organization). The place of personal data in this classification (in reason data type) could be in
the last two categories and all proposed measures in the Data Protection Policy must be used. The
computer level includes the most secure means (hardware, software, cryptographic) against attempts
of external attacks for unauthorized access to data. The technical level relates to physical tools for
protection and means of preventing access by external persons, network separation, separating all
servers in a special room, isolation some of servers from the internet, backup the power for servers,
etc. The next two levels — administrative and legislative, determine the developing and application of



organizational rules and means for administrative control as an extension of the physical means and
application of laws and normative documents for data protection.

A summary of methods and means used for information and data protection and relation between
them when a Personal Data Security System (PDSS) is organized is proposed in Figure 2. The
presented methods are:
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Figure 2. Methods and means for PDSS organization.

e Blocking — prevents unauthorized user’s access to the rooms where the data are stored;

e Access Management — provides secure use of all information resources and using all system
resources by verifying the access rights, preliminary defined for each user;

e Encryption — provides using of cryptographic algorithms to encrypt data making them
incomprehensible to an illegitimate user;

e |dentification — identification of staff and individual components of the system that are registered as
legitimate users and for which access right have been defined;

e Control — methods, which protect data from unauthorized activities of legitimate users;

e Sanctions — the protection program describes the internal rules for processing and using the
information, and the responsibility of the consumers according to the legal norms and laws.

4. Challenges of the digital age for privacy and data protection

Information Security and Data Protection are dynamic fields that are constantly challenged and
influenced by advances in digital age technologies and innovation in business practices. The ICT
development reflects to the rules for data protection organization and changes the understanding for
the definition of personal data, management of cross-border data transfer, user's privacy in the digital
age, rights of the users and obligations of the data controllers. A survey among Internet users shows
that 74% of EU citizens believe that the discovery of personal data is an increasingly integral part of
the digital world. On the other hand only 26% of social computing users and 18% of online shoppers
believe that they have full access to their personal data. Many questions can be set about how and
where are stored our personal data, who can assess them, who is responsible for the data protection,
what policy is applied to store personal data and to keep their confidentiality, what is guarantee of
correct transfer of the data between different nodes via the global network. Various examples in the
internet can be given. For example in “Privacy Notes” published in the site of a company is indicated
that the collected categories of personal data are “name, gender, birthday or age, homepage, profile



photo, time zone, mail address, country, interests, and comments and content you have
posted/shared”. Many of these categories are not related to the specific area of the company. These
challenges will be discussed in the next sub-sections.

4.1. Social computing (SoC) challenges

It is known that this technology permits to organize a dialog between individual computer users
through the Internet by using different environments united under the term Social Networking Sites —
SNS (Social Media, Social Networks, Social Bookmarking, Social Agammaegators, Blogs & Microblogs,
Wikis, Multiplayer games, etc.). Practically the SoC is a useful instrument for connection between users
and information sharing, but there is a possible risk to personal data protection because it might
happen the information is shared to an unauthorized person. In some cases this can cause negative
financial and psychological consequences to the owner of these data. A brief summary of the SoC
negatives for user’s privacy is presented below.

1. In many cases, web sites play the role of an “open door” — during the preliminary registration or at
the first visit with just one “click” users can accept the Privacy Policy without reading the text. The
result is full acceptance of all conditions without the user being really aware of them. In this case
she/he is not aware of exactly what will happen to her/his personal data in the created user's profile.
2. In other cases, the user's personal data are stored after one visit only and automatically transferred
to the center without the owner's knowledge and consent. Indicative is the fact that only 54% of social
network users think that they are informed about the conditions for collecting personal data and their
next use when they join a social networking site or register for an online service.

3. In some cases, a media may not provide information about the Privacy Policy or require too much
personal information when user makes registration which exceeds the defined goal of the media (the
GDPR principle of limited personal data is violated).

4. Another problem is the location of stored personal data somewhere in the global network. It may
be possible to maintain multiple copies when looking for an acceptable position. This is contrary to
the GDPR principle for minimizing stored and processed personal data. An example in this direction is
the conclusion of the National Consumer Agency in Germany for violation of legislation on data
protection by Facebook with the disseminated information that the advertisements are fully free of
charges. The stated reason is that social network receives significant amounts by collecting personal
data and their storage in various location in the global network.

5. The above problem causes another negative to do the GDPR requirement “right to be forgotten /
erased” in case of refusal of further use. The user cannot be sure that all copies of personal data are
indeed deleted in different nodes of the network. There is an example with a law student from Austria
who requested all the information that a social networking site (SNS) had stored for him regarding the
user’s profile. He receive as a response 1224 pages of information including his photos, messages and
publications from years ago, some of which he considered erased. Apparently, the site has collected
much more personal information than the user has imagined, as well as storing unnecessary
information and one that has been deleted.

4.2. Cloud computing (CC) challenges

CC is a distributed environment based on connected virtual computers with dynamic communications
between them, which provides cloud services to the clients (users). The basic cloud services, defined
by NIST (National Institute of Standards and Technology) are Infrastructure as a service (laaS),
Platform as a Service (PaaS) and Software as a Service (SaaS). These services could be provided by
different types of cloud - public, community, private, and hybrid, including using the technology of
the Mobile Cloud Computing (MCC) — uniting the 3 parts: mobile device, mobile internet and cloud
computing. The Thales report for 2020 [20] determines that 83% of the organizations use 11 or more
Saas providers and 48% of the corporative data in the cloud are sensitive but only 57% of them are
protected by encryption. For comparison, the assessment of data encryption using in the digital space
for 2019 is 36%.

Cloud computing does not violate principles of data protection, but can be a risk for cross-border
data transfers. Practically, there are not specific regional legislations for personal data protection when
using cloud services, however, to support GDPR e-privacy requirements, a document representing



guidelines for correct cloud computing services using was developed and published [21]. The CISCO
determines that 59% of companies confirm their readiness for the GDPR and other 29% will be ready
in early 2020 [22]. The opportunities and benefits of the cloud provoke identification of possible
negatives that could be risk to user's privacy and persona data protection, summarized in the Table 2.
Table 2. Possible risks for privacy when using cloud computing.

4.3. Internet of things (IoT) challenges

The term is used to describe a set of objects and devices that are connected to the Internet in order to
send and receive data obtained by using sensors for monitoring of selected parameters and to
capture and analyze values obtained to control of processes on different spaces as home, city, health,
etc. It is possible that connected devices may disturb the privacy and security and could undermine
consumer confidence. In this connection two main aspects of loT for the privacy and data protection
could be defined:

a) Confidentiality — it could be disturbed because each physical or logical object or thing could receive
a unique identification code and could freely communicate through the Internet or via the other
networks. All data sent from the end points are not the target for the strong confidentiality, but the
analysis of these data which are usually received by many points could consist of sensitive information
for a person. On the other hand, the increase in the number of sensors leads to the accumulation of
data, which increases the risks to security and privacy. For example, when hacking smart sensors,
accessing the collected data can lead to learning about certain habits, health and religion data, and
more.

b) Security of loT — a set of different computers and internet devices are configured by using
traditional passwords that are not protected, and the things could be object of different attacks. The
attacks target components with low-level of “cyber-hygiene” and look for their vulnerability to hacking
and tampering. Another problem with 10T security is identity verification - usually a traditional
approach is used which hardly provides the necessary level of access control. It is also possible to use
devices that have factory default passwords that cannot be changed.

Statistical studies show that loT devices are susceptible to cyberattacks. For example, 56% of risk
professionals report not keeping and inventory of loT devices and 64% report not keeping an
inventory of loT applications [23]. Other 76% believe that the cyberattacks are likely to be executed
through loT. Other statistics presented in [23] related to the privacy show that 74% of global
consumers worry about losing individual rights and only 45% of respondents require the third parties
that have access to their sensitive and confidential information to implement measures to ensure

reliable data security and protection.
4.4. Bigdata (BD) and Big data analytics (BDA) challenges

The term "big data” relates to a set of collected and stored information in very large volume received
from different sources in different places for further processing for any purpose. This information
could exist in different forms. The main idea is “the more data will be better”, but it creates negatives
for the privacy and is against the GDPR principle of minimizing personal data in processing. BD are
collected from various sources for further analysis (BDA) to form conclusions, select solutions, or
investigate trends in object behaviour, including for persons. In this sense, BD itself are not a problem
for the privacy, but BDA can lead to negative situations for individuals — incorrect conclusions about
private life or behaviour of certain people personals, inaccurate trends, etc. The existence of possible
negative problems for privacy in BD is discussed in [24] stating that "big data storage, processing,
sharing and management crucial procedures” which are subject of serious attacks and lead to the
violation of privacy. Certain features of the BD/BDA can lead to unwanted negative consequences for
privacy and can be defined as follows:

- The processed BD could be collected for different purposes and this violate the important principle
of data correctness “Defining the goal”. What is the guarantee that the collected data are correct,
precise and full (GDPR requirement)?



- The very large scale of the collected data violates another GDPR principle of data correctness — “data
minimization”;

- Incorrect interpretation of the collected “big data” for a person is possible, which can cause troubles
for the relationship of the person in the organization, and in his/her family. The incorrect conclusions
can cause some ethical deviations or discrimination (incorrect conclusions for race, status, sexual
orientation, etc.);

- Using BDA in business marketing research can lead to incorrect conclusions and may compromise
reputation of individuals, for example when recruiting employees;

- The GDPR requirements for anonymization and pseudonymization of personal data cannot be
realized by BDA;

- The accuracy of the BDA cannot be full guaranteed, because it is not clear what methods and tools
(algorithms, software, applications, etc.) are used for the analysis and this will violate the GDPR

requirement for data processing transparency.
5. Requirements for negative impacts limitation

The digital age offers various technological possibilities for solving problems in people's everyday life
but, as presented in the previous section, it also creates disadvantages and negative consequences for
individuals who are users of e-services. Certain requirements and opportunities can be proposed for
limitation of the negative impacts of the digital technologies under user’s privacy and data protection.
Social Computing (SoC) is widespread and has many supporters. This significantly limits the ability to
regulate activities generally to ensure targeted and reliable protection of consumer privacy. In this
respect, it is difficult to determine some general requirements for PDP in social computing, but some
recommendations can be made to users. The main principle must be that each user of a social media
is owner / holder of his or her personal data and as such has the corresponding responsibilities. The
problem is that the GDPR-requirements for legitimate and fair personal data processing could hardly
be addressed to the social networks users, but one of the viewpoints accepts each participant in social
activities as a data controller of his/her personal data. GDPR has defined relevant obligations to data
controllers and in assuming this role, users should be responsible for providing personal data. Another
requirement deals with the information uploaded in the social sites — it must be sufficient and relevant
to the defined purpose. Finally, the important requirement is that the personal data must be collected
and processed based on the consent of the data subject and on the base of the principle of limitation
and minimum volume of data. An example of incorrect data processing is the recognition of about
35% of employers that they use personal data from social sites to solve their problems — user
preferences, search for suitable employees, etc.

Cloud Computing (CC). The main concerns of cloud service users are the following: v is there a
vulnerability to attacks beyond the user's internal protection; v are there adequate data security
practices in the cloud; ¥ whether personal privacy regulations are being followed in the cloud. GDPR
has introduced fundamental requirements for the digital space and in particular for digital (cloud)
service providers, such as:

e Requirement to give explicit and full consent to the collection and use of personal data;

e Users to have easy access to their own personal data and be able to control them;

e An obligation of network service providers is to inform consumers clearly and transparently how the
data provided will be used;

e Providing portability rights for personal data (easier transfer from one provider to another).

The main requirement for the cloud computing (CC) is to organize a complex system of information
security with special functionality for personal data protection. This system must meet the
requirements for common security (external and internal security) and architectural security (problems
with virtual machines, data and storages, web applications and API-interface, access regulation and
control). To perform these tasks, the system must be organized as a set of components that support
the following functions and requirements:

e Requirement for general security management (management of the security processes based on the
normative and legal acts, security and PDP policies, procedures and instructions);

e Protection of the perimeter (control and management of the access, security guards and signaling);



e Security of the environment (fire alarm, surveillance of the resources, power backup, condition for
functionality, connections, etc.),

e Requirement for serious network protection (against external DDoS attacks and viruses, data loss
protection, web-traffic filtering, protection of communication channels, etc.);

e System security, requirement for IT-infrastructure security and protection of the virtualized
environment.

Internet of Things (loT) collects many of the requirements for CC, but it must be clear that the IoT is
not only devises, sensors, and network connections and loT security is not only devices’ and network
security. The loT information security integrates elements of the security of devices, network
connections, interfaces, software, mobile applications, USB ports, cloud, etc. In this sense, the loT
security and data protection system should implement all requirements of the specified elements in
order to provide adequate security. The following basic requirements for loT security can be defined:
e Connectivity between things must be realized after their identification;

e Interoperability between all connected sub-system must be ensured;

e Specific means and tools must be used to provide correct and precise functionality of all network
components and apps for automatic processing the data of things;

e System for information security for loT must be designed based on the requirements of adopted
policies for IT Security and Data Protection, because every “thing” deals with data which can be
treated for confidentiality, authenticity and integrity of data (see the “"CIA” triad), including personal
data too;

e Privacy protection must be important issue of the loT security, because the monitored and collected
data are related to the human life and can consist sensitive data.

Big Data Analytics (BDA) is used to discover the causes of events, to study trends and to form
forecasts, which are complex and time-consuming tasks. To solve these problems, large amounts of
data are collected from various sources. The diversity of data sources makes it possible to accumulate
tools that breach security and privacy. Some basic requirements can be defined as follows:

e Unification of collected data by type and purpose;

o Clear definition of the purpose of the data collection and analysis should only be performed on data
corresponding to the purpose for which they were collected;

e BDA should only be performed on lawfully collected data in accordance with GDPR requirements
(avoid data such as court records, personal home records, etc.);

e Adequate decisions must be taken in advance for relevance of the Big Data technology with the
GDPR requirement of "data minimization" by taking measures and approaches to anonymize or
pseudonymize the accumulated data. The goal is to make impossible to identify a particular person on
the base of results obtained by BD processing using powerful analyzes, and to avoid the possibility
that the results of the BDA may lead to a breach of the confidentiality of participants.

e BD analysis and decision-making should be based on open and publicly available rules and
algorithms, thus ensuring the GDPR requirement for processing transparency.

Q9. Describe the technical measures for ensuring the security of 10T (Internet of Things)
devices and compliance with privacy regulations. Discuss the role of device authentication,
encryption, and secure firmware updates in maintaining data privacy.

Answer:

In today's interconnected world, the Internet of Things (loT) has become an integral part of our lives.
From smart homes to industrial automation, loT devices have revolutionized the way we live and work.
However, with this increased connectivity comes the need for robust loT security solutions to protect



against potential cyber threats. In this article, we will explore the importance of loT security and
discuss various solutions that can safeguard the connected world.
Understanding loT Security

loT security refers to the measures taken to protect loT devices, networks, and data from unauthorized
access, data breaches, and other cyber attacks. With billions of 10T devices expected to be deployed
worldwide, the need for effective security solutions is paramount. oT security encompasses various
aspects, including device authentication, data encryption, network security, and user privacy.

The Risks of Inadequate 10T Security

The interconnected nature of loT devices poses unique security challenges. A single compromised
device can potentially expose an entire network to cyber threats. Hackers can exploit vulnerabilities in
loT devices to gain unauthorized access, steal sensitive data, or even take control of critical systems.
For instance, a hacker gaining control of a smart home security system could disable alarms or unlock
doors, compromising the safety and privacy of the residents.

The Impact on Individuals and Businesses

The consequences of inadequate 10T security can be severe for both individuals and businesses.
Personal data, such as financial information and private conversations, can be exposed, leading to
identity theft and fraud. In a business context, a security breach in loT devices can result in significant
financial losses, reputation damage, and legal liabilities.

Common loT Security Challenges

Securing loT devices and networks is not without its challenges. The following are some of the
common obstacles faced in implementing effective loT security solutions:
Device Vulnerabilities

loT devices often have limited computing power and memory, making it challenging to implement
robust security measures. Additionally, many devices lack built-in security features, making them
vulnerable to attacks.

Diversity of loT Ecosystems

The loT ecosystem is diverse, with devices from different manufacturers using various communication
protocols and operating systems. This diversity makes it difficult to establish universal security
standards and poses compatibility challenges for security solutions.

Lack of Regular Updates

Many loT devices do not receive regular firmware updates from manufacturers, leaving them exposed
to known vulnerabilities. Furthermore, users often neglect to update their devices, leaving them
susceptible to attacks that exploit outdated software.

Data Privacy Concerns

loT devices collect massive amounts of data, raising concerns about data privacy. Users need
assurance that their personal information is being handled securely and that data is not being shared
without their consent.

Key loT Security Solutions

To address the challenges and mitigate risks, various loT security solutions have been developed.
These solutions aim to provide comprehensive protection for loT devices, networks, and data. Let's
explore some of the key loT security solutions:

Device Authentication



Device authentication ensures that only authorized devices can access the loT network. This involves
implementing secure authentication protocols, such as two-factor authentication or biometric

authentication, to verify the identity of the devices.
Secure Communication

Securing the communication between loT devices and the network is crucial to prevent
eavesdropping, data tampering, and man-in-the-middle attacks. Encryption technologies, such as
Transport Layer Security (TLS), can be used to ensure secure communication channels.

Network Segmentation

Network segmentation involves dividing the loT network into separate segments, each with its own
security measures and access controls. This helps contain potential breaches and limits the impact of
an attack on the entire network.

Regular Firmware Updates

Manufacturers should provide regular firmware updates to address known vulnerabilities and improve
the security of loT devices. Likewise, users should promptly install updates to ensure their devices
remain protected.

Intrusion Detection Systems

Intrusion detection systems (IDS) monitor network traffic and detect any suspicious activities or

anomalies. IDS can help identify potential attacks and allow for timely response and mitigation.
User Awareness and Education

Users play a crucial role in loT security. Educating users about best practices for device security, such
as using strong passwords and avoiding suspicious links, can help prevent social engineering attacks
and enhance overall security.

Implementing loT Security Best Practices

To ensure effective loT security, it is essential to follow best practices and adopt a holistic approach.
The following are some recommendations for implementing loT security solutions:

1. Conduct Risk Assessments: Identify potential vulnerabilities and assess the risks associated
with loT devices and networks. This will help prioritize security measures and allocate
resources effectively.

2. Secure Device Provisioning: Implement secure provisioning processes to ensure that devices
are authenticated and securely provisioned onto the network.

3. Employ Robust Encryption: Utilize strong encryption algorithms to protect sensitive data both
in transit and at rest. This includes encrypting communication channels and securing stored
data on loT devices.

4. Implement Access Controls: Control access to loT devices and networks by implementing
strong authentication mechanisms and role-based access controls.



5. Regularly Update Firmware: Keep loT devices up to date with the latest firmware and security
patches to address known vulnerabilities and improve overall security.

6. Monitor and Respond to Threats: Deploy monitoring systems to detect and respond to
potential security threats in real-time. This includes implementing intrusion detection systems
and security event management solutions.

7. Privacy by Design: Incorporate privacy considerations into the design and development of loT
devices. Implement privacy-enhancing technologies and ensure compliance with relevant
privacy regulations.

8. Collaborate and Share Information: Foster collaboration among stakeholders, including
manufacturers, security researchers, and users, to share information about vulnerabilities and
best practices. This collective effort can help enhance 10T security across the ecosystem.

Q 10. Discuss the technical intricacies of complying with e-commerce regulations, such as
the Electronic Commerce Directive in the European Union. How can online businesses
ensure compliance with data protection and consumer rights while providing a seamless
user experience?

Answer:
e-Commerce Directive

The e-Commerce Directive is the foundational legal framework for online services in the EU.
It aims to remove obstacles to cross-border online services.

Thinkstrock - Online shopping
The e-Commerce Directive
The Directive establishes harmonised rules on issues such as:
e transparency and information requirements for online service providers;
e commercial communications;
e clectronic contracts and limitations of liability of intermediary service providers.
¢ It also enhances administrative cooperation between the Member States, and the role
of self-regulation.
Basic rules for e-Commerce
The Directive sets out basic requirements on mandatory consumer information, steps to
follow in online contracting and rules on commercial communications. This covers online

advertisements, unsolicited commercial communications and more.

The internal market clause



The internal market clause is a key principle of the e-Commerce Directive. It ensures that
providers of online services are subject to the law of the Member State in which they are
established and not the law of the Member States where the service is accessible.

Liability of intermediaries

The Directive exempts intermediaries from liability for the content they manage if they fulfil
certain conditions. Service providers hosting illegal need to remove it or disable access to it
as fast as possible once they are aware of the illegal nature it. The liability exemption only
covers services who play a neutral, merely technical and passive role towards the hosted
content.

Member States cannot force any general content monitoring obligation on intermediaries.
Services covered by the Directive

The EU is focused on defining an appropriate e-commerce framework and preventing unfair
discrimination against consumers and businesses who access content or buy goods and
services online within the EU.

Examples of services covered by the Directive include:

¢ online information services

¢ online selling of products and services

¢ online advertising

e professional services

¢ entertainment services and basic intermediary services, including services provided
free of charge to the recipient, such as those funded by advertising

The Digital Services Act

The Digital Services Act (DSA), proposed by the Commission, builds on the e-Commerce
Directive to address new challenges online.

While the e-Commerce Directive remains the cornerstone of digital regulation, much has
changed since its adoption 20 years ago. The DSA will address these changes and the
challenges that have come with them, particularly in relation to online intermediaries.

Public consultations

The Commission works with consumers, public authorities, non-governmental organisations
(NGOs), small and medium-sized enterprises (SMEs) and other interested stakeholders to
shape the digital world.

Legal regulations for e-commerce

E-commerce is rapidly evolving, and businesses are trying to adapt to these changes. If you
are a business owner in the tourism industry, you should keep the legal aspects of e-
commerce in mind when deciding to sell your services or products online (such as allowing
online bookings, for example).



In this situation, you are required to follow European legislation on e-commerce regulations.
This means your website must clearly notify users of a series of important aspects.

What should I tell customers when they place an order?
Contractual information

The website should let the user know what they’re agreeing to when buying from you. This
means that contractual procedures regarding their purchase must be clearly stated.

They also need to know how they can modify, correct, or eliminate information.

The terms of use on the website should be clear and explain how information on the
provider, client, products and/or services will be stored.

The e-commerce site should confirm all website purchases by notifying the user within 24
hours. These notifications can be delivered electronically or by any other means indicated in
the contract. The only requirement is that the method chosen must allow the client to save the
notification.

Withdrawal period

Under the directive on consumer rights, consumers have 14 calendar days should they wish
to withdraw from the contract if they are not satisfied with the product. The e-commerce
website should inform the user of this right.

Use of cookies

Cookies are pieces of data sent by websites that remain stored on a user’s computer to help
with future web browsing. However, cookies can also pose a security risk. This means that
your e-commerce website must have a cookies policy informing the user that cookies are
being used when they access the website.

Data protection

When gathering user information (via registration, purchase, or contact forms) from those
who visit your e-commerce website, you must notify the user that you are collecting their
data in line with the requirements of the General Data Protection Regulation (GDPR).

You must also indicate both

¢ where their personal data is being registered
¢ which management tools they may use for future access, modifications or
cancellations

All of these policies are designed to offer a higher level of user security for those browsing
e-commerce websites. As a tourism business owner, you must respect these policies on your
website.

It is also recommended that you stay informed on e-commerce in the EU single market,



including on the European directives aiming to establish a harmonised regulatory
framework among EU countries.

Checking that your website complies with e-commerce legislation

Before launching your website, you must make sure that it meets all of the requirements on e-
commerce and GDPR mentioned above. If your website is already active on the internet, it is
important to review and revise the page to make sure that it meets these rules and regulations.

You must respond ‘yes’ to all of the following questions.
If my website includes a newsletter subscription or a contact form

e is there a visible link to the data protection policy? Is it in line with the rules of the
GDPR?

e s there a small box that the user must tick to confirm that they have read the data
protection policy before sending their information?

e is there a small box that the user must tick to confirm a purchase where providing
personal information was necessary?

¢ When the user accesses my e-commerce website

e do they receive a message informing them of the use of cookies on my website?

e [s there a link available with information on the use of cookies? Is this located on a
permanent part of the website?

e Is there at least one way in which users can contact me to find out more on
the contractual legal aspects of products and services on my website? (You can
indicate a phone number, an email, a contact form, etc.).

e When the user makes a purchase on my website

e Before completing the purchase, has all relevant contract information (on delivery
periods, payment methods and cancellation options) been specified to the client?

e Does the client receive a notification of purchase — either electronically or through
another method — within 24 hours?



