Assighment 4

1. Web Browser Extensions: How risky are extensions & how can you choose
safe ones?

Web browser extensions can enhance functionality but also introduce
significant risks. Extensions often require extensive permissions, such as
accessing browsing history, modifying web content, or even intercepting data.
These permissions can be exploited by malicious extensions to steal sensitive
information, track user activity, or install additional malware.

To choose safe extensions, start by downloading from reputable sources like
the Chrome Web Store or Firefox Add-ons site. Check the developer's
reputation and the extension's user reviews and ratings. Pay attention to
permissions requested by the extension—avoid those that seem excessive for
its functionality. Look for extensions with a large user base and frequent
updates, which indicate active maintenance and responsiveness to security
issues.

Furthermore, read privacy policies to understand how your data will be used.
Regularly review and uninstall extensions you no longer use to minimize risk.
Keeping your browser and its extensions updated also helps mitigate security
vulnerabilities. Using tools like browser sandboxing and extensions that
monitor other extensions' behavior can provide additional layers of security.

2. Securing Your Browser: Best methods & their trade-offs for a safer
browsing experience.

Securing your browser involves a combination of configuration, practices, and
tools. Using reputable browsers like Google Chrome, Mozilla Firefox, or Brave
is a good start, as they frequently release security updates. Enabling automatic
updates ensures that you are protected against the latest threats.Install
security-focused extensions like ad blockers (e.g., uBlock Origin), anti-tracking
tools (e.g., Privacy Badger), and HTTPS enforcement tools (e.g., HTTPS
Everywhere). These enhance privacy and reduce exposure to malicious sites.



However, they can occasionally break site functionality or increase page load
times.

Activate the browser's built-in security features, such as sandboxing, which
isolates web processes to prevent malware from affecting your system. Use
private browsing modes to limit data retention, though they don't prevent
tracking by websites. Utilize strong, unique passwords for online accounts,
managed by a password manager. This reduces the risk of password reuse and
simplifies secure password management. Trade-offs include potential
vulnerability if the password manager itself is compromised.

Consider using a VPN to encrypt your internet traffic and mask your IP address,
enhancing privacy and security. However, this can slow down your connection
and might not be necessary for all users.

3. Two-Step Authentication: Compare methods, strengths, weaknesses &
choose the right one.

Two-step authentication (2FA) enhances account security by requiring a
second verification step beyond the password. Methods include SMS-based,
app-based (like Google Authenticator), and hardware tokens (like YubiKey).
SMS-based 2FA sends a code via text message. It's easy to set up and use but
vulnerable to SIM swapping attacks, where attackers hijack your phone
number.

App-based 2FA generates codes on your smartphone via apps like Google
Authenticator or Authy. It's more secure than SMS, as it isn't susceptible to SIM
swaps, but requires physical access to the device. Some apps offer backup and
multi-device support, mitigating the risk of losing your phone.

Hardware tokens are physical devices generating authentication codes or
providing near-field communication (NFC) or USB verification (e.g., YubiKey).
They offer the highest security because they require physical possession and
are resistant to phishing and remote attacks. However, they can be costly and
inconvenient if lost, necessitating backup methods.



Choosing the right 2FA method depends on balancing convenience and
security. For high-value accounts, hardware tokens are best. For general use,
app-based 2FA provides robust security with manageable convenience. SMS-
based 2FA should be used only if other methods are unavailable.

4. Strong Passwords: What makes them weak, how attackers exploit them &
how to create secure, memorable ones.

Weak passwords often contain easily guessable information like "123456,"
"password," or personal details (e.g., birthdays). Short passwords or those
using common words and predictable patterns are vulnerable to brute force
and dictionary attacks.

Attackers exploit weak passwords using automated tools that rapidly test
combinations (brute force) or use lists of common passwords (dictionary
attacks). They also exploit reused passwords found in data breaches, gaining
access to multiple accounts with a single compromised password.

To create secure, memorable passwords, use a combination of upper and
lower-case letters, numbers, and symbols. Aim for at least 12 characters. Avoid
using easily guessable information. Instead, consider using a passphrase—a
series of random words strung together, which is both secure and easier to
remember (e.g., "CorrectHorseBatteryStaple").

Password managers can generate and store complex passwords for different
sites, ensuring uniqueness without the need to remember each one. Regularly
update passwords, especially after breaches, and use multi-factor
authentication for additional security.

5. POS Security Threats: Identify vulnerabilities & suggest solutions for
malware, breaches & theft.



Point-of-Sale (POS) systems are critical for retail transactions but are attractive
targets for cybercriminals due to their access to payment information.
Common vulnerabilities include outdated software, weak network security,
and inadequate physical security.

Malware like POS RAM scrapers can capture card data directly from the
system’s memory. Attackers can also exploit vulnerabilities to breach networks
and exfiltrate data. Physical threats include tampering with devices to install
skimmers that capture card information.

To mitigate these risks, ensure POS systems run the latest software versions
and apply security patches promptly. Use robust antivirus and anti-malware
solutions specifically designed for POS environments. Implement strong
network security practices, such as firewalls and segmented networks, to
isolate POS systems from other parts of the business network.

Encrypt data both at rest and in transit to protect cardholder information.
Employ end-to-end encryption (E2EE) and tokenization to render stolen data
useless. Regularly audit and monitor systems for unusual activity that could
indicate a breach.

Physically secure POS devices to prevent tampering, and train staff to
recognize and respond to potential security threats. Adhering to PCl DSS
(Payment Card Industry Data Security Standard) guidelines also helps ensure a
comprehensive security framework is in place to protect payment data.



