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Topic: Digital Payment Fundamentals

Ans: There are various types and modes of digital payments. Some of these
include the use of debit/credit cards, internet banking, mobile wallets, digital
payment apps, Unified Payments Interface (UPI) service, Unstructured
Supplementary Service Data (USSD), Bank prepaid cards, mobile banking,
etc.

UPI is a digital payment system that brings various bank accounts under a
single application. This feature allows easy money transfers between parties
with just a few clicks. Customers do not need a card or bank details, making
it a popular digital payment method.

Today, among all countries in the world, India is the country with the highest
digital transactions, accounting for nearly 46% share, as per the 2022 data.
India is followed by Brazil, China, Thailand and South Korea
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Advantages of Digital Payments
e Increased consumer numbers

Over 60% of UK transactions used some sort of electronic payment in 2018,
and that number is only expected to rise. As a result, you'll be able to serve a
larger number of customers. People are carrying less and less cash, and
companies that accept cash are becoming increasingly scarce. You don’t want
to be one of them, because you risk alienating clients who only accept
electronic payments.

o Transactions that are both quick and convenient
When you use digital money to perform online transactions, you don’t have to
wait for the next banking day to complete the transaction. Any transaction
you make at any time during the day is completed promptly.

o Tracking Payments
Because of digital currency, it is also much easier to track payments. All of
this is feasible because of blockchain technology. It’s simply a public ledger
that anybody can access, allowing users to trace their payments more

precisely and in real time.

o Higher Security



E-payments have several levels of security. To begin with, unlike the currency,
there is no chance of counterfeiting. Furthermore, for larger purchases,
typical e-payment options such as credit and debit cards require PIN
verification. Cardless payment systems, such as Apple Pay, are much safer,
requiring biometric authentication such as fingerprint or facial ID. Not only
that, but Apple Pay encrypts and fluidizes data, making it impossible to steal
card information from a stolen phone.

e Low Fees

Of course, one of the key advantages of digital currency is that it has low fees.
Transferring money from one person to another is usually subject to fees in
traditional banking. This raises the cost of transactions significantly. When it
comes to digital currency, though, these transactions are completely free.

Disadvantages of Digital Payments
e Market Fluctuation

In the end, the digital currency does not have the same level of acceptance as
traditional money. Given this, it’s still a risky market to invest in. On any
given day, the value of digital money might surge and plummet like a
rollercoaster. As a result, it is a high-risk business that may not be suitable
for investors with lower risk tolerances.

e Charges imposed by merchants

The main disadvantage of employing a payment processor is that it will cost
you money. This could be a monthly rental price or merely a percentage of
each transaction, as previously stated. These additional expenses can add up
quickly, but most providers offer a reasonable package that won’t break the
bank.

o Possibility of deception

Despite the fact that e-payment systems are normally secure, there is always
the possibility that their security measures will fail. Although systems may
not be targeted directly, phishing techniques can be used to gain user names
and passwords. Once a hacker has these details, e-payments allow them to
make repeated payments before the legitimate account holder becomes aware.

e Dependence on the internet

These methods of transaction rely on the Internet. If your service goes down,
it can bring your business to a standstill, resulting in frustrated consumers
and a loss of revenue for you.

Although there are drawbacks to digital payment, no payment method is
flawless, and the benefits greatly exceed the drawbacks. In any case, current
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consumer culture is becoming increasingly cashless, and keeping up with this
trend pays off.

¢ Uncertain Future

Given the current volatility of digital currencies, it’s difficult to predict what
role they’ll play in the future. Whatever the case may be, it appears that this
specific form of cash is gaining greater recognition and notoriety with each
passing day.

By implementing encryption, digital payment systems can provide a safe and
secure way to make transactions. Authentication: Authentication is the
process of verifying the identity of a user, It protects sensitive information,
ensures confidentiality, complies with industry standards, and builds trust
with customers.

Avoid the use of public Wi-Fi networks, which are target-rich for cyber thieves.
— Turning off the devices when not in use. — Regularly change passwords,
choose strong password and separate passwords for different site one
frequent. — Try to recognize and avoid phishing scams and other malware
intrusions.

The importance of a secure and transparent transaction in business cannot
be overstated. It is the foundation on which successful business relationships
are built. If you follow strict security measures and ensure transparency in
all transactions, you can build customer trust and ultimately achieve long-
term success.

For secure online transactions, use a secured internet connection, keep your
software up-to-date, use strong passwords that you can remember without

writing down, check website security before paying, and do not share
passwords and card information with anyone.

The Importance of BankNet Security in the Digital Age

The evolving digital landscape has brought about numerous advancements
in the banking industry, making financial transactions more convenient
and accessible than ever befors

The rise of online banking and mobile applications has revolutionize d the ‘ In conclusion, BankN et security plays avital role in protecting our finances

way we manage our finances and personal inform ation inthe digital age
To mitigate the se risks, banks and financial institutions employ various Staying vigilant against phishing atte mpts is another e ssential aspect of
security measures to protect their customers’ accounts and personal BankNet security
information

Another crucial aspect of BankNet security is the use of encryption As customers, there are several stepswe can take to enhance BankNet
technology security



Best practices for securing online transactions?

Here are some of the best practices we recommend to brands setting up
cashless payment modes:

1. Understand your PCI compliance requirements

In 2004, four major credit-card providers — American Express, Visa,
MasterCard, and Discover, created The PCI Security Standards Council.
Today, the PCI-DSS standard is a set of policies that govern how sensitive
cardholder information should be handled

In the simplest of terms, no business must be able to see or access the
customers’ card data. For this certain things need to be in place including:

e Data encryption during transmission

« Restrictions on access to information

e Robust firewalls and updated software and spyware.

o Prevent default credentials and allow customers to change credentials
easily.

2. Data encryption with SSL and TLS protocols

Any online transaction requires the customer to share credit/debit card
numbers, expiration dates, and CVV. Without proper data encryption, this
data could easily be hacked.

Data encryption protocols including TLS (Transport Layer Security) and SSL
(Secure Sockets Layer) can be used to encrypt data. TLS is a cryptographic
security protocol that emerged from SSL, but can be considered as an upgrade
for data privacy, security and authentication.

All SSL-certified websites have “https://” or a padlock icon which denotes a
secure e-payment system. With the TLS encryption in place, the sensitive
information is only transferred to the intended recipient. By authenticating
the server, it prevents attackers from getting access to the data.

3. Implement 3D Secure 2

3D Secure 2 (3DS2) is used to authenticate online transactions by verifying a
customer’s identity. It serves as an additional layer of authentication to make
sure that a legitimate cardholder is conducting a transaction.

Here, the cardholder needs a one-time password, or fingerprint or facial
recognition. This helps to prevent fraud and unauthorized transactions.

While it creates extra steps during the checkout process, for the first time —
subsequent transactions at the same merchant do not require extra
authentication (if approved by the card holder)



Additionally, 3DS2 prevents false declines by providing detailed data about
the transaction. This helps both businesses and customers, preventing costly
mistakes.

4. Deploy multi- or two-factor authentication

Multi-factor authentication (MFA) and two-factor authentication (2FA) are
customer-facing authentication processes to verify the identity of users before
processing payments. This is divided into two levels of authentication:

1. What the user knows - Net banking or card details
2. What the user has - OTP, PIN or CVV.

Multi Factor Authentication requires three or more different authentication
factors in order to authorize a payment. Apart from the two, the third
authentication step could be something they are (biometric data). For example
in a password, a one-time code generated by an app and a fingerprint scan.

The more factors used makes it much harder for any miscreant to access an
account, even with access to the user's password.

5. Ask for Card Verification Value (CVV)

Card Verification Value (CVV) is a three/four digit code on the back of credit
cards. It helps verify the identity of a card holder during online transactions.

In a data breach, the CVV is unlikely to be stolen since it is not embossed or
stored on the magnetic stripe or chip of the card.

6. Incorporate payment tokenization

Tokenization replaces the 16-digit card number with a digital identifier known
as a ‘token’. It helps to protect the original data, while letting payment
gateways initiate secure payment.

Payment tokenization helps in:

o Protecting sensitive payment information from being intercepted or
stolen during a data breach.

e Helps businesses comply with regulations and legal standards, like PCI
DSS and the General Data Protection Regulation (GDPR).

e Customers don’t need to repeatedly enter payment information for
recurring payments or subscriptions, which improves the customer
experience and lowers abandonment rates.

7. Maintain security of the website

To ensure customer safety, businesses need to keep the website, content
management system (CMS), and online payments secure. Here’s how:



e Regularly update your website, CMS software and plugins or
extensions, to patch security vulnerabilities

e Only accept strong passwords from the customers with certain pre
qualifications like capital letters, special characters, numbers etc.

e Use a firewall to prevent unauthorized access and to block any
suspicious traffic. Deploy monitoring and fraud detection tools to detect
and respond to suspicious activity on your website.

8. Train your employees

Take appropriate steps to train employees about potential threats and steps
for action. Set up sessions on data protection guidelines, multiple security
measures and protocols, phishing and more. Make sure your employees
understand the importance of online payment security through audits; and
encourage immediate reporting of any suspicious activities.

9. Inform your customers

Make an effort to promote the data protection procedures to your customers.
It is not only about providing features, but ensuring that your customers
know and implement on their end; to truly make the whole process secure.

Ans: Digital payments involve initiation, authorization, processing,
settlement, and confirmation. Users initiate transactions, payment
information is authorized and processed securely, funds are settled between
banks, and both parties receive confirmation of the transaction.
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The process involves several steps and multiple parties. Here's an explanation
of how payment processing works:

1. Transaction initiation

The customer initiates the payment by providing their payment information
(e.g. a credit card, debit card or another payment method) at the point of sale
in a physical shop, or through an online platform, such as an e-commerce
website or mobile app.

2. Payment gateway

Once the customer has submitted their payment information, it's transmitted
securely to the payment gateway, which acts as a bridge between the
customer, the business and the payment processor. The payment gateway is
responsible for encrypting the transaction data and ensuring that the data is
transmitted securely to the payment processor or the acquiring bank.

3. Transaction authorisation

The payment processor receives the transaction data from the payment
gateway and validates the information. It then forwards the transaction
details to the acquiring bank, which sends the information to the card
network for validation and authorisation.



4. Issuing-bank verification

The card network forwards the transaction details to the issuing bank. The
issuing bank verifies the customer's account status and checks the available
balance or credit limit, before assessing any potential risks. Based on these
factors, the issuing bank either approves or declines the transaction.

5. Authorisation response

The issuing bank sends the authorisation response (whether it is an approval
or a decline) back through the card network to the acquiring bank, which then
forwards the response to the payment processor. The payment processor then
sends the response to the payment gateway, which communicates the result
to the business's POS system or online platform.

6. Transaction completion

If the transaction is approved, the business completes the sale by providing
the customer with the goods or services. If the transaction is declined, the
business may request an alternative payment method from the customer.

7. Transaction settlement

At the end of each day, the business sends a batch of approved transactions
to the payment processor or the acquiring bank for settlement. The acquiring
bank requests the funds from the issuing bank through the card network.
The issuing bank transfers the funds to the acquiring bank, which then
deposits the money into the business's account, usually within a few working
days.

8. Reconciliation and reporting

The business reconciles the settled transactions with its sales records and
any transaction fees charged by the payment processor, acquiring bank or
other parties involved. Both the business and the customer receive
transaction records, such as invoices, receipts or account statements.
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Components of payment processing

Payment processing involves multiple components that work together to
enable secure, efficient transactions between the customer and the business.
These components include:

e« The customer: the individual or entity that initiates the payment for
goods or services.

e The merchant: the business or service provider that accepts the
payment from the customer.

e The payment method: the method that the customer uses to make the
payment, such as credit cards, debit cards, electronic wallets or
cryptocurrencies.

e The point-of-sale (POS) system: the physical or digital platform where
the transaction takes place, such as a retail terminal, e-commerce
website or mobile app.

« The payment gateway: a service that securely captures and transmits
payment information from the POS system to the payment processor or
acquiring bank, ensuring the encryption and security of sensitive data
during the transaction process.

e The payment processor: a third-party company that handles the
technical aspects of the transaction, including validating payment
information, obtaining authorisation and managing communication
between the acquiring and issuing banks.

e The acquiring bank, or acquirer: the financial institution that holds the
merchant's account, receives the payment on its behalf, processes the
transaction and settles the funds in the merchant's account.

e The card network: organisations (e.g. Visa, Mastercard and American
Express) that establish the rules, standards and infrastructure for
processing transactions, using their branded payment instruments.
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The issuing bank, or issuer: the financial institution that has issued
the payment instrument to the customer and is responsible for
authorising or declining the transaction, based on the customer's
account status, available funds and other factors.

Payment security: technologies and standards, such as the Payment
Card Industry Data Security Standard (PCI DSS), tokenisation or
encryption, that ensure the safety and integrity of payment information
and protect against fraud and data breaches.

Settlement and reconciliation: the process of transferring funds
between the issuing bank and the acquiring bank, followed by updating
the merchant's account and generating transaction records for both the
customer and the merchant.

Two-Step

One-Step

Automatic Clearing

External Invoice Payment

Reconciliation Using
Digital Advices

Manual Clearing

Regulations Relating to Electronic Payment System
1. Reserve Bank of India (RBI)

The RBI plays a central role in regulating EPS in India through various
guidelines and frameworks:

Payment and Settlement Systems Act, 2007: This legislation provides
the legal foundation for the regulation and oversight of payment
systems in India. It empowers the RBI to supervise and regulate the
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functioning of EPS to maintain financial stability and consumer
protection.

Guidelines on Prepaid Payment Instruments (PPIs): The RBI issues
guidelines that govern the issuance and operation of prepaid payment
instruments, including digital wallets and prepaid cards. These
guidelines outline parameters, such as issuance limits, reload limits,
and Know Your Customer (KYC) requirements.

Unified Payments Interface (UPI): The RBI regulates UPI, a real-time
payment system, through guidelines that cover transaction limits,
security protocols, and dispute resolution mechanisms. UPI has
emerged as a popular channel for peer-to-peer and merchant
transactions.
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ct state forward in the chain

2. National Payments Corporation of India (NPCI)

Operational Guidelines: NPCI develops and enforces operational
guidelines for payment systems it manages, including UPI, Immediate
Payment Service (IMPS), and Bharat Bill Payment System (BBPS). These
guidelines ensure standardized and secure operations.

Security and Risk Mitigation Measures: NPCI implements security
measures and risk mitigation strategies to safeguard electronic
transactions. These measures include encryption standards, two-factor
authentication, and continuous monitoring for potentially fraudulent
activities.

3. Other Regulatory Bodies

Several other regulatory bodies also have a role in governing EPS

Securities and Exchange Board of India (SEBI): SEBI, while primarily
focused on securities market regulations, may have implications for
EPS, especially in areas related to digital wallets and financial
instruments.



Insurance Regulatory and Development Authority of India (IRDAI):
IRDAI oversees the insurance sector, and regulations related to EPS in
insurance transactions may fall under its purview.

Consumer Protection Regulations: Consumer protection regulations,
focusing on transparency, disclosure, and dispute resolution, impact
EPS to safeguard user interests.

Data Protection and Privacy Laws: The introduction of data protection
laws, such as the Personal Data Protection Bill, addresses concerns
related to the handling and protection of user data within EPS. These
regulations collectively form a robust framework, ensuring the secure
and efficient functioning of electronic payment systems in India. It’s
important to stay updated on any amendments or new regulations
introduced by these regulatory bodies.

Digital transfers, unlike traditional monetary payments, are intangible.
There is no need for cash, credit or debit cards, or checks with digital
payment systems. Everything goes via a processing mechanism on
devices like mobile phones and desktops when you use digital payment

apps.

One of the key advantages of digital wallets is their accessibility and
mobility. Users have instant access to their digital money anytime,
anywhere, as long as they have an internet connection. This mobility
empowers users to make transactions on-the-go using their
smartphones or other internet-enabled devices.

It's much easier to just bring a credit or debit card, or even use a mobile
wallet via a secure phone app. This way, when consumers are ready to
make a purchase, they can do so on the spot, without having to go to a
bank or return home to get cash or a check first.



Ans: The RBI regulates and supervises digital payment systems in India, such as electronic
cash transfers, prepaid payment instruments, and card payments. It offers rules and regulations
concerning digital payment system security, risk management, client protection, and other factors.

There are various modes of digital payments, including UPI, NEFT, AEPS, mobile wallets, and PoS
terminals. UPI is the most preferred mode, having crossed the milestone of $1 trillion in the value of
transactions.
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Broadly, the term “payment system” refers to a set of instruments, rules,
procedures, processes and interbank funds transfer systems that facilitate
the transfer of money. It encompasses the entity operating the payment
system (“payment system operator” or “PSO”) and the participants.

Generally, payment systems are classified as either retail or wholesale. A retail
payment system handles a large volume of low-value payments for purchase
of goods and services by consumers and businesses. This may include person-
to-person payments (such as transfer of funds to friends and family), person-
to-business payments (payment to merchants), business-to-person payments
(salary payments) and business-to-business payments. A wholesale payment
system executes large-value payment transactions between financial
institutions. This may include payments to settle securities and foreign
exchange trades, payments to and from central counterparties, and other
interbank transactions. Due to their systemic nature, wholesale payment
systems in most countries are owned and operated by central banks. In India,
RTGS is owned and operated by the RBI and processes wholesale payments.
Payments processed through UPI, Immediate Payment Service (“IMPS”) and
card networks are used for retail transactions and are owned and operated by
private-sector players. Payment systems that have “the potential to trigger or
transmit systemic disruptions” are often referred to as systemically important



payment systems (“SIPS”). It may include the sole payment system in a
country or systems that mainly handle time-critical, high-value payments.16
Typically, the RTGS operated by central banks qualify as SIPS and are subject
to specific standards of regulation and oversight. Modernising India’s
Payments Law | Creating an enabling framework for Retail Payment Services

* The front-end arrangements consist of the transaction account that provides
the source of funds (e.g., bank account); the payment instrument (e.g., cash,
card, cheque) and the service channel used to initiate payment that connects
the payer and the payee (e.g., bank branch, point-of-sale (POS) terminal,
payment application). Generally, banks and non-bank payment service
providers offer retail or consumer facing services in the front-end of a payment
transaction through digital wallets or mobile interfaces.

* The back-end arrangements focus on clearing and settlement processes in
payments. Clearing involves “transmitting, reconciling and, in some cases,
confirming transactions prior to settlement.” Typically, clearing operations are
undertaken by automated clearing houses that are multilateral arrangements
to facilitate exchange of payment instructions between PSOs. Settlement is
the “discharge of an obligation in accordance with the terms of the underlying
contract.”Payments may be settled on a gross basis individually (as done in
the RTGS) or on a net basis as a batch, commonly referred to as deferred net
settlement.
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Overview of the digital payment systems in India
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Digital Payments Transaction Flow - Illustrations

This section provides an overview of the transaction flow of some commonly used digital payment solutions - debit
card transaction, IMPS fund transfer and payment by UPI.

Illustration 1: How does a debit card transaction work?
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Illustration 2: How does an IMPS Transaction work?
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A conducive legal framework is a key enabler for promotion of digital
payments. Taking into account the rapid transformation of the digital
payments sector, many jurisdictions have reassessed and modernized their
legal and regulatory framework for payment services, using activity-based and
risk-based approaches. Modernization efforts have aimed to foster safety,
efficiency, innovation and competition in the retail payments space. This
section examines the legal and regulatory framework applicable to payment
systems in India as well as the select jurisdictions. Regulating Payment
Systems - Indian Perspective In India, the payment systems are governed by
the RBI under the PSS Act. As per section 4 of the PSS Act, a PSO (other than
RBI) must be authorised by RBI to commence or operate a payment system
in India. RTGS, NEFT and Securities Settlement Systems for the government
securities, which are owned and operated by the RBI, do not require
authorization. To qualify as a ‘payment system’ under the PSS Act, two
conditions must be met: (a) the system must enable payment to be effected
between a payer and a beneficiary; and (b) it must be involved in clearing,
payment or settlement service or all of them. While the term ‘settlement’ has
been defined, the terms‘payment’ and ‘clearing’ have not been defined.
Pursuant to section 4 of the PSS Act, the RBI has authorised different



categories of PSOs to operate different payment systems - retail payment
organisation (NPCI), card payment networks (Visa, MasterCard, etc), cross-
border money transfers entities - in bound (Western Union, Moneygram, etc.),
ATM networks (NPCI, Euronet Services, etc.), PPl issuers (Amazon Pay,
Mobikwik, etc.), white label ATM operators, Instant Money Transfer operators,
trade receivable discounting system (TReDs) platform providers and
BBPOUSs.93 All these entities are governed by the provisions of the PSS Act.

The main objective of regulation and supervision has been to maintain
confidence in the financial system by enhancing its soundness and efficiency.
For this purpose, the Reserve Bank evaluates system-wide risks and promotes
sound business and financial practices.

I Niankera and R.I Traoret Journal of Open Inmovation: Technology, Market, and Gomplexity 9 (2025) 100175
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Innovation changes the way consumers access, borrow, and transfer money. Checks, ATMs,
and debit cards are examples of technologies and products that changed people’s use of funds.
Today, innovations such as mobile banking and payment apps (sometimes referred to as
financial technologies, or fintech) are attracting attention from consumers, investors, service
providers, and regulators.! However, these technologies—whether new ways to deposit old
instruments, such as checks, or novel tools like mobile banking apps—can expose regulatory
gaps, ambiguities, and duplication.? Recent research demonstrates the difficulties regulators
around the globe face in addressing innovations in the financial system, especially emerging
mobile payments and banking platforms.®

One key challenge policymakers contend with is the need to manage sometimes conflicting
priorities such as market growth, competition, and safety in the financial system. Striking that



balance may involve altering mature regulatory structures, defining how nontraditional
financial service providers—such as technology companies and retailers—fit within these
structures; creating agencies, licenses, or rules to oversee innovation; or fostering desirable
financial services. And which approaches regulators choose can have substantial effects on
people’s financial well-being. Although innovation is fundamentally a neutral force, its
consequences can be clearly positive, facilitating consumer transactions, as the ATM did
starting in the 1960s,* or markedly negative, such as when novel forms of mortgage-backed
securities helped cause the Great Recession. Effective regulation can promote positive
outcomes and maintain a healthy, safe financial market.

The Pew Charitable Trusts examined the regulatory approaches taken by several governments
with a notable interest in financial technology—Australia, the European Union, Malaysia,
Singapore, South Korea, Thailand, Abu Dhabi, the United Kingdom, and the United States>—
and found that:

« International and U.S. regulators approach emerging business practices, products, and
services in three distinct but complementary ways:

o Creating outreach programs to bring together regulators and market participants
to clarify how innovation fits into the existing regulatory framework.

o Changing the regulatory framework to encompass new products, practices, and
providers.

o Suspending regulatory barriers to encourage innovation.

o Although regulators worldwide have generally adopted common strategies for outreach
and regulatory modification, some U.S. policies to promote innovation have diverged
from international practices. International authorities have coordinated national
strategies to encourage development of specific, desirable types of products and
services by reducing regulatory burdens while also prioritizing near- and long-term
consumer protections. In contrast, U.S. efforts to foster innovation are fragmented,
characterized by a patchwork of state and federal initiatives that lack a common
organizing strategy, exposing markets to regulatory uncertainty and consumers to
potentially harmful products and services without adequate protections.

Innovation can spur growth and competition in financial markets and provide new and better
options for customers. But without careful, balanced regulation, it can also present serious risks
to consumers. International examples show that regulators can encourage innovation in a
manner that promotes a safe and efficient marketplace, and this study looks closely at those
models and how they might help the U.S. do more to advance creative solutions that make
transactions easier, faster, and safer for American consumers.



