Assighment 14

1) Outline the objectives and demographics of Interpol's International Child Sexual
Exploitation Database.

Interpol's International Child Sexual Exploitation (ICSE) Database is a critical tool in the
global fight against child sexual abuse and exploitation. The primary objective of the ICSE
Database is to enhance international cooperation and coordination among law enforcement
agencies to identify and rescue victims, apprehend perpetrators, and dismantle networks
involved in child sexual exploitation. This centralized, secure database allows authorized
investigators from around the world to share and compare data, images, and videos of child
sexual abuse to identify victims and offenders.

The ICSE Database serves several key objectives:

Identification and Rescue: By enabling the comparison of multimedia files, the database
helps to identify child victims and rescue them from ongoing abuse.

Apprehension of Offenders: The database aids in tracking and apprehending perpetrators by
linking disparate cases and recognizing patterns or similarities in images and videos.

International Cooperation: It facilitates seamless collaboration between international law
enforcement agencies, enhancing the effectiveness of cross-border investigations.

Data Sharing and Analysis: The ICSE Database allows for the efficient sharing and analysis of
data, leading to more informed and strategic law enforcement actions.

The demographics of the ICSE Database are global, encompassing contributions and access
by law enforcement agencies from around the world. It includes data on victims of various
ages, predominantly children and adolescents, and the perpetrators of these crimes. The
database is designed to cover a wide geographical area, reflecting the international nature
of child sexual exploitation crimes. This demographic inclusivity ensures that the database is
comprehensive and effective in tackling the global challenge of child sexual exploitation. By
leveraging international collaboration, the ICSE Database maximizes the reach and impact of
efforts to combat these heinous crimes.

2) What are the guidelines to be followed by children while accessing public systems, as
per ISEA portal (www.infosecawareness.in)?

The Information Security Education and Awareness (ISEA) portal provides essential
guidelines for children to follow while accessing public systems, ensuring their safety and
security in the digital environment. These guidelines are designed to educate children on
the potential risks associated with using public systems and the best practices to mitigate
these risks.



Here are the key guidelines as per the ISEA portal:

Avoid Using Public Systems for Sensitive Transactions: Children should refrain from
performing sensitive transactions, such as online banking or shopping, on public systems.
Public computers may not have adequate security measures, increasing the risk of personal
information being compromised.

Do Not Save Login Information: When accessing online accounts, children should ensure
they do not save their login credentials on public systems. Browsers often prompt users to
save passwords, but this should always be declined to prevent unauthorized access.

Clear Browsing History and Cache: After using a public system, children should clear the
browsing history, cache, and cookies. This prevents the next user from accessing personal
data that might have been inadvertently saved.

Avoid Downloading or Installing Software: Children should not download or install any
software on public computers. These actions could inadvertently introduce malware or
spyware, compromising both the system and the user’s personal information.

Use Secure Websites: When accessing websites, children should ensure that they are using
secure websites (those with HTTPS in the URL). Secure websites encrypt the data
exchanged, providing an additional layer of security.

Log Out Properly: After completing their session, children should log out of all accounts and
close all browser windows. Simply closing the browser window may not end the session,
leaving the account open to access by the next user.

Be Aware of Surroundings: Children should be cautious of their surroundings to prevent
shoulder surfing, where someone might look over their shoulder to steal login credentials or
other sensitive information.

Use Two-Factor Authentication (2FA): Whenever possible, children should enable two-
factor authentication for their accounts. 2FA adds an extra layer of security, making it
harder for unauthorized users to gain access.

Report Suspicious Activity: If a child notices any suspicious activity or believes their
information has been compromised, they should report it to a trusted adult or the relevant
authorities immediately.

By following these guidelines, children can significantly reduce the risks associated with
using public systems and protect their personal information from potential threats. The ISEA
portal emphasizes the importance of awareness and proactive measures to ensure a safer
digital experience for children.



3) Go through CIS Google Android Benchmark document and provide a brief overview on
the privacy and browser configuration settings suggested.

The CIS Google Android Benchmark document provides a comprehensive set of guidelines
to enhance the security and privacy of Android devices. The recommendations focus on
configuring various settings to protect user data and ensure safe browsing practices. Here’s
a brief overview of the privacy and browser configuration settings suggested:

Privacy Settings

Location Services: Limit the use of location services to essential applications only. Disable
location sharing and background location access for apps that do not require it. This reduces
the risk of location tracking and misuse of location data.

App Permissions: Review and restrict app permissions, granting only those that are
necessary for the app's functionality. This includes permissions for accessing contacts,
camera, microphone, and storage. Regularly audit these permissions to ensure apps are not
overreaching.

Data Sharing and Collection: Disable options that allow apps and services to collect and
share personal data. This includes turning off usage and diagnostic data collection and
ensuring apps do not have access to sensitive information unless absolutely necessary.

Advertising: Limit ad tracking by disabling ad personalization. Reset the advertising ID
regularly to minimize tracking and profiling by advertisers.

Account Sync: Disable automatic account synchronization for unnecessary accounts and
services. This prevents continuous data transfer and reduces the risk of data breaches.

Browser Configuration Settings

Default Browser: Use a secure and privacy-focused browser as the default browser.
Ensure it is updated to the latest version to mitigate vulnerabilities.

Incognito Mode: Use incognito or private browsing mode to prevent the storage of
browsing history, cookies, and cached data. This helps protect against tracking and
privacy breaches.

Cookies and Site Data: Configure browser settings to block third-party cookies and limit
site data storage. This prevents cross-site tracking and reduces the risk of data leakage.

Pop-ups and Redirects: Block pop-ups and redirects to avoid malicious websites and
reduce the risk of phishing attacks.



Safe Browsing: Enable the browser’s safe browsing feature to protect against dangerous
websites and downloads. This feature helps in identifying and blocking malware and
phishing attempts.

Do Not Track: Enable the "Do Not Track" request in browser settings to signal websites
not to track the user's browsing activity.

By adhering to these privacy and browser configuration guidelines, users can significantly
enhance the security and privacy of their Android devices, safeguarding against various
threats and vulnerabilities.



