Assignment

1. EC2 instances (2 machines - 1st machine - name, 2nd machine - sur name)

2. EBS volume

3. Snapshot

4. AMI

5. Load Balancer

6. VPC with 2 public subnets & 2 private subnet having Internet gateway and NAT gateway
7. VPC Peering

Note: Follow the powerpoint for VPC & VPC peering architecture and reiterate.

User your names & Sur names with all the practical topics and share the screen shots and step
wise information.

1. Create & connect an amazon Linux AWS EC2 machine: Created two EC2
instances
a) Login into the AWS console page

b) Once you login go to Services.
c) Services -> Compute -> EC2
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d) Then go to instances and click on Launch Instance:

Resources

EC2 Global View You are using the following Amazon EC2 resources in the US West (Oregon) Regh

Events
Instan {running) (4] Dedcated Hosts
Tags
Limits instan 3 Key padirs
¥ Instances Placement gioups o Security groups
’ Instances l
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Instance Types

Launch Tempiates

@ Easily size, configure, and deploy Microsoft SQL Server Always On availab
Wizard for SQL Server. Learn more

e) Then click on Launch instance option:

Actions ¥

(P New EC2 Experience %

Instance State : Running

EC2 Dashboard -
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Events

Tags No Instances found

¥ Instances

f) Then give the name to the instance machine:
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g) Then select OS Image and the version:
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h) Under the Instance type: Select — t2.micro machine

¥ Instance type s
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i) Then select the keypair, if you don’t have the keypair please click on “create

new keypair”

v Key pair (login) it
Y £ Ee 8 key pad to securcly corsieet Lo your inalahon, Engurs Tt you R afdess 10
the imtance

the seioctor ey puir

Key pair name - required

TestAzeEe:z v
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J) Under network settings, use the existing network and go to the next step:

k) Under Configure storage, please provide our required configure storage:




v Configure storage info

x | 8 GiB =qp3 v } Root volume

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magm

Add new volume

0 x File systems

I) Provide the number of instances we required: 1
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Storage (volumes)
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m) Then go to EC2 instances again:
| have Created 2 EC2 Instances first on is azeez and another one is
Mohammad

EC2 > eazances ¢ Laumch an nseance

¥ Summary
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2. Create Elastic Block Store:

a.

I L)
[T e ——
Iy

pe,

iy Camsienyy

Floubu Rleck Shmw

s

b.

ELL J  VUILITTHES

Go to Elastic Block Store and select VVolumes
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| selected 1 GiB Size and Create for create volume

IR ORI e

Create volume .

Create an Amazon EBS volume to attach to any EC2 instance in the same Availability Zone.

Volume settings

Volume type info

Genaral Purpose S50 (gp2) v

Size (GIB) info

I1OPFS Info

100/ 3000

e value must be an brteger.

Baseling of 3 I0PS por GEB with a mindmuom of 100 I0PS, buntable ta 3000 IOPS



Don't create volume from a snapshot v o

Encryption Info

Use Amazon EBS encryption o5 an encryption selution for your EBS resources associated with your EC2 instances

Encrypt this volume

Tags - optional o

L Tﬂﬂ} 5 a label that you aERGN o an AWS resouroe, Each h)l] consists of a key and #n optional valise. You can use 1-ﬂq-‘.| to search and filter
your resowrces of track your AWS costs

Mo tags associated with the resource

You can add 50 more tage

c. Created the EBS with Name: AzeezMohammad

Volumes (1/4) [C ][ actiom = | crosts voleeme |
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d. After attach EBS Volume to EC2 Instance:
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e. EC2 Screen short;

3. Snapshot Screenshot:

a) Go to snapshot and select create sanpshot

Snapuhots Y E

b) After creation
Description: AzeezMohammad snapshot

Snapshots C || B Becpie Bin PRl  Crosts snapshot

4. AMI Creation:
a. First created 1 EC2 Instance with Apache php install:
Name: AzeezMohammadlampapachephp
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Apache2:

Apache2 Default Page
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b. AMlIs: Created AMIs with Apache and php

Amazon Machine Images (AMIZ) (1/1] s
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c. Created another EC2 instance from Image (AzeezMohammad-AMI-EC2)

Instances (2] wis ) Ingtance wate ¥ Aitiomy W m
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E e
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d. AzeezMohammad-AMI-EC2 instance Apache

& =+ C A Notseawe | 549317825

) Apache2 Default Page

Ubuntu

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly, You should replace this file {located at fvar/wa/btnl/ index. html)
before continuing to operate your HTTP server,

1f you are a normal user of this web site and don't know what this page s about, this probably means
that the site is currently unavailable due to maintenance, If the problem persists, please contact the
site’s administrator,

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to ths for the full
documentation. Documentation for the web server tself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache? web server installation on Ubuntu systems is as follows:
Jetc/opoche/
1-- opache2.conf
/ ‘e« ports.conf
[-- mods-enabled

f [-- *.lood

/ == *.conf

‘-- conf-engdled

“-. *_ranf




e. Two applications screenshots

6 Imtances | ECZ Maragoment T % i Connect 85 matisce [ECT Mana. X | Q) PHP 212 - phourtioy X @ WP promioll L

& 2 C A Notucurs | 589337829 phpicdo.php

Systes Lrnix 9-372-31-41-71 5,15 0- 1090y 823-Ubunks SMP Wed Agg 17 18:X313 UTC 2002 33564
Butkd Dot A9 82022 0T282)
Bultd System Loux
Server AP Agache 2.0 Hander
Loaded Consguration File RACTRC/S Taoachediste o8
$can this O for additional Jnl Sew WSO Tapachadicent ¢
Additicaal Ini thes pacsed W;mmw:mwmnm
oo w2t 2 va Jeoed 47208 I, IMCPAOE VSachaRicont 620-
fooino ine. Jotc 42080 1, Vapacha2icont, i,
NOEROR VITACcHaRIcont G20-Coow s, SO, 1apache2icont GO0-CRatinl, ANCPNOS 1acacts2icont d20-
BOMLINL MICEhR'E 1BpachaZicont G20 roadine in ? &20-shmop s
A W-200k0s 3, WSO, A0 DIC0R OD-Sy SN K,
200t /20 o, p 20008 620 .
v 20 ni
PR Extonsion 20210092
Ze0d Exseasion 420210902
- Zend Extension tuid APH20210002NTS

5. Load Balancer:
a. First Created the Security group

Name: AzeezMohammad-ALB-security group

= Sequrity group [g-0d5bedB 3620715992 | AreerMohammad-ALB-1e0urity group) was crested sucoessfully

et
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b. Then Created the Target Group:

EC2 » Tarpet groups

Target groups (1) it | c || Actions ¥ |
{1 @

Proto Target
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Ageer Mol - i
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c. Added target group
Default action  Info
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HTTP ¥
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https://eu-central-1.console.aws.amazon.com/ec2/home?region=eu-central-1

d. Associate Azeez Mohammad-ALB

® Succesafully created Larget groug: Asser arreruc-ALR- T gt Giou

LC Target
Targetgroups (1) s G | [aciom + | I
Q 1 @
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e.  With Health status:

EL2 Tarmet Groups

Target groups (1/1) iate | C " Actions ¥ Create target group
Q 1 @

o . . Proto Target

col - ype ¥ Load balancer v vPCID

Asapriabuarmmsdd
ALB-Targetgroog

Imtance Azeerdohammad-ALB wvpo-0 244968
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f. Go to Load balancer and Select Create Load Balancer
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g. APLB:
Name: AzeezMohammad-ALB
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h. DNS:
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6. VPC with 2 public subnet & 2 Private subnet having internet gateway and NAT

gateway

a) Create VPC & provide of VPC as 192.168.0.0/16

b) Before creating VPC

Your VPCs (1) ke ] | Actions ¥ m G
a 1 @
Mame v VPC ID v Snate L IPwd CIDA v 1P CIDR

Wil =02 2SAFER @a’\‘.‘-ul.lL-l-.' 1723100/ 16 -
c) Select Create VPC
Your VPCs (1) infe Lc_l ! Actions ¥ _| m
Q 1 ®
Mame v VPrL D w Siate v 1Pwd CIDR v Py CIDR
ype-02 244068 2 Avaftable 17231.0.0/16 -
Name: azeez-VPC-A
IPv4 CIDR: 192.168.0.0/16
Your VPCs (2) oo C [ acions v | e
q 1 @
Mame v VPCID v State v IPwd CIDR v IPvE CIDR
azeez-VPL-A wp-06003 263 1209307 5 &) Awailable 1921680016 -
VPe-02244563 ) Avallable 17230.00/16 =
d) Create an Internet gateway and attach it to the VPC
Before creating we have default internet gateway
Internet gateways (1/1) i | Q|| Action v |
a 1 c]
/] Name v Interned gatevway 10 State v VPCID Crarnver
/] r Ipe-wc2TATET =) Artachad J-H}:’DS-I:E

-0 4498



e) After creation IGW
Name: Azeez-VPC-A-IGW

Internet gateways (1) wis

| C

Q 1 @
Mame z loternet gatevan 10 Slats d ¥PLID = e
Azges-VPC-A-IGW gw-08e2 TedbbEdedB 10T B Datached A4abz05ah |
ww-ecd T47ET (=) Atzachid wp-02244968 44020545
f) Assign Internet gateway to VPC:
Internet gateways (2] e [ c Actions ¥
g 1 &
Name L Internet gatesay ID State v VPCID v Crwner
Areer-VPC-A-BGW wpw-0Ee TeBbbEde4E107 & Artached vpe-06a03 203 1ae 030750 | areer-VPL-A Sd0F0540
ipa-eg 1 TATET & Antached wpe-02 244908 L0058t
g) Create 4 subnets of which of which 2 subnets are public subnets and 2 subnets are
private subnets
i). 2 private subnets
ii). 2 public subnets
i). 2 Private Subnets
first one Private Subnet name: Azeez-VPC-A-PrvSN1
IPv4 CIDR: 192.168.0.0/24

[ @] New V?E.Experﬁence X
ellus o

5 what you dhink.

Subnets (4] i

@ You have successfully created 1 subriet: subnet-Oadbf15d8520dcha

(G ][ aeom |
_ e

VB dashboard

EC2 Global View [ new Q. Fille

Filkar by VPC:

| seterta vPE v Namea v Subnst 1D v State VPC v IPvd CIDR
subnet-52%ech38 & Available vpc-U2244568 17231160420

¥ Virtual private cloud N y
Vour VPC net-17178050 E;z Available ype-02244568 172.21.0.0/20
four VPCs
I Azeez-VPC-A-PrvSN1 subnet-Oadbf15d8520dch Ta @ Available vpc-OeGaB1b32dbacdbec | aze... 192.168.0.0/ 24 J

Subnats -

subnet-S944eceel @ Available vpC-02244968 17231.32.0/20

Route tables



Second one Private Subnet Name: Azeez-VPC-A-PrvSN2
IPv4 CIDR: 192.168.1.0/24

Subnets (5] s

(G (oo~ | RN
13 &

'D' Ealf
Hamn v Submnet 1D State VP 1P CIDR
subnet-529ech 38 @MJ:]D&‘- w02 24068 1725116020
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Azoer-VPC-A-PreEN

i) 2 public subnets

swibney-0XARcAZe TET TR

first one Subnet name: Azeez-VVPC-A-PubSN1
IPv4 CIDR: 192.168.2.0/24

Subnets (5] ks

(] [ ~ |
1N &

=]
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Areoz-VPL-APubSNi swbnet-Obe03d9a 51805 a2 ca = iwaidabio wpc-060803 205 1 a0 175 | az... 192168 2.0/24 i|
subaiet- Gddeceed E)MJ'JEIHE vpo-02 244568 17251320720 |
Arper VP APre N2 subnet-0b Y306 T B Achele 2 EI.MJ-HI:.W vpC-DGA0E2eS 1ac 2 8d 75 | az., 192 158.1.0/24 i
Areez-VPC-A-PreSMY subnet-02 4044 267677 124 & Available vpc- 0605287 1ae98d75e | az., 182 168.0.0/24 I:

Second one Subnet name: Azeez-VPC-A-PubSN2

IPv4 CIDR: 192.168.3.0/24

Subnets (7} e
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SRIE [ AT

Q7

Hame v Subnet 1D State VirC iPwd CIDR
subrset-520ech 18 E}-fwﬂ-lﬂbk' vis-02 244558 1723116020
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All Subnets:

Subnets (V) ks

[ ][ e ~ | PR

[+1 £ A D L]

Name v Submnet 10 Smte v VPL v I CIOR

submat 5 25ech 38 & Avadlable vpe-023 244968 125160420
- subnet- 171 TROSH E.ﬁ.\-.nhl:\!: -0 244058 1723000020
Areez-YVPC-A-PulbSN1 Suibma-Obd03d9a5 7503l @.ﬂwiatﬂn v -06d03 203 Tae S 3d 754 | Br... 152,168, 2.0/24
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Azoez-VPL-A-Prvsiz seibinet-0b 13040 7805 fec 2 Meadable vpe-06d0T 2o 3 1apd Md75e | az., 152 168.1.0/24
Azeor VP A-PrySi] subnet: 024 HAcd 2 TEITIZE E.ﬂ.wﬂabl: vpo-06d03 2e1 Toe03dT Se | a2... 192 968.00/24
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h) Create 2 Route tables 1 for Public Route table and other one as Private Route table

Route tables (1/3) wte

[C ] [acions ~ | R
R W T

ar
(-] Marms e Route table 10 v Explicit subnet siotiat, .. Edge asociativn Main = WP
s e s mm_l.
/] AP A-PubRT e Odald 1addF 02 e T - - Mo wpeDBA05 203 180
= L R P = = T B E T P F T
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Rout abes 1/ (€] [awmm = |
o i R TR
-] Name v Rawute table 1D v Explicit subnet associat... Edge associations Main ¥ VPrC
- rit-ade5i30 - - - vp-02 24968
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i) Associate the public subnet to public route table and private subnet to private route

table

Route tables (4) ks

(G [+ |

=1 i &
Wame v Route table (D v Explicit subnet assocat... Edge associations Main ¥ VRC 2
rib-adeS0 2ol - - Wi vpo-02 244968 |
Apeez VPC-A-PrvRT rib-07 19 cc Yo d V5 ShaT - HNa -.-p:-L'IGdiIi-ZrE-'I-i
peer-VPC-A-FulblRT ritr-Oda 2l leddi1692ceT - - Hao vpe-0B0032e 3T
-
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Route tables (1/4) it [C][ s » | TS
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n Mg v Rowte tabls 1D L aprlicit bubriet ayubgisd. Eelger aisiistean Main ¥ VI .
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et Y e Vel | SShET

Sustenrt 1D

st 00 1 BOGT RO e0CRY f Ardes VP A
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1Pl CIDR

19168 1.0/24

subeet QRANACE 2eTETTIH J Areer-NPC-A

Proilil

Route tables (1/4) inse

191168 0.0/ 24

(G [hain | T

qQ 1 @
= Hame v Rowte table 1D L Explicit subnet associai... Edge associations Main ¥ VP L
rib-ade 5020 - = Vs vpc-02 44058
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J) Connect the public route table to the internet Gateway

Wi e pp— rEh ST i R [ETe
Edit routes
Dbt Targai ks Poupag el
5318800/ Vi 0 locsi - T W
Q4 ueose » 0 g Dl oibbdands 1o 7 - e | mamavw |
el rrte
ot [ e | I

k) Edit inbound rules add the TCP and ICMP in Security Group

Security Groups (1/15) mnte

i 'y |
| & | | Actions ¥ | | Expert security groups to C5V Wllll  Creete security group
¢ 1 . @

Qi
=} Naime v Secarity group D - Security group name ¥ WPE D v Deseription
e R b i ey et P e et gt e i g e
| w=05bhd 597 2 1960e880 AzeerVPL-AS0 wpc OG0t le S 1aeS 5 The lawnchewizand=12 croa.
i | i [} -
=
o =T  E——— =
Inbound rules [3) &) | Manage tag Edit inbound rules |
Q 1 [c]
Name v Security growg mule.. ¥ BP wersion v Type = Frotocsl v
w04 2o RO T eaeldl IPvd S5H TCR
sqr-0169 TA2AFE03L5 Pva AL ICMP - 1Pyl HMP -
VED Sauuatty Gmwes - TGS T2 13606880 - Apwar VC-A-55 L inbiusuansd vbees
Edit inbound rules .
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I) Create 2 EC2 instance 1 in Private SN1 and another 1 is Public SN1
i). Create EC2 instance in Private SN1
Name: Azeez-EC2-PubSN1
Key pair: TestAzeez
Network Settings: azeez-VPC-A
Subnet: Azeez-VPC-A-PrvSN1
Auto-assign public IP: Enable
Security group name: Azeez-VPC-A-SG
Created EC2 instance: For PubSN1

Instances (1] C Instance state ¥
Q
Instance state = rumning | X Clear filters
MName v Instance |0 nslance siate v Instamce bype 7 Status check Alarm status A ailabeliny
- cui Cia an ciin
Apper-ECLPubsNl ) 119 EI R ) mE {2 meig IE} 212 ks pand Mo darms + dy=OEtral

m) Login to public subnet 1 machine try to ping and ssh (ping will get success and
where ssh will fail as there is no key)
Public SN1 EC2 Console:

ii) Create another EC2 in Private Azeez-EC2-PrvSN1
Name: Azeez-EC2-PrvSN1
Key pair: TestAzeez
Network Settings: azeez-VPC-A
Subnet: Azeez-VPC-A-PrvSN1
Auto-assign public IP: Disabled
Security group name: Azeez-VPC-A-SG

Instances (2] i 4] Imstance state ¥ Actioms L
O F
o Fiew
1 1| 2% L file
M (IoEL] (5] bivita Eak Instande type ¥ Statud chegk A pat [ INESTRY
EC b =) e 3 ) +
z-E ' = =2 B +




Ping from Azeez-EC2-PubSN1 to Azeez PrvSN1

n) Copy the key pair on to public subnet machine and then from public subnet
machine try to connect private subnet machine with ssh

i) Copied .pem file to Public SN1 EC2 instance




ii) Connecting from Azeez-EC2-Pub SN1 to Azeez-EC2-Prv SN1

0) In order to get internet on our private subnet machine then we have to create a NAT
gateway in public subnet 1

NAT gateways:

Create a NAT gateways:
Name: Azeez-NAT-gateway
Subnet: Azeez-VPC-A-PubSnl

Elastic IP allocation ID: allocated

NAT gatf'ﬁ'aﬁ | info ] Ketions ¥ ﬁ@hﬁ‘fj‘ﬂ:

Q 1) @

=

Name ¥ NAT geteway 1D v Comnectivit.. ¥ Stale v Statemessage ¥ ElasticlPaddr




p) Edit the route table of private subnet with a route to NAT gateway
Know edit route table
Azeez-VPC-A-PrivRT
Click on Routs and Edit routes

Edit routes

Detclina faes Target Watus Fragagited

| Sove thanges |

After adding NAT gateway to Public SN1 connection

g) Then login to Private subnet machine and try to ping google.com
r) | can ping goole.com from Azeez EC2-Prv SN1




ssh -i <key> -r <key> username@public:/<destination>

Deletion:

1)
2)
3)
4)
5)
6)
7)
8)
9)

Route table deletion

Remove Subnet Associations (Public and private)
Delete EC2 instance

Delete NAT gateway

Internet gateways detach

Delete internet gateway

Delete subnets (Public and Private)

Delete Route Table

Delete VPC




7. VPC Peering

a) Create VPC: Go to Your VPC and select Create VPC, Name: Azeez-VPC-A,
IPv4 CIDR: 10.100.0.0/16 and select create

Q 1 =]
o) [G L v Lo ] L Sirte L s Ol L Ns il
Firser oy VN
Sy Li 8 st IR DR
L
T Virtnsl grivaie Elpid
0L
E ==

Selact & WP shoen

Create VPC

AVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info

Create anly the VPC resource or the VPC and ather netwarking resources

© VPC only VPC and more

Mame tag - opticnal

Creates o tag with a key of ‘Mame” and a value that you specify.

Azeez-VPC-A

IPvd CIDR block 1nfe
© IPv4 CIDR manual input
IPAM-allocated IPv4 CIDR block

IPvd CIDR
10.100.0.0/16

Tags
A tag is 3 label that you assign to
YOur resources or track your AWS

AWS resource, Each tag cansists of a key and an optional vatue. You can use tags to search and filter

Key Value - optional
Q Name % Q Azeez-VPC-A b 4 Remove ’
Add new tag “
You can add 49 more tags

Cancel Create VPC




Screen shot of VPC

Your VPCs (2) we kEe=xa] - |

a 1 @
Mame = WPC 1D v State v P4 CIOH v IPvh CIOH
Azeer-VPL-A wpe-{aS03088: 2 1ddESaY E.'I Aapdabie 1010000716

wpeDiF I A40GE @ Awriabde 1723.00/16

b) Create 1 Pub SN1 and 1 Prv SN1.:
Go to Subnet and create Pub SN1

© svictans ¢ | bt ) v Al [

Q 1 a
¢ B
CT GHoimal Waew Pt et L] Sumng 61 L LT L WG L el EIER
sk livaty, i i 12 el wj - Bk TR IRIT ]
h 1T (2} A ailadin wp LT BEEMEE T2 G0
i - ) Beaitd g =T ErA LB T

¥ nuan privits bl

1
VPC ID: Azeez-VPC-A
Subnet name: Azeez Pub SN1

IPv4 CIDR block: 10.100.0.0./24

VPCID

| vpc-0a603088e2 1dd6582 (Azeez-VPC-A) v
H &

IPy4 CIDRs
10.100.0.0/16

Subnet settings

Specfy the CIDR blocks and Svailability Zone for the sdmnet

Subnet 1 of 1

Subnet name

Azeez-Pub SH1

Availability Zone infs

Choose the zone In which your subnet will reside, or let Amazon choose one for you

No preference v

IPvd CIDR block Info

Q, 10.100.0.0./24 x




Create Prv Sub N1:
VPC ID: Azeez-VPC-A
Subnet name: Azeez Prv SN1

IPv4 CIDR block: 10.100.1.0./24

VPCID

s0cClate

IPv4 CIDRs
10.100.0.0/16

Subnet settings

Specify the CIDR blecks and Availability Zone for the subnet

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify

Azeez-VPC-Prv SN1
T T LT T Y

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you

Mo preference v

Kimy Value - aptianal
Q, Name - 0, Azeez-\PC-Prv SN * Remove
Add new tag
Vi can sl 47 e gL

[ Add new subnet

e | |




c) Create Rout Table: Go to Route table and Create route tables

D) Frm VWL Lapssionnn o

ek =T Resigte tatsles (1) i | O || actss w
L3 Ghal v [4 a ] [5]
et By W
- - M w [EEPT Y L Expiict subwet arsociat Ldge srisckption Wain T VP
AYAT T T R . . gL D0
T Vil prradte dboud
" 1 ] sy A0

Yaaar WP &
et i |

First, I am creating Public Route table
Name: Azeez-VPC-A-Pub RT

VPC: Azeez-VPC-A
VPC Route tables > Create route table

Create route table .«

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection

Route table settings

Name - aptional

Create & tag with a ey of ‘Name' and a value that you specify

Azeez-NPC-A-Pub RT

L

The VPC 1o use forf this route table

vpc-0a603088ed 1dde582 (Azeez-VPL-A) v

Tags
A tag is 2 label that you asign to an AWS resource, Each tag consists of a kay and an optional value, You can wee tags to search and flter
YOur resowces of track wour AWS costs

Eey Value - aptiona!

C, Mame » Q Azeez-VPC-A-PubRT ® Remove |
Add new tag

Yous con add 49 more g

Cancel Create route table




Second, | am Creating Prv Route table

Azeez-VVPC-A-Prv RT

Create route table ..

A route table :.pl,'iiﬁl_"s how packiis ane forwarded between the subnets within your VPL, the intermnet, and your ¥
CONMEC TN

Route table settings

Nama - optional
Create & tag with & ke of Marme” and a valis that you specily.

Azeaz-VPL-A-Prv RT

The VP 16 wie For this iodte table

vpc-0a60508822 1dd6582 (Azeez-VPC-A) k4

Tags

& 3y 1w ket Thart yeos) rtssiign £D anh AW resource. Each tag comsits-of @ key and an optional vslue. Voo can use tags b sewch s Filter
your praturoe or $rack your BN o

Kary Yalue - cptipnal

ﬂ' T Tl O Ageer-VPC-A-Prv AT b4 BB |
| Add new Lag

Yoo £3h 653 4% mair (e

Edit subnet associations:

Edit the subnet Association and select the Prv SN1 and save associations

Route tables [1/4) wis [ ][] adtiom = i
e (| SO LA

a 1 @
(=] Name ] Route iable IO v Explicit subnet associat. . Edge associations Main W ViPrC

B AmezVPCAPIVRT  rth-0B3aeBd573105862 = o v 0260308541
0EE4H0342 Tacib 16 - = Yes v -0a60308802 1

rib-ateS02c0 - - Yies wpe-02244968
Areer-VPC-A-Pub RT rti-06 2eldefOBA4 TS - = L wpe -DaGO308Be2 1
.

E = E

Explicit subnet associations (0] | Eddit subinet assetiations

a 2 1 @




Edit subnet associations

(hangs whith sitewty e Faocsbed web v oot Lkl

Avallable subnets (12

Q 1 @
= S - Sl 16 L et CEDR v e CIE . Bauts Lalsda 10
i il P Al il
16,9001 0/ 24 by o0 T LT P i 1

s ]

et 01 S hedFibta s 1ot

Selected subnets

il S Sa i e SOTION [ Ao NP e S0

Edit subnet associations:

Canawl

Edit the subnet Association and select the Pub SN1 and save associations

Route tables (1/4) it [ C || Actions » |
Q e @
a Hame v Route table 1D v Explicit subnet assaciat.., Edge aisstiation Main ¥ Vi
Azper-VPL-A-Prv BT rib-D65e805 7116586328 siibanier-0 15 509 5haa 5 - Mo wip Db 0305 a2
rib-0TSEA50342 Taclb 16 - - Yo wpc-Das05080e 2 )
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¥
Explicit subnet associations (0] it subnet association: ] =
Q 1 D =
Subnet 1D v Il CIDR v Pk CIOR v
Edit subnet associations
Chasis Pt bty 31 #1350 lebed wiih fPel sinin §ole
Available subnets (1/1]
- 1 &
[=] P w gt KD Wl CIDE - P CIDE L Bagtp Litele 10 L
B AmerPub N bt 00 RO G 18 M08 s Wi (118681 BADOAT T OV
o A o g e =

Torea orC- T WY

Selected subnets

st O B TR | RO APl SR

= Frw BT

m|




Route Table of Prv and Public

Route tables {4) ik & : Hctions W : Croate route table

o 1 &

Maima w Houte takile 1D o Explicit subnet sisociat, Edige sivociations Man = VIPC
Azeer-VPL-A-Prv RT reb-06 530845 73 1h5862E subimet-01 555 Shaas - Mo v -Das0T088a2 1
7= (g = Ty = B Ve -
ril-ade S0 2o - - s peil
I Areer-¥PL-A-Pub BT rel-06 2eOde PS4 A PR Sl subarvet- o 2GS RO 1 = Ho L -~'---"i."?ﬁil‘--'.‘i

d) Internet gateway:

Internet gatewanys (1/1) wis = Arnlany W

] it v It el galimay 1) e VRL I Cramar

Create Internet gateway: Go to internet gateway and select create internet gateway

Name: Azeez-VPC-A-IGW



Create internet gateway w«

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gatoway below,

Internet gateway settings
Name tag
i B siale sl B lassdbigd sl
Azeez-VPL-AIGW I

Tags - optional

A tag 1s a label that you assign to @0 AWS rescunte. Each tag conslats of 8 koy and an cptional walise. You can wse tags to search and fitber
YR Fediartes or track yosr AWS cost

Kay Value - optional

Q1 Mame x O Azeez-VPC-A-IGW = | Remove ]
Add new tag

[ v Irtarmst gatwsey 1 v Shat » WPLED v [

i u Hiky I ApmEn WL A IGW o DRGDALT TS Bedesh &) Derachun Pt
e = i [ QETa TR i DiS LT i.w!lﬂl.

Attach to VPC: Azeez-VPC-A

VPC » Internet gateways »  Attach to VPC (igw-026b447179255¢de35)

Attach to VPC (igw-026b44179255cde35) .

VPC

Attach an internet geleway @ 8 VL to enpble the VPO 10 communicate with the eviemel. Specly the VRO to attsch below

Ayailable VPCs

Attach the mtgrnet gateway to this YPC

Q vpc-0a603088e21dd6582 *

* AWS Command Line Interface command

Cancol Attach internet gateway




After attachment

Q

R A

1
Hame v Imternet gateway 10 v Stale v VRCID v Owriar
AzeidVPC-A-IGW Igw-D26bLd 1 7825 5cde3 5 2 Ateached vpe-hiG0I0RAeT VdahSE2 | Azpee-VPL-A 44020545
gw-ee2TATET @lllidlﬂl vpe-QI 244968 A40Z0545

Know edit the routes
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Edit the route table and add internet gateway and save changes

VAL 3 EAsmble  rSOSTe0edrTALMWST 3 FdT e
Edit routes
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e) Create EC2 Instance:
Name: Azeez-EC2-VPC-A-Pub SN1

Login into the AWS console page
Once you login go to Services.
Services -> Compute -> EC2

All services

Analytics
¥ Application lntegration olated Cloud Resoun

AR& VR
Console Home

AWS Cost Management

o Blockchain EC2 Image Builder
A managed werice 1o automate b
1} Business Applications

::'f: ('(v;\wte ' Route 53

gy Containers

Customer Enablement

Then go to instances and click on Launch Instance:

a New EC2 Experiende "

Resources
I
C2 Global View Vo &re wrking thi foliowing Amanen EC2 redountes in the WS Wit (Onegon) Rigi
druring ) (1] edicibed Hosis
it LA E Kiry fpaif
¥ Intances Flacemont grongs e BLLNEY (iaupEs

{.:,‘- Easdlly slze, configure, and deploy Microsoly SOL Sarver Always On availab
Whzard for SOL Serves Lesm miore



Then click on Launch instance option:

Instance Stale - Runming Adic] filhosr

EC2 Dashboard e,

EC2 Global View
Maime = |Instance ID = [Instance Type - Ava
Events

Tags Mo Inslances found

LAMmuLs

v Instances

nstances

Then give the name to the instance machine:

ECE 3 numaewer ¥ Lswmnch an inatsnds * Summary

Launch an instance .. —

AT b ECE alloews yoms R0 comaie wirisad machines, o imstandes, thar nay on the AWS Cloul. Duecily get staried by

o tha smpls sheps bebows

traare bmage [AMI]

Name and tags nt Amazon Linu 2 Kemal 5,50 AML_imsd mor

Harrs

Aoeez-EE3VPL-A-Bub SN

* Application and O5 Images {Amazon Machine Image) s R —

&M T
o o 1 volurmse(s) - B Gl

¢ S

Cancel ‘Laumch invisnos

Then select OS Image and the version:

Recents i Quick Start I

AmMazon mac0s Ui Windows Red Hat SIS Q

Linux

-\ Browsa more AMIs

aws % ubuntu®  Bf mecroicft | o RedHat (G
— Mac S

Amazon Machine lmage {(AMI)

Arnazon Linus 2 AMI (HVYM) - Kernel 5.0, 550 Volume Type Free tler allgible
ru | -.
(8 iption

Amazon Linux 2 Kernsl 5.710 AMI 2.0.202209712.71 =B6_64 HVM gp2

Architecturg AR 1D



Under the Instance type: Select — t2.micro machine

¥ Instance type isis

Instance type

L merg Frow teer cligible

v Compare instance by

v Key pair {login) e

Vil LA A B ey i B3 ety CEeeert 10 il InSIANTE. Ersne UL e Fares S00ESS 15 The selerid biry pair Saefoee yoo Laanch e

LM

Then select the keypair, if you don’t have the keypair please click on “create new
keypair”

: ’
v
Key pair (login) it
Yiomi C0 WRE A ey past U0 Securely comnect 1o your instance. Ensure that you have scoess 10 the sefected key oair belore you lauind
the mstame

K&y pair mame - rédgunied

Testhzeer A F  Create new key pair

Edit the Network settings:

v Network settings info

VPC - required Info

vpc-0a603088e21dd6582 (Azeez-VPC-A) v (@]

| 10.100.0.0{/16

Subnet Info
subnet-0b2d69c35h041603f Azeez-Pub SN1 | (@ Create newsubnet
VPC: vpc-0ab03088e2 1dde582 Owner: 440205455740 v E

Avallability Zone: eu-central-1b IP addresses available: 250 CIDR: 10.100.0.0/24)

Auto-assign public IP Info

I Enable v |

Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

() Create security group ‘ © Select existing security group

Commen security groups Info

v i (&) Compare security
¥ group rules

Azeez-VPC-Pub-SN-SG sg-OdcSefbfSfbc86eea X
VPC: vpc-0ab03088e21dde582




Under Configure storage, please provide your required configure storage:

wae
sn Sirvices Q

- * Configure storage info

1%« 18 Gif | gp2 - I Root valume

{L‘" Free tier aligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magm
Add now voalime

0 = File systems

Provide the number of instances you required: 1 and launch instnace

Number of imtances inkhs

MW WBCurity group

Camcel




Once EC2 Instance created Edit Inbound rules in Security group:

P o Swiamity Groups (1/16) . [0 [ R v | [ By e |+ | T
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Edit inbound rules .

bkl rubts ssaienl the oo e thry ol osssd 1o resth i ieslies
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Create another Private EC2 instance:

EC2 » Instances » Launch an instance

Launch an instance .

ot [ porvem oy | TN

Amazon EC2 allows you to creste virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below.

Name and tags i

MName

Azeez-EC2-VPC-A-Prv SN1

Add additional tags




5 .
v Key pair (login) infe
You can use a key pair to securely connect to your instance. Ensure that you have sccess 1o the selected key pair before you Launch
the instance

Key pair name - reguired
TestAzeez v (& Create new key pair

Edit the Network settings:

¥ Network settings info

VPC - required Info

vpc-0a603088e21dd6582 (Azeez-VPC-A) - &
10.100.0.0/16
Subnet info
subnet-0155ed95b6a507H0f Azeez-VPC-Prv SN1 (& Create new subnet
VPC: vpc-0aG03088e2 1dd6e582 Owner: 440205455740 v E
Availability Zone: eu-central-1b  IP addresses available: 251 CIDR: 10.100.1.0/24)

Auto-assign public IP info

| Enable v |

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instanmce.

‘ © Create security group () Select existing security group |

Security group name - required

| Azeez-VPC-Prv-5N-5G |

This security group will be added to all network interfaces. The name can't be edited after the security group is created. Max length is
255 characters. Valid characters: a-z, A-Z, 0-9, spaces, and ._-/(}#,@[1+=8;{}!%"

o




Edit Inbound rules in Security group for Azeez-VPC-Prv-Sn-SG: All ICMP-1Pv4
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Security Groups (1/16) wwe %
1 ®

Export security groups to €SV

Security group 1D Security group oame VPCID Description

Prv-SN-5G

Details Cutbound rules TaG
Inbound rules {1/1) C Manage tags Edit inbound rules
Q 1 ®
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Edit inbound rules
Inbound rules
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Lrurily growp rule 0 Tree

Copy. pem Local to Azeez-EC2-VPC-A-Pub SN1




By ec2-user@ip-10-100-1-129;
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Create VPC B:
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Name tag — optional: Azeez-VPC-B
IPv4 CIDR: 10.200.0.0/16

Create VPC i

ANVPC is an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create gnly the VPC resource or the VPL and other nietworking resources

O VPConly VPC and more

Mame tag - optional
Creates a tag with a key of ‘Name” and a value that you specify

hzeez-VPC-B

IPv4 CIDR block Info
© IPvd CIDR manual input
IPAM-allocated IPvd CIDR block

IPva CIDR

10.200.0.0/16

IPwi CIDR block Info
© HNoIPvé CIDR block
IPAM-allocated IPvE CIDR block



Create subnet: Create a subnet for Azeez-VVPC-B
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Subnet name: Azeez-VPC-B-SN1
IPv4 CIDR block: 10.200.1.0/24

Subnet 1 of 1

Subnet name
Create a tag with a key of "Mame' and a value that you specify.

Azeez-VPC-B-5NT

Availability Zone info
Choose the zone in which your subnet will reside, or iet Amazon choose one for you

Mo preference A

IPvd CIDR block info

Q 10.200.1.0/24 x |

¥ Tags - optional

Key Value - optional

Q Name X || Q Azeez-vPC-B-SN1 X

| Add new tag

You can add 49 mone tage

| Add new subnet |




Create Route table: Create route table for Azeez-VPC-B
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Route table settings

Name - optional
Create a tag with a key of ‘Name” and a vidue that you specify.

Azeez-VPC-2-Prv-SHN-RT

VPC

The VPC to vse for this route table.

vpe-0490060094 208799 (Azeez-VPL-B) v

Tags
A tag ks o label that you swign to an AWS resource. Each tag consists of o key and an optional value. You can wie tage to search and filter
your resources of brack your AWS costa

Ky Walue - aptional
€ MName b4 QO Azepz-VPC-2-Prv-SN-RT b4

You can add 49 more tags

cnd

Edit subnet associations: Edit subnet association in Azeez-VVPC-B-Prv SN-RT
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Edit subnet associations
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Create EC2 instance: Create EC2 instance in Azeez-VPC-B-Prv SN1

ECZ D Instances » Launch an instance

Launch an instance .«

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by

following the simple steps below,

Name and tags info

Name

Azeez-EC2-VPC-B-5N1

Add additional tags

Edit Network settings: Edit network settings and create Security group then Launch

instance.




¥ Network settings e

VPC « required info

vPC-0480060094 2cc8799 (Azeez-VEC-B) C
102000010

Subaet info
subnet-02at38033597 109889 Azeer-VPC-B-SN1 ¥ Creato new subnet
VPC: ope 009 ~ o

Avadabily < ou-central

) Owner 4

P uddres

i O 102001 .0/24)
Auto-assign public 1P Inte
Enable v

Firewall (security groups) info

Asecurity grous it set of Hrowall rules that control the tra¥fic for your inttane Add adin Lo allow wpocific Lratfic 16 reoch yoor

© Creata security group L Seloct existing sacurnty group

Secunty group Name - required

Azeer-VPL-B-SN1-5G

od to okt netwr

Vg A The name can't bo odited atter the sarurity gros

O -5 (pse

20 In created, Max length s

This security group will bo

255 chavactets. Vald Characters: &

Description « required tafo

[ Azeez-VPC-B-SN1-5G| l

Edit Security Group:

E Inbeaind dedarity ghoup rsled soctesafully rmodified of iecurkty gromip (§g-Deb PHET 00 LTS | Anees-VPL-Pryv-SN-5G)

F Detalls

Security Groups (1/18) e | [ Actiony ¥ : Export securlty groups to C8V | v

a | &

-] Hame v Security group 1D v Security group nama ¥ VRC 1D L Description
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Inbound rules (1,/1) | & | | Manage Lags . Edit inbsound rules
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Edit inbound rules ..
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Save rule

VPC Peering: Go to peering and select Create peering connection. Connect Azeez-VPC-A to
Azeez-VVPC-B. Create peering connection

Srvipstit s Peering connections i [T |[ Aetiom = m

Q ' @
hama v Pawiing (pnnsction ) ¥ Rlmus v Rejuswitar W Aspagriar WPL
Sacimily
.

Wetwark Anhpais

Peering connection settings

Mame - gptional
Creste a tag with a key of ‘Name' and a value that you soecify

| Azeez-VPL-Feening-A to B

Select o local VPC o neerwith

VPC 1D (Requester)

| vpc-0a603088e2 1ddas82 (Azeez-VPC-A) L4

VPC CIDRs for vpc-0a6030B8e21dd65E2 (Azeez-VPC-A)
CIDR Status Status reason

10.100.0.0/16 (® Associated .

Select another VPC to peer with
Account
© Myaccount

Another account

Region
© This Region (eu-central-1)
Another Regon




VPC ID (Accepter)
vpC-04900b 0094 2ccB 799 (Azeez-VPL-B) b

CIDR Status Status reason
10.200.0.0/76 @ Associated =
Tags

A tag Is-a label that you assign to an AWS resource. Each tag consists of @ key and an optional value. You can use tags to search and filter
YU Mesoures or track your AWS costs

Key Value - optional

1 Name b4 Q) Azeez-VPC-Peering-Ato B b4 Remove
l Add new tag

You can add 43 mone tags

Cancel Create peering connection

Then select Peering machine and go to action and accept the request
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Know connect:
EC2-VPC-A-PubSN1 to EC2-VPC-A PrvSN1 to EC2-VPC-B-SN1
Connected local to EC2-VPC-A-PubSN1



B ecd-umer@ip- 10-100-0-238—

Next EC2-VPC-A-PubSN1 to EC2-VPC-A PrvSN1

B ec2-user@ip-10-100-1-129:~

Z-user@l9.100.1.129

Next ping EC2-VPC-A PrvSN1 to Azeez-EC2-VPC-B-SN1

Without edit the route table we cant ping so Know we have to Both Route tables has to
update
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WPC » Routetsbles » rth-D63aeBd5731bSB628 > FEdirroutes D

Edit routes

Destination Target Status Propagated

10,100.0.0/16 Q, local » | @ active No

[a 1020010728 x| | @ poeozbraazazstiiiss: R = No Remova

e

Next edit Azeez-VPC-B-Prv-SN
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Edit routes

Detination Tyt Skakun Pragagrted

Know we have to do ssh
EC2-VPC-A PrvSN1 to Azeez-EC2-VPC-B-SN1

B ec2-user@ip-10-100-1-12%:~

©10.100.1.129

Know we have to do ping

Unable to ping

from

from

from
from




Know we have copy .pem file Azeez-EC2-VPC-A-Pub SN1 to Azeez-EC2-VPC-A-Prv
SN1

¥ip-10-100-06-226 ec2-use

p-10-10609-0-226 ec2-user]
i Tue Nov 1 19:54:51

Amazon Linux 2 AMI

mazon.com/amazon-linux-2/

p-10-100-1-129 ~]%




