Resource Group: Create a resource group to associate for all resources to be created in Azure
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Create a Windows Virtual Machine under above created the ResourceGroup.
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We should mention the username and password to connect to VM while creation only.
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Inbound port rules

Select which virtual machine network ports are accessible from the public intermet. You can speatfy mare fimited or granular
network access on the Networking tab.
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In Networking tab, check the “Delete IP address when VM is deleted” check box and see that Public IP
is set.
Virtual Machine is created.
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We connect to Windows machine using Remote Desktop Connection.



Creation of a Linux Virtual Machine
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Creating extra storage disks and mount a filesystem
In VM, click on Disks, and create a additional disk. Attach it to the VM and save.
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Now mount the storage using commands
$mkdir additionalstorage

$mkfs .ext4 /dev/sdc

$mount -t ext4/dev/sdc additionalstorage/
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Create 10 files in the disk using the command
$touch {1..10}.txt
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Unmount the additional Storage using the command
$umount additionalstorage/
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Now attach the same disk to another VM
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Connect to the VM and check the disk is already mounted and the additionalStorage is already
available on the disk. Also the 10 files which we created in previous VM are also available in this VM.
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Snapshot:

Create a Linux VM and install apache2.
$apt update

$apt install apache2
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Check the status of apache2 running
$systemctl status apache2
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Access the webpage from browser using public IP of VM

ﬁ B UnucBragaulukals - Microsa % @ Apeche? Ubunty Oefeult Page: | X

< C A Notseoure | 423614242 [ 2 = 0@ :
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This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site 15 working properly. You should replace this file (located at /var S /htel /index. html)
hefore continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
thar the site is currently unavailable due to maintenance. If the problem persists, please contace the
site's administraten

mnto several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apachei-doc package was installed on this server,

The configuration layout for an Apache2 web server instzllation on Ubuntu systems is as follows:
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Go to VM->Disks->Create Snapshot of the disk
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Now create a disk from the created snapshot
Goto Created Snapshot->Create Disk
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From the newly created disk-> create a VM
Select the above created disk in OS dropdown box
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After the new VM is created from the snapshot, check the status of apache2.
We can see that apache? is already installed.
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Machine Image:
Create an Ubuntu machine and install apache2 and php as mentioned in the link
https://www.tecmint.com/install-lamp-with-phpmyadmin-in-ubuntu-18-04/

e (T e  RT ——  yy, @ o

fresourcegroup., & [k &

A VW-Brorgavilukala - Mic

&« c B portal.azure.com f#@bhargaviaguz0dgmailonmicrosoft.com fresource fsubscriptions /49457 1cd

= u radel [ Search resources, sefvices, and docs 1G+1
Microsoft Azure  [GRELN 5 U i DEFALIT DIRECTORY

Home > CreateVm-canonical 0001 -com -ubuntu-server-focal-2-2(

K3 VM-BhargaviNukala = = -

Virtual machine

& Connect [ stat §' Restart Stop B Capture  [B] Delste

[] openinmobile [Ev €l Ps A Fesdback

~ Essentials JEON View

uritu 20.04)

5 (1 vopu, 1 Gig memaory)

(move i Free Tna

¢ 453057104-0421-4773-Bfdb-101fci1ba 274

Propertes  Monitoring Capabilities (7) Recommendations Tutorials

BB Virtual machine @ Networking
Computer nzme VM-Bhargaviblukalz Pusblic P address 20.228.178.253
pubidic 7 address {IPve =

ng systam inux (LUbuntu 2004}

Install apache2 and php


https://www.tecmint.com/install-lamp-with-phpmyadmin-in-ubuntu-18-04/
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Access the webpage of VM using public IP/info.php
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To create an image of the above created VM, goto VM->Capture
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Create a VM from this Image by selecting this image in OS section of VM.
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Check that apache2 and php are already installed in this new VM
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Create a VVnet with two subnets—use Virtual Networks to create a Vnet.



l A Gzurevnet-Bhergevifluksle - Mo ¥ @8 BHE FA3- phpinfo()

« = c

i portal.zzure,com A@bhargaviaguaddgmail.onmicrosolt.com/resource/subscriptions/49d57 10494314773 -8fdb- 101 fc91 baZ7d/resourceGroups/Az...

B =

= e e Y

Home > Microsaft VirtualNetwork-20221221112956 | Cuenisw >
«.» AzureVnet-BhargaviNukala = »

Virtual nstwork

= move ~ [ pelete [ Refresn A7 Give fesdback

-~ Essentials

Resource group (i

€) . ArureRG-BhargawiMukala

Location (move) East LIS

Subscription (mowe)

Subscription 1D | 49d37Lc4-0421-4773-8fdb- 101 feoba274

Tags {edif} : Chek here fc add tags

Tepology Capabilities (5) Recommendaticns Tuterials
Azure Firewall

e DDoS protection

Configure addtonzl protechion
from distributed denizl of seruce =tal
attacks,

@ riot configured

ful L3-L7 firewsll

@ Not configured

Private endpoints
<k

rety acce: ryices

Protect your network with 2

Address space
DINS servers

Flow timeout

BGP community string :

Virtual nebwork 1D

e 8 Peerings

Seamlessly connact bao or more

virtuz| networks,

@ Not configured

J5ON View

1014.0/16

Azure provided DMS s2rvice

i Configure

Configure

0ch3na3-1aza-d4818-8=a8-1473fdeafha

Security

Filter network traff
Arure resources.

In the Vnet, create 2 subnets
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Settings

2 Address space
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Delegated to T4 security group TL Route table T4

Now create one VM in each subnet.
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Setup 1IS server on both VM s. As we have created Vnet with default Inbound and Outbound rules,
with default rules, only Inbound traffic from same Vnet are allowed and from outside is not allowed.

Load Balancer:

Create a Load Balancer by adding a new Frontend Configuration and adding a new Public IP.
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Name Ty

Add g frontend 2 to get started

< Previous || Mext: Backend poals »

1P address )
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Add frontend IP configuration

Name*

i Frontend-LB

IP version
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P fype
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{Mew) PublP-L5 |

Create new

Gatewsy Load balancer (0

None ) |
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Now add Backend pools for LB. Select the created Vnet and the machines we created in 2 subnets and
add them to Backend Pool of LB.

l A add backend poot - Microsoft A X @ PHP 7.43 - phpinfal] x | @ 20163133182 X o
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Add backend pool %
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Backend Pool Configuration

IP configurations

IF comfigurations assodated to virtual machines and virtual machine scale sets must be in same focation as the logd balancer
and be in the same virtual network.
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Add a health probe for LB
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o Health probes are usad fo check the ciatus of 2 backend pool instance. If the heaith probe fails to get s response from a
Backend instance then no new connections will be cent to that backend instance until the health probe succesds apain.

Mame * | HealthProbe-1g]
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Used by (2 Mot ussd

o

Add Load Balancing Rules by selecting the above created Frontend, Backend pool and health probe
— B LE-Rulel - Micrasoft Azure X @ PHRTA3 phpinfod % | @ 20160138082 x ‘m
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o A lond balanting rule distibutes incoming traffic that is sent 10 a-sefected IP address and port combination aonass a group of
backend pool instances, Dinly backend instances that the health probe considers healthy receve new tafic.
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Check that 11S server is installed on two VMs. Make changes in web pages located at
C:\inetpub\wwwroot to display VM1 and VM2,

Access webpage from browser using public IP of VM.



As seen, once VML is called and once VM2 is called by Load Balancer.

1 - - -
TA UM1-Fortl- Microsoll % | @ PHP 743 -phpinfoll 3 ¥ 5 Windows Server ® | ]

€ > C A 20.115.116.15
VMIVMZVMIVMIVM

HR Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa
Lsrx BEnvenuto  Eoir
5 3 h” Bienvenido Hos geldiniz | owan omna
Bem-vinda

K{IJ\L'\K. Jobpa
Viteite: OplooTe W alkormmer nowanosars | LUdvEZEl|lk

Microsoft Willkommen [Melkarmmsn -

@ 15 Windows Server x N+

<« c L oL 20.115.116.16
VMIVMIVMIVMIVMIVMIVMI

HR Windows Server

Internet Information Services

Welcome Bienvenue  Tervetuloa
=2+ Banvenuta  Er
£ 3 b.. Bienvenide Hos geldiniz | oovan oo
Bem-vindo | i
Kohing Jatpo
Viteite  OpiooTe valkarnmen RSB noxanosats [Udyezsijtk

La e R0

Microsoft Willkommen Welkemmen

w

% [ @ wmeoanio




Create a Virtual Network. Add 2 subnets, one public subnet and one private subnet.
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B A cesteumusinemort X @ FHP7AS pronicd % | @ 20168139162 % | @ EWrdowsserver X | @ IEWindowsSener % | @ E5WindowsSener X I+ b d =
& = C ¥ portalazurecomTeature msaljs=false# create/MicrisoftVirtuz Network-ARM o e oW » 0O ‘ i
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Home > Virtual nenworks

Create virtual network %

Basics TP Addresses  Security  Tegs  Review + create
The wirtual retyiork's address space, specified as one or more address prefives in CIDR notation le.g. 192.168.1.0/24),
1Pvd address space

10.00.0/16  10.L0.0-101.255.255 (65536 addresses)

1]

[[] Addvs address space @

The subnet's address range in CIDR notation (e.g, 192.168.1.0/24). It must be contained by the address space of the wirtual
retwork,

+ Addsubnet T Remove subnet

D Subnet name Subnet address range MAT gateway
[ subsubnet 10,L0.0/24
[ srnsubnet 10010024 -

| = Previous || Mext : Security = | Download a tamplate for automation

Create 2 Vms, one in Public subnet and one VM in private subnet.
Public VM should be created by selecting the public IP.

- - - - - -~ '
l A Costecuriual e % gy Varkuslbetwarkl % | @) HETAT-phom ¥ | @ 20189130182 ¢ | @ 1S WindowsSen % | @) ESWindwes Seric | @) 1S Windows Ser xtw

= - C  # portalazure.com/Tfeature msalis=false#create/Microsoft Virtu2iMachine-ARM o~ b = W ® 0O ‘

@ I 5 Search resources, services and docs (G4/)

Home > Virtual machines »

Create a virtual machine - X

Drefine network connecianty for your wirtusl maching by configunng netwerk interface card [MIC) seitings. You can control ports,
inbound and outbound connsctivity with s=cunty group rules, or place behind an susting load balancing solution. Lesm more o

Metwork interface

‘Whan creating 2 wirtual machine, a network inferface will be created for you

Wirtual netwerk * 0 | wirtualMeoworkL-Bhargavibukala w |
Create new

Subnet* (D v |
Manage subnet configuration

ubic P O {new) PUbVA-ip v |

new

WIC network security group (@ O nene
™) Basic
O Advaniced

Public inbound ports * (D O Mone

!E!- Allow selecled ports

| < Previcus || Next : Management > B Give fesdback

Private VM should be created by not selecting the public IP.
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Home > Virtual machines »

Create a virtual machine - X

Defire network connactwity for your virtisl machine by configuring network interface card (MIC) settings. You can contral ports,
inbound and outbound connsctivity with sscunty group nules, or place behind an existing load balancing solution. Learn mio

Network interface

‘Whan creating 2 virtual machine a network interface will be created for you

Wirtual network * (1) | WirtualMetwork 1-Bharoavib ukals wr |

Create naw

subnet* @ [ Prvsubnet o1.10/29) v
Manage subnet canfiguration

Subbc P Mons [¥
[ |

Create new

MNIC network security group (0 D MNone
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Public inbound ports * (@ O tene

= "
&) Allow sefected ports
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Create a NAT Gateway to get Internet to Private Subnet. Select the Virtual Network and the private
subnet where you want Internet.
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Create network address translation (NAT) gateway - *

To use the MAT gateway, af lezst one subnet must be sefected. You canadd and remove subnets ater creating the NAT
gahe\\'ag.f.

Wirtuzl network (5

| Wirtusihetwork1-Bhargaviblukala |
Create new

0 subnets that have any of the following resources are not chown because they are not compatible:

A load balancer with a Basic SKU

A public 1P address with 3 3asic SKU
An IPv6 address spate

An existing NAT gateway

Avirtual network gateway

E Subnet name Subnet address range
[] Pubsubnet 10100724

B Frosubnet 10110024

Manage subnets =

Review -+ create = Previous | | Next:Tags = Download a template for automation

Now connect to private machine from public machine using remote desktop connection of public VM.
Access google.com on private VM and the page is displayed.
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VPC Peering:
Create another Virtual Network in another region.
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Now create a VM in Virtual Network?2.



l A PubUNIT - Micrssoft Asure *®

« = C i portal.zzure,com A@bhargaviaguadigmailonmicrosoit.com/resource/subscriptions/49d57 10494314773 -8fdb-101fc91bai T4 iesourceGroup..,. o &

e e B

Home > Virtual machines »

3 uPubVMl £ x

Virtual machine

!.U t-ear:l" I & Comnect v [> start O

B Dverview =
< Essentials
H Activity leg
Rezcurce group (move)

o, Access control (LAM} AzureVN-Bhargavitiukalz
® Tags i
Running
2 Diagnose and solve problems \eation
East Asia
Settings )
Subscription [move)
£ Networking Free Tnal
Subscription 10
LG 49057104-0421-4773-876b- 1017001 Ea274
R windows Admin Center Tage (eci
§ Disks gretoaid fane
B cjze
Properties  Monitonng
O Microsoft Defender for Cloud e —
& Achvisor recommencations KA Virtual machine

Computer name

®| Extensions + applications
Hesalth state
&% Continuous delivery
- Cperating system

Restart D Stop ?34 Capture

Windows IWindows Server 2022 Datacenter

E
[ Delete () Refresh [l Openmmobile B cu/es & Feedback
ISOMN View
Operating system
‘Windows (Windows Server 2022 Datacenter Azure Edition)
Sz
Standard Dds 3 |2 vopus, 8 Gig memony)
Virtual network/subnet
VitualNetwork2-Bhamaunhlukals SubSubnst
DMS name
Mot confgured
Tutanals

£ Networking

Public 1P address 104.208.105.196

Pul P adidress (1P}

Private IP address 10.2.04 -

Add Peering in Virtual Network1. Goto VirtualNetworkl and click on Peerings. Add peering between

both Vnets. As seen, Two peerings are created between 2 Vnets.

VN1->VN2
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Now a peering is established and when you use private IP of VM of VN2 to connect from VM of VN1,
you should be able to connect.
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