Device and Mobile Security

Mobile OS Security: A Comparative Analysis
Security:

« Android: Open architecture (customizable, more attack surface) vs. iOS
(closed, stricter control).

. Patching: Fragmented updates on Android vs. centralized, faster on iOS.

« Permissions: Granular on Android (confusing) vs. restrictive on i0OS
(clearer control).

« Threats: More malware risk on Android due to open nature.

. Updates: Fragmented Android leaves older devices vulnerable; iOS
updates are efficient.

Recommendations:
« Android: Faster updates, streamlined permissions.
. 10S: Balance security with user customization.
. General: Standardized protocols, user education.

Android vs. 10S: Security trade-offs. Collaboration is key for a more
secure mobile future.



Tools and Technologies for Cyber Security

Recent Cyberattack Analysis: British Ministry of Defense (May 2024)

Incident: Chinese hackers compromised a MoD contractor, exposing military
personnel data.

Attack: Supply chain attack likely used phishing emails, malware, and
potentially penetration testing frameworks/exploit kits. Social engineering
facilitated initial access, followed by lateral movement and data exfiltration.

Defence Weaknesses: Vulnerable supply chain and potential lack of employee
training on phishing.

Lessons Learned: Strengthen supply chain security, train employees,
implement MFA, and segment the network.

Recommendations:
« Conduct vulnerability assessments and penetration testing.
« Implement SIEM for centralized log monitoring.
« Deploy endpoint protection with real-time threat detection.

« Promote cybersecurity best practices.



Cyber Security Best Practices

Recent Cyberattack Analysis: British Ministry of Defence:

Incident: Chinese hackers compromised a MoD contractor, exposing military
personnel data.

Attack: Supply chain attack likely used phishing emails, malware, and
potentially penetration testing frameworks/exploit kits. Social engineering
facilitated initial access, followed by lateral movement and data exfiltration.

Defence Weaknesses: Vulnerable supply chain and potential lack of employee
training on phishing.

Lessons Learned: Strengthen supply chain security, train employees,
implement MFA, and segment the network.

Recommendations:
« Conduct vulnerability assessments and penetration testing.
« Implement SIEM for centralized log monitoring.
« Deploy endpoint protection with real-time threat detection.

« Promote cybersecurity best practices.



