First Name: SaiGopi

Last Name: Pachipala
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1.EC2 Instances

Steps:
1. Open AWS and under search box select EC2
2. Click on launch instance
3. Now enter name of your machine (Machinel-SaiGopi)
4. under AMI select Amazon linux
5. under instance type select t2.micro
6. under key pair >> create a new key pair (TOKYO.pem)
7. under firewall security group click on create security group
8. and click on launch instance
9. Repeat the same process and create one more instance (Machinel-Pachipala)

- .- ——————"—-—-—a—"—=-=""s">=">zs-"—-—-- »->—»..................>'=.=>.>>»»>->->-
Instances (2) O Instance state ¥ Actions ¥

Namw Instance 10 Instance state v Instance type v Status chock ~
Machine2-Pachipala 0h18d042R249

Machine 1-SaiGopi i-0¢ L0 SE 1 7edS \"_:_) Ry 9 O10] t2Z.micro

Figl:Ec2 instances
10.Steps to connect to ec2 machines.

e Select machinel under instances tab and click on connect.

e Under connect to instance select SSH client

e Now copy the ssh command shown under example

e Now go to the .pem file location directory and open command prompt terminal
e Now paste the ssh command and click on enter

e Type yes to connect and you can see your Machinel-Saigopi instance running

Fig2.Machinel-SaiGopi



Fig3.Machine2-Pachipala

2.EBS volume
Steps:

1. When ever you want to provide an extra storage to your machine you opt for this Elastic
Block store (EBS).
2. Created Two machines SaiGopi-Machine A and SaiGopi-Machine B in sydney region.

Instances [2) it (& lnstance state ¥ Actions ¥

Name v Instance 1D Instance state v Instance type v Status check Ala
S5aiGopl-Machine A 85 1 el & Rumnine & t2.micro ® . ¢ No

SaiGopi-MachineB 1596 &c 2840 @ Rimnin aa t2.micro @) No

Figd: Instances for EBS
3.Under EBS select volumes and you can see default storage allocated for your EC2 machines.
4.Now click on create volume

e Under volume type select any type you want (General purpose SSD (gp2))

e Under size select the amount of GB (1GB)

e Under Availability zone you can select available zone in which your instance got created.
o Now click on create volume.

e Now click on volumes and you can see all volumes and newly created EBS.

e Now select the EBS and click on actions and click on attach volume.

e Under Basic details select your instance and click on attach volume.



Volumes (3)

Q Search
Name v Volume ID Type Size 10PS
- vol-0c6587eaa8c9a76ab gp2 8 GiB 100
SaiGopi-EBS vol-028550c673eb755d3 gp2 1GiB 100
- vol-02269764fa5037ee8 gp2 8 GiB 100

Fig5: EBS volume of 1GB
6.Now log on to SaiGopi-MachineA and make a file system and mount it.

e |sblk —to list all file systems

e mkdir <directory name> to create a storage directory
o mkfs -t xfs /dev/sdf

e mount -t xfs /dev/sdf storage

e created a storage directory named SaiGopi-Storage

e mounted it to file system and created ten .txt files in it
e umounted the file system.

Fig 6: File system created for SaiGopi-MachineA and mounted it



Fig7: Created 10 files in SaiGopi-Storage and unmounted it

7.Now detach the EBS volume from machine A and attach it to Machine B
8.Now connect to Machine B, create a new directory and mount the same to it.

9.SaiGopi-MachineB EBS volume contains all the ten txt files.



{ /  Amazon Linux 2 AMI

\
\
1,

https://aws.amazon.com/amazon-linux-2/
) needed for security, out of 16 available
yum updat@“ to apply all updates.
1Hb ~]% sudo su

W RM SIZE RO TYPE MOUNTPOINT

10 8G @ disk
L xvdal ] p 8G @ part /
vdf 02 :80 2 16 @ disk
[rootm1p 172-31-8-108 ec2-user]# df -hT
Type Size Used Avail Use% Mounted on
devtmpfs A474M e A74M
tmpfs A483M @ 483M
tmpfs A483M 412K  A32M
tmpfs A483M @ 483M
xfs 8.86 1.6G 6.5G
tmpfs 97M e 97M
)ip-172-31- 8 108 ec2-user]# ls
[root@ip-172-31-8-108 ec2-user]# fdisk -1
Disk /dev/xvda: 8 GiB, 8589934592 bytes, 16777216 sectors
sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 byte
/0 size (minimum/optimal): 512 bytes /
Disklabel type: gpt
Disk identifier: 233@CCC2-270B-42AA-BCB6-AB6AGFS0G

Devica Start End Sectors Size Type
f b 16777182 16773087 8G Linux filesystem
,d.aw, wdalzb 2048 4095 2048 1M BIOS boot

Partition table entries are not in disk order.

Disk /dev/xvdf: 1 GiB, 1873741824 thPb 2097152 sectors
Units: sectors of 1 * 512 = 512 byte
ze (logical/physical): 512 hvtea / 512 bytes
(minimum/optimal): 512 bytes / 512 bytes
1?1—41 b 108 ec2-user]# mkdir SaiGopi-Attach
P8 ec2-user]# mount -t xfs /dev/xvdf /home/ec2-user/SaiGopi-Attach/
P8 ec2-user]# cd SaiGopi-Attach/
'1p—l7£—jl— -188 SaiGopi-Attach]# 1s
xt 1.txt 2.txt 3.txt 4.txt 5.txt 6.txt 7.txt 8.txt 9.txt
root@ip-172-31-8-108 SaiGopi-Attachl# cat

Fig8:SaiGopi-MachineB EBS

3.Snapshot

Steps:
1. Under EC2 Elastic Block store click on Snapshot
2. Click on create snapshot
3. Under volume id select your volume (SaiGopi-EBS) in Sydney region
4. Under description enter name of snapshot
5. Now click on create snapshot



6. Now click on snapshots and you can able to see your created snapshot

Select your snapshot and click on actions and click on copy snapshot

8. In settings page of copy snapshot ,under Destination region select the region where you
want to create Tokyo (ap-northeastl)

9. Now click on copy snapshot

N

@ Suctessfully ometed smapshot copy sneo-OdcTe i1 8e689¢ )

Snapshots (1) C || 2 Recyctesin actions v | I
Owredlyme » Q 5 1

Name v Saspshot 1D Size Description Stocage. Soapnhot statins ' Startec

SaGop-Snupshot rof 600052 5) 1 G SuGop-Srupntt Standurd & Completed 20221

Fig 9: Snaphot created in Tokyo region from SaiGopi-EBS volume

@ Sucomssfudly sttiched volume wi-02667985adeed9ed2 to instance i-0dd6 13856797 1e

Volumes (2} C Actions ¥ m
Qs 1
Hame Yolu... 3 4 Snapshot Availability 2o b Volume s2ate

19 a 568 ] snap-051584 549 el 2 sp-rortheass-1¢ @ In-u

Sacopt-SnapshotCopyValume nl-0206 a9 168 ) snap-0acTeShhf1dph 2 ap-rerthess 1¢ & In-usve

Fig 10: volume created from copy snapshot in Tokyo region

10.Create a SaiGopi-Machine C in Tokyo region and attachthe EBS volume created from
Snapshot copy

11.Now connect to SaiGopi-Machine C and create a new storage directory named SaiGopi-
SnaphotVolume and mount it.

12.switch to the SaiGopi-SnaphotVolume directory and check the list of files in it.



16777216 sectors

512 by

Fig 11: SaiGopi-Machine C SnapshotVolume

4.AMI

An Amazon Machine Image (AMI) is a template that contains a software configuration (for example,
an operating system, an application server, and applications). From an AMI, you launch an instance,
which is a copy of the AMI running as a virtual server in the cloud.

Steps:
e Created an SaiGopi-Machinel Instance and in the security-groups add inbound rule http port
80 for this machine.
e Connect to the above instance and perform the below commands



-] Namw v nstance 10 Imstance stats v Instance type @ Status chock AMarm stater

Instance: i-03b981391¢8f996bf (SaiGopi-Machine1)

Figl2: SaiGopi-Machinel

e Preparing your Ubuntu server
1. sudo apt update
sudo ufw allow ssh
sudo ufw allow 80
sudo ufw allow 443
sudo ufw enable

2.
3.
4.
5.

Figl3: Preparing your Ubuntu server

e Installing and testing Apache2
1. sudo apt install apache2
2. sudo systemctl status apache2
3. http://YOURSERVERIPADDRESS/

Fig 14: Testing apache2


http://yourserveripaddress/

A Tt yecuy | 54287224

) Apache2 Default Page

Ubuntu

This is the defsult welcome page used to test the correct operation of the Apache2 secver after
installation on Uburtu systems. It i basad on the equivalent page on Deblan, from which the Ubunty
Apache packaging Is derfved. If you can reac this page, it means that the Apache HTTF server installed
at this site is working properly, You should replace this file (Jocated at /var /iw/htel/index. html)
before continuing to operate your MTT® servern

If you are 2 narmal user of this web aite and don't know what this page i3 about, this probably means
that the site s currently ble due to mair . If the problem persists, please contact the
Site's administrator,

Vbuntu's Apache default configuration is different from the upstream default configuration, and solit
Into several fies cprimizad for interaction with Ubuntu tools, The configuration system i3 fully
documented in /usr/share/doc/apache2/README. . Debian.gz. Refer to tnis for the full

rat Do tation for the webd server itaell can be found by accedsing the manual if the
spacho2-doc package was instatied on this server.

The configuration layout for an Apache2 web sarver instalation on Ubuntu systams is as fallows:

"

letc/apachel/
'

PPV

Fig 15: Testing apache2 on browser

e Installing and testing PHP
1. sudo aptinstall php8.1
php --version
3. sudo systemctl restart apache2
4. echo '<?php phpinfo(); ?>' | sudo tee -a /var/www/html/phpinfo.php > /dev/null
5. http://YOURSERVERIPADDRESS/phpinfo.php
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Fig 16: Testing PHP on browser
o Now create AMI from existing instance
e From this AMI create a new instance and in the security-group add inbound rule for http
port 80
e Connect to this instance and try to access the ubuntu and php on browser


http://yourserveripaddress/phpinfo.php

Fig 17: SaiGopi-Machine2
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Fig 18: Testing ubuntu for SaiGopi-Machine2
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Fig 19: Testing ubuntu for SaiGopi-Machine2



5. Load Balancer
Steps:

e Create a EC2 machine (SaiGopi-A) and add security group with inbound rule allowing SSH

and HTTP port.

e Prepare your ubuntu server and install and test apache2

e |nstall and test PHPS8.1

e Create an AMI and create two instances from AMI with security group allowing inbound rule

for SSH and HTTP port.

Instances (1/3)

c}.’

Connect

Instance state ¥

Actions v

Q' Fad instonce By ottibwte o tog (case-sensitive)
= Name v | Instance 1D Instancestate 9 | Intancetype @ Status check | Alarm status | Availabitity Zoow
SaiGopi-A -0ab0ShI 28e2a540¢d @uming AQ L2.mKro @ 2/2 chwche passec Noslarms 4 uswest-2¢
SaiGopi-2 1-08cti05 5 3eacedSa2? @funing A t2.micro @ 2/2checks passed No alamm < uswest-2¢
SalGopl |-DcOfddefB78al 708e @rmning A t2.mikro @ 2/2checks passed Noalarms = Swest-2¢
Instance: i-04b05bf28224549¢d (SaiGopi-A)
Dretails Security Netwaorking Storage Status checks Manitaring Tags
¥ Instance summary infe
fstanee ID PubEE P4 address Privite (P addeesses
9 04bOSHI2Ee24549¢d (SaiGop-A) €9 34,222.88.140 | upren atkiress (4 P 172310166
Fig20: SaiGopi-A
-} Nome v Instance 1D Instance state ¢ Instance type 9 Status check Alarm stotus Availability Zon
SalGopi-A 1-0ablShF2Se 245950 @uming AQ 12 micro @ 2/2 checks passed  Noalams < us-west-2¢
SaiGopi-2 <0805 I 5eaced3a27? @funning Q& L2.m%r0 @ 272 thecks pissed. No slarrs 4 us-west-2¢
SalGopi-1 1OcOtddets75af 7082 Qg AQ 124mCr0 @ 2/2 chacks passed. No slamms. = us-west-2c
e
Instance: i-0cOfddef876af708e (SaiGopi-1)
Detaily Security Networking Storage Status checks Moaitoring Tags

¥ Instance stmmary wmfo

nstance 1D
3 HOcMddesB76a708e (SaiGopi-1)

Public vé addiess
) 1B 4553 | open address (4

Fig21:

SaiGopi-1

Prwvate Wyt addresses

O 172310138



= Name v Instance 10
SalGopl-A 04b0SHT 2624549
SaiGopi-2 00ch053 3003227
SaiGapi-1 OcOfddedB7 Gal7

Instance: i-09cb0533eaccd3a27 (SaiGopi-2)

Security Networking Storage
v Instance sumimarcy infs

9 -09c0533eaccd3a27 (SaiGopi-2)

Amazon Machine Images (AMIs) (1) o

Owned byme w Q Find AMI by attribute ¢

Name v AMIID

SaiGopi-image arm-Oeca4011541e5¢7

instance state Instancetype % Status check Alarm status Availability Zone
@uming AR t2.mKro @ 2/2 chedks passad  Noalarms <= us-west- 2¢
@muming AaQ 12.mMro @ /2 checks passe No gdams < US-west-2(
@Ruming AQ L2.miro @ 2/2 thecks prsssd. Noslarms Us-west-2¢
Status chedks Manitoring Tags
Pubilic (e adide Private 1Pvd acidresse
(5 32223287113 | open addvess [ G 1723110222

Fig22: SaiGopi-22

C [2 RecycleBin || [2 EC2 Image Builder
v AMI name v Source
759 SaiGopi-lmage 013620209347 /SaiGopi-image
Fig23: AMI

e Under Load balancing from EC2 service click on Load Balancer and click on create a load

balancer.

e Click on create Application load balancer and Give name to your load balancer (SaiGopi-
APLB) and select all mappings under Network Mapping.
e Under security groups create a new security group allowing inbound rules for SSH and HTTP

port.

e Under Listeners and routing, need to create a new target group (SaiGopi-APLBTG) and
include your target machines under it.

e Now connect your Target Group to your Load balancer and click on create.



Target groups (1/1) wis | @ | Actions » Create targot group
Q 1 @
Name v ARN Port v Protocol v Target type v Load balancer
SalGopl-APLETG 3 armcawselasticloadbalancin. . 80 HTTR Instance SaiGopl-APLY
‘arget group: SaiGopi-APLBTG x
Registered targets (2) C Reglster targets
Q @
Instance 1D v Narme Port v Zone v Heaith statun v Mealth status details
FODODSIIeaccdBaz? SaiGopi-2 80 u5-west-2¢ @ heaithy
1 OcOfcddet Yaaf 708 SalGopl-1 80 s west-2¢ @ healthy
Fig24: Target Group
QL Fltwr by tags andt attbu carch by Keayw
@ Name «  DNSname State VPC ID Accallability Zonea Type
B SaGop-APLE SHGOP-APLE- 1186545696 Altwe v OCI0h 11500025490 Ub-mRSL-ZC, us-west-20 APpPRCAION

Load balancer: | SaiGophAPLE

Description Lisianers Manliorng

Basic Configuration

Name SalGop-APLA

Integiatedt sanioss

Tags

ARN Al aws elaatic oadbalanchn uswest.2 01 3620208347 Josdbalsncer sppSaGopkAPLE 2871511 8266756650 &N

DNS name
(A Recoed)

State Actve

SalGop-APLE- 1165845386 us-wast-2 ot amazonaws com (2)

Fig25: Load Balancer

e Now connect to your Load balancer by copying the DNS name and pasting in the browser.
e You can also check to which machine it is being connected using DNS name/phpinfo.php and
you can check the ip address of your machine to which it is being connected.



Ubuntu

site’'s acministrator

Apache2 Default Page

This 15 the default weicome page used %o test the correct operation of the Apachel server after
Installation on Ubuntu systems. It Is Sased on the equivaient page on Debian, from which the Ubuntu
Apache packaging iz dervec. If you can read this page, It means that the Apache HTTF server instalied
ot this site is worsing properly. You shouid replace this file (located at /var wwe/hitad [ index. Atal)}
befere continuing 1o operate your HTTP server.

tf you are a rormal user of this web sxe and don't know what this page s about, this probably means
that the site |5 curently unavallable dus to maintenance, If the problem pecsists, plesse contact the

Configuration Overview
Ubuntu's Apache2 default confl is different from the upstream defsuk conhwrwon, ana spiit
Into zeveral fies optimized for interaction with Ubuntu tools. The configuration system is fully
documented in /usr/share/doc/apache2 /README.Debian.gz. Refer to this for the ful

documantation, Dacumentation for the web sarver tsel can be found by acceszing the manual If the
pathes-doc packege was instalied on this server

'rn- :nnfwnuon mn hr nn Apxm! web umr on Utunty ,“ b s bm

Fig26: Connecting to Load balancer
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Fig 27: Connecting to Machinel using LB
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Fig 28: Connecting to Machine2 using LB




6. VPC with 2 public subnets & 2 private subnet having
Internet gateway and NAT gateway

Steps:
e (Create a VPC with 192.168.0.0/16 range.
e C(Create an Internet Gateway and attach it to the VPC created

=] Name o VPCID v State v IPva CIDR
SaiGopi-VPC A vpe-0d69682dafab795a0 ® Availzble 192.168.0.0/16
vp<-Oebc6663e837 7aeb3 @ Available 172.31.0016

Fig 29: VPC

o Create Two private and two public subnets with the range:
1. SaiGopi-VPCA- PRVSN1 >>192.168.0.0/24
2. SaiGopi-VPCA- PRVSN2 >>192.168.1.0/24
3. SaiGopi-VPCA- PUBSN1>>192.168.2.0/24
4. SaiGopi-VPCA- PUBSN2 >> 192.168.3.0/24

= Niirrve Subnet 1D State ° vPL IPv4 CIDR
SaGopl-VPCA-PUBSNY ibnet-045b25725e260186 @ Avatable VK 192168.2,0/24
V] SalGoPI-VPCA-PUBSN2 subnes-DeDea3e03e? 1580ed @ Avaslable ype-x 192,968.3.0/24
coba © avatiabie I 172,31,76.0/20
SaiGopi-VPCA-PRVSNY ulbnes-0 © Availati 192,166.0.0/24

0054935204000ed 36 O Avaslable 172.31.00/20

SaGopi-VPCA-PRVSN2 @ Available 192.768.1.0/24
@ Avaitable pe-Debe 172.31.32.0/20

Fig 30: Subnets

e Create Two route tables i.e one public and one private
1. SaiGopi-VPCA-PUBRT
2. SaiGopi-VPCA-PRVRT

= Name v Route table ID Explicit subnet assodiat... Edge assodiations Main
rtb-05%8¢7hea3i0a09da6 - - Yes
SaiGopi-VPCA-PUBRT rh-0e92b0434c 3067 1€ 2 subnets - No
SaiGopi-VPCA-PRVRT rthb-0c593935f03f6a2h6 2 subnets - No
rh-0d19¢c28e43390491 - - Yes
Subnet 1D IPv4 CIDR IPv6 CIDR
subpet-043029723:2b01863 / SaiGopd-VPCA-PUBSNY 192.168.2.0/24
subne £21580ed / SalGopi-VPCA-PUBSN2 192.168.3.0/24 -

Fig 31: Public Route Table

e Associate the private route table to the existing private subnets
e Associate the public route table to the existing public subnets and the Internet Gateway



-

rtb-059¢7bca3f0d09dab

SaiGopi-VPCA-PUBRT rtb-0e92b9434c306719e 2 subnets B
SaiGopi-VPCA-PRVRT rtb-0c593935f03f6a2b6 2 subnets -
- rtb-0d1f9c94e43390491 - =
Q
Subnet ID v IPv4 CIDR

subnet-0329b24ec6e173b7b / SaiGopi-VPCA-PRVSN1

subnet-007b8487b82f840ce / SaiGopi-VPCA-PRVSN2

192.168.0.0/24

192.168.1.0/24

Fig 32: Private Route Table

o Create a New Security Group and add rules in the Inbound Traffic allowing

SSH, All ICMP IPV4 and All TCP types .

o Now create Two EC2 instances with the newly created security group and under network
edit option choose the Newly created VPC and the corresponding subnets

1. SaiGopi-PRVSN1

2. SaiGopi-PUBSN1

[~ ] Name v Instance 1D Instance state @
SaGopi-PUBSNY i-0031 1 2cd78B5add34 @ Running  @Q
SaiGopi-PRVSNT @ Terminated @QQ

SaiGopi-PRVSN] @aunnng @&
Sabop-PUBSNY @ Terminated @ Q

Instance: i-Obb3e64ea7a67e822 (SaiGopi-PRVSN1)

Details Security Networking Starage Status checks Manitoring

v Instance summary Info
Instance 1D Public IPvd address
9 1-Obblebdeatab?el22 (SaGopl-PRVSNT) P 43.206.95247 | open addr
addres Instance state
@ Aunning

Fig 33: EC2 machines

instance type
12.micro
t2.mecro
2. micro

t2.mecro

Tags

@ Pre
a0

ess [

Status check Alarm status
272 checks patsec  No alanms
No alanms
@ 272 checks passec  No alarms
No alanms
vate IPv4 address cop

@ 1921680050

Public IPve DNS

e Now connect to the EC2 Public machine from SSH client and ping from it
e We can able to ping from this machine
e Now connect to the EC2 Private machine from SSH client and try to ping

e We can see we are not able to connect to the machine and also we are not able to ping from

it.

-*
<4
-+
4



Fig 34: Connecting to Public machine

So We try to ping the Private machine from public machine , which will give an error of key
not exists.

So we copy the pem file into the Public machine using secure copy

Scp -i .\SaiGopi.pem -r .\SaiGopi.pem ec2-user@public machine private ip address :/present
working directory of Public machine.

Grant the permission to the pem file chmod 700

Now you can able to connect the private machine from the public machine.

Now you are able to connect to the private machine but still you are not able to ping since
its not connected to any internet Gateway.

So for this purpose we use Nat Gateway in order to provide internet for the private
machines.

Create a Nat Gateway and allocate an elastic Ip .

Now go to the Private route table and under routes add the Nat Gateway and now connect
to this machine and ping from it



C:\Users\Sai Gopi\Downloads>ssh -i “RaiGDpi pem"” ec2-user@3i5.77.9.139

The authenticity of host '35.77.9. (35.77.9.139)" can't be established.
ED25519 key fingerprint is SHA256: Ln7ctakbnlosz_UbuidsqiijTdequ?]glLLlfes.
This key is not known by any other names

\re you sure you want to continue connecting (ves/no/f[fingerprint])? yes
pjlarning: Permanently added '35.77.9.139' (ED25519) to the list of known hosts.

)
/  Amazon Linux 2 AMI

https://aws.amazon.com/amazon-linux-2/
1 package(s) needed for security, out of 1 available
Run "sudo yum update" to apply all updates
[ec2-user@ip-192-168-2-140 ~]% sudo su
[root@ip-192-168-2-140 ec2-user]# ping 192.168.0. l)“
PING 192.168.0 5 '. 68.0. l)“} 56(84)
64 bytes from 19 : -
64 bytes from 19
54 bytes from :

bytes from 19

bytes from :

bytes from 19

bytes from 19

bytes from 19

bytes from 19

bytes from 19

bytes from 19

bytes from :

bytes from 19

bytes from 19

bytes from 19

bytes from 19 6
tvl bytes from 1% 168.0.150:

--- 192.168.0.150 ping statistics ---
17 packets transmitted, 17 received, @% packet loss, time 16348ms
rtt min/ave/max/mdev = 0.422/0.558/0.983/0.118 ms

Fig 35: Connecting to Private machine
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Steps:
1. Creation of two VPC's
e VPCA>>10.100.0.0/16
e VPCB>>10.200.0.0/16

@ 1;‘ @ Tokyo ¥ saigopi ¥

Your VPCs (3) infe C || Acdions ¥ m 0
! ®

Q
Name VPCID State |Pvé CIDR IPvé CIDR v DHCP
VPCB @ Avaitabite 10.200.0.0/16 - dope-D
@ Avaiiabie 17231.00/16 - dopt-)
VPCA © Avaiable 10.100.00/16 - dopt-0

Fig 36: VPCs

2. Creation of Route Tables
e VPCA-PUBRT
e VPCA-PRVRT
e VPCBPRVRT



1tables (6) 1afe (&) Actions w Create routs table

Name ’ Route table 1D Explicit subnet associat., Edge associations Main v vPC Ov

VPCAPUBRT 10-05586b663 2003654 subpet-0d2 Se2ebfb /b3 No vpc-02621604991505a5¢ | VP m

VPCBPRVRT rth-0c23090385360 1534 subnet-025f688bd2hi No vpe-019671324498789fa | VPC B n

-0693d6F2583bd5 - - Yes pe-Dar981ad f N

VPC A PRY AT th-01d7c305c 2e5064f8 subpet-0295007H 16165 No vpc-02621604991505a5¢ | VP m
- rnb-071h649 550475998 - - Yes vpe-0262160499150525¢ | VP.. 01

»

Fig 37: Route tables

3. Creation of Subnets
e VPCA-PUBSN A >>10.100.0.0/24
e VPCA-PRVSN B >>10.100.1.0/24
e VPCBPRVB?>>10.200.1.0/24

Tokyo ¥ saigopi

inets (6) Into G Actions v ©
1 @

Name Subnet 1D State v VPC Pv4 CIDR IPvé CIDR

subnet-01295032e381 38ede @ Available vpe-0act81a0a3e 3t 172.31.16.0/20 -
VPCA-PUBSN A subnet-0dZ3e2ebfb7habbec @ Available vpe-026216504951505e5¢ | VE.., 10.100.00/24 -
VPCA-PRVSN B subinet-0295007h 111b5%hd @ Available vpe-02621604951505e5¢ | VP.., 10.100,1.0/24

subnet-00e93c 365

aebd e @ Avallable vpe-0ace81acade73ic3 172.31.00/20

e subnet-0¢3d1670a70710d24 @ Available vpe-Oact8Taclade T 172.31320/20 =

VPCBPRVE ubnet-025f668bd2bBc 1aec @ Available vpe-019671324d98789fa | VPCB 10200.1.0/24 - .

Fig 38: Subnets

4. Creation of Internet Gateway
e VPCAIGW



Tokp ¥

sigopl ¥

(@ Intarnet gateway igw-08910326¢7523680 successtully attached to vpeOcSaBdBedbdeadSh

Internet gateways {1/1) e G || Acions v m
Q 1 @
Name Internet gateway 10 7 State VPCiD Ouner

VPCAKGW @ attached \pe-DeSiafASeaeatsh | VPE A 013620209347

Fig 39: Internet Gateway

5. Attaching the subnets to corresponding route tables.
e VPCA-PUBSN A to VPC A-PUB RT
e VPCA-PRVSN Bto VPCA-PRVRT
e VPCBPRVBto VPCBPRVRT
6. Attaching Internet gateway to VPC
e VPCAIGWtoVPCA
7. Attaching route table to internet gateway
e VPCAPUBRTtoVPCAIGW
8. Creation of EC2 instances
e OPEN EC2 instances and click on launch instance
e Give EC2 instance a name and create a new key pair and select t2.micro instance
type.
e Under Network settings select the related VPC ,subnet and enable the public IP

e Create a new security group and later edit the inbound and outbound rules to
enable all IPV4 addresses.

e And click on create instance.

» EC2 VPCA-PUB

» EC2 VPCA-PRV

» EC2 VPCB-PRV

Q Find instance by attribute or tag {case-sensitive)
Name v Instance 1D Instance state v Instance type @ Status check Alarm status Avail
EC2-VPCA-PUR -00d07574c0%4:f0 @ Terminated @ Q, t2.micro - No alarms 4 ap-nc
EC2-VPCA-PRV i-0c7b91d5960003217 @ Rumning @G, t2.micro ® 2/2 checks passec Noalarms 4 ap-nc
EC2-VPCA-PUB 0019f 7968023900 @ Runing &Q t2.micro ® 2/2 checks passec  No alarms 4 ap-nt
EC2-VPC B PRV -03b3e52673a132403 @ Ruming @&Q t2.micro - No alarms apeng

Fig 40: EC2 machines

9. Connecting to first EC2 machine >> EC2 VPCA-PUB



ec2-user@ip-10-100-0-154:~

icrosoft Windows [Version 1 ’
(c) Microsoft Corporation. All llﬂhth re

you sure you want to
Warning: Permanently added '_.113.

Amazon Linux 2 AMI

| \_|_|

s://aws. zon. com,/ zon-linux-2/
https://aws.amazon.com/amazon-1inux-2/
e(s) needed for security, out of 16 available
to apply all updates
154 H]E -

Fig 41: connecting to Public machine

10. Now trying to ping the EC2 VPCA-PRV machine from EC2 VPCA-PUB machine by using
private IP of EC2 VPCA-PRV machine

B root@lp 10-100-0-154:/home/ec2-user

—1;4 ec2-user|# pln ' 1.226
) of data.
time=0.425 ms
time=2.65 ms
tim
tim
tim
tim
tim

icmp_
from 16 i
from 19.100.: 6: icmp_
from 10. i 6: icmp_
from i G: icmp_ qpq:
from 00 . 6: icmp_s
from 10.100.: 6: icmp
from 10 o 6: icmp_seq=

L' L [ L A B ) Ry |
L p I W R ) R I ¥ B LW ¥ ]

1.226 ping statistics ---
packeta transmitted, 8 PPCPiUEd
rtt min/avg/ ‘mdev = @. /
[root@ip-:

Fig 42: connecting to private machine using VPC peering

11. I am unable to ssh the machine as it requires the .pem file .so copying the .pem file to
EC2 VPCA-PUB 10-100-0-151 ec2user.
e scp-i \TOKYO.pem -r \TOKYO.pem ec2-user@publicmachine ip address :/Present
working direcorty.
e Connect to the machine and ping from it.



& Uy 100, 1.220. z 3 =0 . 40 S
64 bytes from 10.100.1.226: 5 time=0.589 ms
64 bytes from 10.100.1.226: icmp_seq=4 ttl=255 time=0.532 ms
AC

10.100.1.226 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3049ms
rtt min/avg/max/mdev = 0.392/0.500/0.589/0.072 ms
[root@ip-10-100-0-154 ec2-user]# ssh -i "TOKYO.pem" ec2-user@54.178.163.32
A
[root@ip-10-100-0-154 ec2-user]# 1ls -1
total 4
-rw-rw-r-- 1 ec2-user ec2-user 1674 Oct 27 18:26 TOKYO.pem
[root@ip-10-100-0-154 ec2-user]# chmod 700 TOKYO.pem
[root@ip-10-100-0-154 ec2-user]# 1s-1
bash: 1s-1: command not found
[root@ip-10-100-8-154 ec2-user]# 1s -1
total 4

1 ec2-user ec2-user 1674 Oct 27 18:26

[root@ip-10-100-0-154 ec2-user]# ~Ch -i "TOKYO.pem" ec2-user@54.178.163.32
[root@ip-10-100-0-154 ec2-user]# ssh -i TOKYO.pem ec2-user@10.100.1.226

Amazon Linux 2 AMI

https://aws.amazon.com/amazon-1linux-2/
[ec2-user@ip-10-100-1-226 ~]$

Name . Peering connection 1D Statun Requester VIPC Accepter V

o Peering VPC 64t ot OF 02621604 ¢ f I

Fig 43: VPC Peering

12.Now connecting to the private EC2 machine from VPC peering



64 bytes from 10.100.1.226: icmp_seg=2 tt1=255 time=0.487 ms
64 bytes from 10.100.1.226: icmp seq=3 ttl=255 time=0.589 ms
64 bytes from 10.100.1.226: icmp_seq=4 tt1=255 time=0.532 ms
A

10.100.1.226 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3049ms
rtt min/avg/max/mdev = ©.392/0.500/0.589/0.072 ms
[root@ip-10-100-0-154 ec2-user]# ssh -1 "TOKYO.pem" ec2-user@54.178.163.3
AC
[root@ip-10-100-0-154 ec2-user]# 1ls -1
total 4
-rw-rw-r-- 1 ec2-user ec2-user 1674 Oct 27 18:26 TOKYO.pem
[root@ip-10-100-0-154 ec2-user]# chmod 700 TOKYO.pem
[root@ip-10-100-0-154 ec2-user]# ls-1
bash: 1s-1: command not found
[root@ip-10-100-0-154 ec2-user]# 1s -1
total 4

1 ec2-user ec2-user 1674 Oct 27 18:26

[root@ip-10-100-0-154 ec2-user]# ~Ch -i "TOKYO.pem" ec2-user@54.178.163.32
[root@ip-10-100-0-154 ec2-user]# ssh -1 TOKYO.pem ec2-user@10.100.1.226

Amazon Linux 2 AMI

https://aws.amazon.com/amazon-1linux-2/
[ec2-user@ip-10-100-1-226 ~]$ sudo su
[root@ip-10-100-1-226 ec2-user]# ping google

ping: google: Name or service not known
[root@ip-10-100-1-226 ec2-user]# ping 10.200.1.12

PING 10.200.1.12 (10.200.1.12) 56(84) bytes of data.

64 bytes from 10.200.1.12: icmp_seq=1 tt1=255 time=2.2
64 bytes from 10.200.1.12: icmp_seq=2 tt1=255 time=1.
64 bytes from 10.200.1.12: icmp seq=3 ttl=255 time=1.
64 bytes from 10.200.1.12: icmp_seq=4 ttl=255 time=1.
64 bytes from .200.1.12: icmp_seq=5 ttl=255 time=1.95
1.12: icmp_seq=6 tt1=255 time=1.99

64 bytes from 10.200.

10.200.1.12 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5006ms
rtt min/avg/max/mdev = 1.880/1.985/2.234/0.118 ms
[root@ip-10-100-1-226 ec2-user]# _

Fig 44: EC2 machine by VPC peering



