EC2 MACHINE CREATION PROCESS

1. Open the Website: https://aws.amazon.com/console/
2. Create account and login

3. Select Region where you want to create EC2 machine.
4. Select launch instances.
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Create key pair X

Key pairs allow you to connect to your instance securely.
Enter the name of the key pair below. When prompted, store the private key in a secure
and accessible location on your computer. You will need it later to connect to your

instance. Learn more [4

Key pair name

chocol

Sl charact leading or trailing spaces.

The name can include upto 255 A s It can't

Key pair type
O RsA
RSA encrypted private and public key pair

ED25518

ED25519 encrypted private and public key pair (No

pported for Windows instances)

Private key file format

0 pem

For use with OpenSSH .

ed Settings [2 azon Intemet Services Private Ltd. or its affiliates. ~ Privacy  Terms  Cookie preferences

L] choco (2).pem A Show all x

E £ Type here to search

Launch an instance x  + ™ = x
< [} @ sa-east-1.console.aws.amazon.com/ec2/home?region=sa-east-1#Launchlinstances: = % 0O 6 H

22 Services S ! . [ 2] L @ Sao Paulo v bhargavi ¥

Enter the name of the key pair below. When prompted, store the private key in a secure

and accessible location on your computer. You will need it later to connect to your
instance. Learn more [4

Key pair name

chocol

Sl charact ading or trailing spaces.

The name can include upto 255 A s It can't

Key pair type
© RSA

RSA encrypted private and public key pair

ED25519

ED25519 encrypted private and public

orted for Windows instances)

Private key file format

O pem

For use with OpenSSH
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https://aws.amazon.com/console/

6. Chocol.pem file will be automatically downloaded.
7. Select existing security group option under Network Settings

Launch an instance | EC2
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= v Network settings info v Summary

Network info Number of instances Info

vpc-0e046e885324e857e B

Subnet Info

No preference (Default subnet in any availability zone) Software Image (AMI)

Auto-assign public IP Info Amazon Linux 2 Kernel 5.10 AM...read more
ami-0122c4b16734197ac

Enable

Virtual server ty, tance tyy
Firewall (security groups) Info rtual server type (instance type)

y group is @ set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your t2.micro

Firewall (security group)
Create security group O Select existing security group N
lew security group

We'll create a new security group called 'launch-wizard-1' with the following rules:

Storage (volumes)
1 volume(s) - 8 Gi&
Allow SSH traffic from

Helps you connect to your

Anywhere
nee 00.0.0/0

[] Allow HTTPs traffic from the internet

To set up an endpoint, for example when creating
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8. Select existing storage only .
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security group rules to allow access from known IP addresses only. (6] -
¥ Summary

Number of instances Info

1
¥ Configure storage info Advanced

Software Image (AMI)

x| 8 GiB | gp2 ¥ | Rootvolume (Not encrypted) Amazon Linux 2 Kernel 5.10 AMI...read more

ami-0122c4b16734197

R . Virtual server type (instance type)
@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (55D) or Magnetic storage X
t2.micro

Add new volume Firewall (security group)

New security group

0 x File systems Edit Storage (volumes)

1 volume(s) - 8 GiB

» Advanced details o Cancel m
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9. Click on launch instances
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s Quick access
2 his P . [ chocol.pem 10/23/2022 8:58 PM PEM File 2k8
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B PuTTV Key Generator ? ®
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Documents  # File Key Conversions Help
] Pictures * =)
Public key for pasting into OpenSSH authorized_keys file:
git sshisa 1yc2EAAAADAG. CETo7c5MLLgViD/pnCLUmGUKo gt 1:OCB7BORT ~
. +pI0GILKLY
'g‘ ~Gge25opy PuTTYgen Notice X o
cloud +QanOD1H IWICGOCKaZOO B3 Zoh
nPnZE2TON SFiSPebYProVb v
Devops. Successfully imported foreign key
Key ingepdy 0 (OpensSH SSH-2 private key (old PEM format]). [Eerrwseg
@ OneDrive - Personal To use this key with PUTTY, you need to ]
e oy use the “Save private key” command to
e pC Key passphra save it in PUTTY's own format,
¥ 30 Objects Cortimn passq L
9 Desktop Actons
Generate a public/privale key par Generate
4 Downloads o T Losd
& Music Sty | Savepwickey || Sweprvaekey |
(=] Pictures.
Parameters
| Videos
Type of key to generate:
. Local Disk (C) @®RsA ODbsa OECDSA O EdDSA O s5H-1(RSA)
= Local Disk () Number of bits in a generated key,
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¥ Network
Titem  1item selected 1.63KB
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10. KEY GENERATION-CLICK ON PUTTYGEN APPLICATION AND CLICK LOAD.
11. SELECT .PEM FILE AND CLIQUE ON “SAVE PRIVATE KEY” as .ppk FILE
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182 PuTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys fle:
sshsa AAAAB3NzaC Tyc2EAAAADAQABAAABAGCETo7c5MLLaVk0/pnCUIMGUKo 7cf 1xXOCB7BOR7d
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Type of key to generate:
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11. TWO MACHINES WITH NAMES AS -BHARGAVI & KANDADAI with key pair as
chocol has generated
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@ New EC2 Experience X Instances (2) info Instance state ¥ || Actions ¥ ‘
hink

Tellus v

e-sensitive) 1 ()

Q, Find instance b

EC2 Dashboard

2 Global Name ¥ | Instance ID | Instancestate ¥ | Instancetype ¥ | Statuscheck | Alarm status | Availability Zc
EC2 Global View
— BHARGAVI i-018d64dd754ffbbdb @Ruming @& t2.micro @ 2/2 checks passed  Noalarms =+ sa-east-1a
Events
Tags KANDADAI i-0e8c4dbbf6636c0f1 @ Pending @ t2.micro - Noalarms 4 sa-east-1a
»
Limits
¥ Instances
Select an instance @ X

nstance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances

Dedicated Hosts

Capacity Reservations
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12. Now go to command prompt-type ssh command to check putty
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13. Now go to ec2 machines and clique on connect option
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@ New EC2 Experience x ; > t > i-018d64dd754ffbbdb

Instance summary for i-018d64dd754ffbbdb (BHARGAVI) iofc [ C ][ connect Instance state ¥ Actions ¥

- id754ffbbdb (BHAS I 15.229.12.11 =] 17
v Inst ©rur

2z
"
ip-17. 0-12 ]
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15.229.12.112 [Public IP] 24e857¢ [2
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14 The following window will appear-select ssh client and copy the command below
the screen

Session Manager SSH dlient EC2 serial console

018064075 4ffbbb (BHARGAVI)

® Note: In most cases, ¢
‘the AMI owner has ch:

ed user name is correct. However, read your AMI usage instructions to check if

d the default AMI user name.

Cancel
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15. Type the command at terminal as “ssh -i "chocol.pem" ec2-user@ec2-15-229-12-
112.sa-east-1.compute.amazonaws.com”

Type here ta search



mailto:ec2-user@ec2-15-229-12-112.sa-east-1.compute.amazonaws.com
mailto:ec2-user@ec2-15-229-12-112.sa-east-1.compute.amazonaws.com

16.Type putty and copy ipaddress of EC2 machine to connect to remote

Connect to instance | EC2 Manac X+
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i-018d64dd754ffbbdb (BHARGAVI)

1. Open an SSH client. R PuTTY Configurstion ? %
2. Locate your private key file. The key used to launch th Category
. ) || &~ Session [ Basic options for your PuTTY session |
3. Run this command, if necessary, to ensure your key s Logging
= o | Specify the destination you want to connect to
oo Host Neme for IP adcess) Port
@ Public DNS copied  2€01-pem Bal [c2user@liz22312-112 [z |
wx_wrece ww youT instance using its Public DNS: Features Connection type
- Window
SSH  OSerid OOther: |Telnet -
Appearance 9 Ot Ooier. i)
ec2-15-228-12-112.sa-east-1.compute.amazonaws.q Behaviour et Tea s s
Transiation Saved Sessions
Example: Selection
Colours
& Connection Default Settings Load
ssh -i "chaco.pem” ec2-user@ec2-15-229-12-112.sa-e: Data Eerryctl =
Proxy 172162282 ==
SsH 172.31.37.215 Delete
(@ Note: In most cases, the guessed user name is col Serial ec2user@13-233-120-122
Telnet
the AMI owner has changed the default AMI user m“;m
SUFDUP Close window on exit

OAways  ONever @ Only on clean exic

oot Helo Cancel

cancer
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17. Give the .ppk file path
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#R PuTTY Configuration

Category:

- Session | Basic options for your PuTTY session

b Speciy the destination you want to connect to

New Foldérs Recycle Bin SthiSem onNoti: Host Name (or IP address) Port
| [c2user@his229-12-112 ][22

Connection type:

@SSH  OSerdl OOther: | Telnet

Load, save or delete a stored session
Saved Sessions

Defautt Settings
13-208-253-207
1323349213
172.16.22.82
phanikrishnatdesktoptdaseD; ¢ g p E 172.31.37.215
ec2user@13-233-120-122

Close window on ext:
73 OAways  ONever @ Only on clean ext
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#R PuTTY Configuration

Category
Keyboard
Bell
Features
= Window
Appearance
Behaviour
Translation
(- Selection
Colours
&= Connection
Data
Proxy
SSH
Kex
Host keys
Cipher
Auth
Y
X1

Bugs

Options cortroling SSH authertication

Display pre-authentication banner (SSH-2 only)
[[] Bypass authentication entirely (SSH-2 only)

[ Disconnect if authentication succeeds trivially
Authentication methods

Attempt authentication using Pageant

[ Attempt TIS or CryptoCard auth (SSH-1)

[ Attempt "keyboard-interactive” auth (SSH-2)
Authertication parameters

[ Allow agent forwarding

[J Allow attempted changes of usemame in SSH-2
Private key file for authentication
[c:\Users\BHARGAVI\choco 1 ppk

| [Browse...
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18.Go to command prompt for checking the connection
Ssh-i"chocol.pem" ec2-user@ec2-15-229-12-112.sa-east-1.compute.amazonaws.com”

B ec2-user@ip-172-31-0-12:~
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