
Case study question: 

Case Study: XYZ Corporation, a leading financial institution, recently experienced a security 

breach where sensitive customer data was compromised. As part of the incident response team 

(IRT), outline the steps you would take to address this incident effectively. Consider incident 

categorization, detection, communication plan, documentation, and legal/regulatory 

considerations in your response. Evaluate the importance of incident response planning in 

mitigating such incidents and maintaining trust with stakeholders. 

Questions: 

1. Investigate the exploitation of vulnerabilities such as SQL injection and cross-site scripting 

(XSS) in ethical hacking scenarios. 

2. Discuss privilege escalation as a hacking technique, its implications, and preventive measures. 

3. Explain the process of password cracking and discuss its ethical implications. 

Answer:  

1. Investigate the exploitation of vulnerabilities such as SQL injection and cross-site scripting 

(XSS) in ethical hacking scenarios: 

In the case of XYZ Corporation's security breach, if SQL injection and cross-site scripting (XSS) 

vulnerabilities were exploited, the incident response team (IRT) would need to conduct thorough 

investigations to understand how these vulnerabilities were leveraged to compromise sensitive 

customer data. Here are the steps the IRT would take: 

 Incident Categorization: Categorize the incident severity based on the impact of the 

SQL injection and XSS vulnerabilities on the organization's systems and data.  

 Detection and Analysis: Identify and analyse the entry points and methods used to 

exploit the vulnerabilities.  

 Mitigation: Implement immediate mitigations to address the SQL injection and XSS 

vulnerabilities, such as patching affected systems, updating web application code, and 

deploying firewalls to filter malicious traffic. 

 Communication Plan: Communicate with relevant stakeholders, including IT teams, 

affected customers, legal counsel etc. to provide updates on the incident investigation, 

mitigation efforts, and any actions taken to protect customer data. 

 Documentation: Document the analysis, actions taken to mitigate, and communications 

throughout the incident response process. 

 Legal Considerations: Ensure consistency with important data protection regulations, 

such as GDPR, by notifying legal authorities and impacted individuals about the security 

breach and taking necessary actions to mitigate all the risks and protect sensitive data. 

2. Discuss privilege escalation as a hacking technique, its implications, and preventive measures: 

Privilege escalation is a hacking technique where an attacker gains higher levels of access or 

permissions than originally intended by exploiting vulnerabilities in a system or an application. 

This can have serious implications for organizations, including: 



 Unauthorized Access: Attackers may gain access to sensitive data, systems, or 

administrative controls, compromising the confidentiality, integrity, and availability of 

information assets. 

 Data Breaches: Privilege escalation attacks may lead to data breaches, exposing 

sensitive information to unauthorized parties and resulting in financial losses, 

reputational damage, penalties etc. 

 System Compromise: Attackers may use privilege escalation to compromise entire 

systems or networks, enabling further exploitation, persistence etc. within the 

organization's infrastructure. 

To prevent privilege escalation attacks, organizations should implement the following preventive 

measures: 

 Regular Patching: Keep systems, applications, third-party software etc. up-to-date with 

the latest security patches in order to mitigate known vulnerabilities. 

 Access Controls: Implement strong access controls, authentication mechanisms, and 

user account management practices in order to prevent unauthorized access. 

 Privileged Access Management (PAM): Use PAM solutions to centrally manage, 

monitor, and control privileged accounts, activities, sessions etc. enforcing least 

privilege. 

3. Explain the process of password cracking and discuss its ethical implications: 

Password cracking is the process of trying to discover or guess passwords used to access 

protected resources, such as user accounts, systems, encrypted files etc. through various 

techniques, including: 

 Brute Force Attack: Trying all possible combinations of characters until the correct 

password is found. 

 Dictionary Attack: Trying common words, phrases, or passwords from a predefined list 

a.k.a dictionary of known or commonly used passwords. 

 Rainbow Table Attack: Using precomputed tables of encrypted passwords (rainbow 

tables) to quickly look up plaintext passwords corresponding to hashed values. 

The ethical implications of password cracking relate to privacy, consent, and legal compliance: 

 Privacy: Password cracking involves attempting to access sensitive information or 

resources without proper authorization, violating individuals' privacy and confidentiality. 

 Consent: Attempting to crack passwords without proper consent from the account holder 

or system owner may constitute unauthorized access or hacking, raising ethical concerns 

about respecting individuals' consent. 

 Legal Compliance: Password cracking may violate laws, regulations, or acceptable use 

policies governing computer security, data protection, and cybercrime, exposing 

individuals or organizations to legal liabilities, penalties etc. 


