1) What is ToR and discuss attacks that are possible on it. Install ToR on your system and compare and
contrast it with a regular search engine like Google.

A. Tor, short for "The Onion Router"”, is a decentralized network that aims to provide anonymous
communication over the internet by routing traffic through a series of volunteer-operated servers called
nodes or relays. These relays encrypt and re-encrypt the data multiple times, creating layers like an onion,
hence the name "The Onion Router".

Attacks on Tor:

e Traffic Analysis: While Tor encrypts data, traffic analysis attacks can still be conducted to infer
information about the origin and destination of communication based on patterns, timing, and volume
of data packets. Advanced adversaries may be able to correlate entry and exit nodes to de-anonymize
users.

e Malicious Nodes: Attackers can set up malicious nodes within the Tor network to intercept or modify
traffic, compromising the anonymity and integrity of communications.

e End-to-End Attacks: If an attacker controls both the entry and exit nodes, they can potentially
correlate traffic and compromise anonymity by observing both ends of the communication.

Comparison with Reqular Search Engines like Google:

e Anonymity: Tor prioritizes anonymity by routing traffic through multiple relays, making it
challenging for adversaries to trace users' activities. In contrast, regular search engines like Google
collect user data for targeted advertising and may track user activities across the web.

e Privacy: Tor protects user privacy by encrypting data and obscuring the origin and destination of
internet traffic. Regular search engines may store user search queries, browsing history, and personal
information, raising privacy concerns.

e Censorship Resistance: Tor enables users to bypass censorship and access blocked websites in regions
where internet access is restricted. Regular search engines may comply with local regulations and
censor search results in certain countries.

e Speed and Convenience: Tor routes traffic through multiple relays, which can result in slower internet
speeds compared to regular search engines like Google, which prioritize speed and efficiency.

e Legality: While Tor itself is a legal tool used for privacy and security purposes, it can also be used
for illicit activities, leading to its association with the dark web. Regular search engines like Google
operate within legal frameworks and adhere to regulations regarding user data and content.

Overall, Tor and regular search engines serve different purposes and prioritize different aspects such as
anonymity, privacy, censorship resistance, and convenience. Users must understand the trade-offs and
risks associated with each option when choosing between them.

2) Use the web site http://testphp.vulnweb.com/ for the following. Perform SQL injection on it and
retrieve the user table and its contents.

Product id Title Avrtist Category Price

1 The shore r4w8173 Posters $500 delete
2 Mistery r4w8173 Posters $800 delete
5 Mean r4w8173 Posters $460 delete
4 Walking r4w8173 Posters $1000 delete
7 Trees Blad3 Posters $15000 delete
6 Thing r4w8173 Paintings $10000 delete
3 The universe r4w8173 Posters $986 delete

Total: $28746
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3) What are Deepfakes? Discuss how they are being used for Impersonation attacks. Explain how they
can be countered.

A. Deepfakes are synthetic media, typically videos or images, that have been created or altered using
advanced artificial intelligence (Al) techniques, particularly deep learning algorithms. These techniques
allow for the manipulation of existing images or videos to depict events or situations that did not actually
occur. Deepfakes have gained attention due to their potential for misuse, particularly in creating highly
realistic yet entirely fabricated content.

Impersonation attacks using deepfakes involve creating fake videos or images of individuals, often public
figures or celebrities, to make it appear as though they are saying or doing things they never actually did.
These deepfake impersonation attacks can be highly convincing and are used to spread misinformation,
manipulate public opinion, or damage reputations.

Counter measures against deepfake impersonation attacks include:

e Detection Tools: Developing and deploying advanced Al-based detection tools that can analyse
videos and images to identify signs of manipulation or synthetic content. These tools may use
techniques such as reverse image searching, facial recognition, and analysis of inconsistencies in
facial expressions or lip movements.

e Media Authentication: Implementing methods for authenticating the source and integrity of media
content, such as digital signatures or watermarking. These authentication mechanisms can help verify
the authenticity of videos and images and detect any unauthorized alterations.

e Education and Awareness: Educating the public about the existence of deepfake technology and the
potential risks associated with it. Increasing awareness can help individuals recognize and critically
evaluate media content, reducing the effectiveness of deepfake impersonation attacks.

e Regulation and Policy: Enacting regulations and policies that address the creation, distribution, and
use of deepfake content. Legal frameworks can establish consequences for malicious use of deepfakes
and provide guidelines for content platforms and social media networks to combat their spread.

e Technology Development: Investing in research and development of advanced technologies for
detecting and mitigating deepfake content. Continued innovation in Al, machine learning, and
computer vision can lead to more effective tools for identifying and combating deepfake
impersonation attacks.

Overall, addressing the threat of deepfake impersonation attacks requires a multi-faceted approach
involving technological solutions, regulatory measures, and public education efforts. By implementing
these strategies, organizations and individuals can better protect themselves against the harmful effects of
deepfake manipulation.

4) Discuss about different types of Cybercrimes. Explain how a person can report to the concerned
officials and take protection.

A. Cybercrimes encompass a wide range of illegal activities committed using computers, networks, or
digital devices. These crimes can vary in nature and severity, but they generally fall into several categories:

e Cyber Fraud: This includes various forms of fraudulent activities conducted online, such as phishing
scams, identity theft, credit card fraud, and online auction fraud. Cyber fraudsters often use deception
and manipulation to exploit individuals or organizations for financial gain.

e Hacking and Unauthorized Access: Hacking involves gaining unauthorized access to computer
systems, networks, or data. This can include activities such as unauthorized password cracking,
exploiting software vulnerabilities, and launching Distributed Denial of Service (DDoS) attacks to
disrupt services.




Malware Attacks: Malware, or malicious software, refers to software programs designed to infiltrate,
damage, or disrupt computer systems. Types of malware include worms, viruses, Trojans, spyware,
and ransomware. Malware attacks can lead to financial fraud, data loss, system damage etc.

Cyber Harassment and Cyberbullying: These involve using digital communication channels to harass,
intimidate, or threaten individuals. Cyberbullying often occurs on social media platforms, through
messaging apps, or via email, and can have serious psychological and emotional consequences for
victims.

Online Child Exploitation: This involves the production, distribution, or possession of child
pornography, as well as grooming or solicitation of minors for sexual purposes. Online child
exploitation is a serious crime with severe legal consequences.

Intellectual Property Theft: Cybercriminals may steal intellectual property, such as trade secrets,
patents, or copyrighted material, through unauthorized access or distribution. This might result in
financial losses and often damage to a company's reputation.

Reporting a cybercrime and taking protective measures:

Report to Law Enforcement: Victims of cybercrimes should report the incident to law enforcement
agencies, such as the police or national cybercrime units. Many countries have dedicated cybercrime
divisions that specialize in investigating and prosecuting cyber-related offenses.

Report to Cybersecurity Authorities: Victims can also report cybercrimes to relevant cybersecurity
authorities or regulatory bodies responsible for overseeing cyber threats and incidents. These
organizations may provide assistance and guidance on how to address the issue effectively.
Document and Preserve Evidence: It's crucial for victims to document and preserve evidence related
to the cybercrime, including screenshots, email communications, log files, and any other relevant
information. This evidence can support the investigation and prosecution of the perpetrators.

Seek Legal Advice: Victims should consider seeking legal advice from qualified attorneys who
specialize in cybercrime and digital law. Legal professionals can provide guidance on potential legal
remedies, rights, and obligations related to cybercrime incidents.

Take Protective Measures: To protect against future cyber threats, individuals should implement
security best practices, such as using strong and unique passwords, enabling two-factor
authentication, keeping software and devices up to date with security patches, and being cautious
about sharing personal information online.

Educate Yourself: Stay informed about common cyber threats and scams, and educate yourself on
how to recognize and respond to suspicious activities. Many cybersecurity organizations and
government agencies offer resources and educational materials to help individuals improve their
cybersecurity awareness and resilience.

By taking these proactive steps and reporting cybercrimes promptly, individuals can help mitigate the
impact of cyber threats and contribute to efforts to combat cybercrime at both the individual and societal
levels.

5) Discuss about various online payment frauds and how can they be prevented.

A. Online payment fraud encompasses a variety of deceptive practices aimed at illegally obtaining
financial information or unauthorized access to payment accounts during online transactions. Some
common types of online payment fraud include:

Phishing: Phishing involves fraudulent attempts to obtain sensitive information such as usernames,
passwords, and credit card details by impersonating legitimate entities via email, text messages, or
fake websites. Phishing attacks often lead victims to disclose their payment credentials unknowingly.



Card Skimming: Card skimming occurs when criminals install malicious devices, known as
skimmers, on payment terminals or ATMs to capture credit or debit card information. This stolen
data is then used to make unauthorized transactions or create counterfeit cards.

Identity Theft: Identity theft involves the unauthorized use of someone else's personal or financial
information to conduct fraudulent transactions. Cybercriminals may steal personal data through data
breaches, social engineering, or malware attacks and use it to open new accounts or make purchases
in the victim's name.

Account Takeover: Account takeover occurs when fraudsters gain unauthorized access to a user's
online payment account, typically through stolen credentials or brute-force attacks. Once inside, they
may make unauthorized purchases, change account settings, or transfer funds to other accounts.
Friendly Fraud: Friendly fraud, also known as chargeback fraud, occurs when a legitimate account
holder disputes a valid transaction to obtain a refund or avoid payment. This type of fraud can result
in financial losses for merchants and payment processors.

To prevent online payment fraud, individuals and organizations can implement various security measures
and best practices:

Use Secure Websites: Ensure that you only provide payment information on secure and reputable
websites with HTTPS encryption. Avoid clicking on suspicious links or entering sensitive
information on unsecured sites.

Enable Two-Factor Authentication: Enable two-factor authentication (2FA) whenever possible to add
an extra layer of security to your online payment accounts. This requires users to provide a second
form of verification, such as a code sent to their mobile device, in addition to their password.
Monitor Account Activity: Regularly monitor your bank and credit card statements for any
unauthorized transactions or suspicious activity. Report any discrepancies to your financial institution
immediately.

Beware of Phishing Attempts: Be cautious of unsolicited emails, text messages, or phone calls
requesting personal or financial information. Avoid clicking on links or downloading attachments
from unknown or suspicious sources.

Keep Software Updated: Keep your devices and software up to date with the latest security patches
and updates to protect against known vulnerabilities that cybercriminals may exploit.

Use Strong Passwords: Create strong, unique passwords for your online payment accounts and change
them regularly. Avoid using easily guessable passwords or reusing passwords across multiple
accounts.

Educate Yourself: Stay informed about the latest online payment fraud trends and scams, and educate
yourself on how to recognize and avoid them. Many financial institutions and cybersecurity
organizations offer resources and tips for protecting against fraud.

By following these preventive measures and staying vigilant, individuals and organizations can reduce
the risk of falling victim to online payment fraud and protect their financial information from unauthorized
access or misuse. Additionally, businesses can implement advanced fraud detection systems and employ
machine learning algorithms to detect and prevent fraudulent transactions in real-time.
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