VPC & VPC Peering

Create a VPC with 2 public subnets & 2 private subnet having
Internet gateway and NAT gateway

VPC Range — 192.168.0.0/16

Private Subnet 1 — 192.168.0.0/24
Private Subnet 2 — 192.168.1.0/24
Public Subnet 1 - 192.168.2.0/24
Public Subnet 2 - 192.168.3.0/24

1. Create VPC with name “VPC-UDAY” with the range of VPC as 192.160.0.0/16

VPC Your VPCs Create VPC

Create VPC i

A VPCis an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.
VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resources.

© veC onl VPC and more
Y

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

| VPC-UDAY

IPv4 CIDR block Infe
© IPv4 CIDR manual input
| IPAM-allocated IPv4 CIDR block

IPv4 CIDR
| 192.168.0.0/16

IPv6 CIDR block Info

© No IPv6 CIDR block
IPAM-allocated IPvE CIDR block
Amazon-provided IPvE CIDR block
IPvE CIDR owned by me

Tenancy Info

| Default v

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value, You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional
Q, Name X Q, vPC-UDAY X Remove
Add new tag

You can add 49 more tags.

Cancel
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2. Create an Internet Gateway name “VPC-UDAY-IGW” and attach it to the above VPC

VPC > Internetgateways . Create internet gateway

Create internet gateway

An internet gateway Is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name' and a value that you specify.

VPC-UDAY-IGW

Tags - optional
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

| Q Name X Q, VPC-UDAY-IGW X | ‘ Remove

You can add 49 more tags.

Cancel Create internet gateway

Internet gateways (2) info

[a e
Name v Internet gateway ID v State v VPCID v Owner
VPC-UDAY-1GW igw-058f2007229b3ee5c @ Detached - 687817909682
- igw-0605375b748b1cd83 @) Attached vpc-OcB85datedB26f1dcB 687817909682

Internet gateways (1/2) info |F|| Actions & | m

QU Fitter internet gateways | View details & 1S @
| Attach to VPC |
= Name v Internet gateway ID v State v VPCID Detach from VPC
| VPC-UDAY-IGW iqw-0582007220b3ee5¢c © Detached - Manage tags 2682

Delete internet gateway 9.682

= igw-0605375b748b1cd83 @ attached vpe-OcB5daceda26f1dea



VPC > Internet gateways > Attach to VPC (igw-058f2007229b3ee5c)

Attach to VPC (igw-058f2007229b3ee5¢) i

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC.

Q |: elect a VPC |
vpc-06655928932f859f7 - VPC-UDAY ‘

» AWS Command Line Interface command
vpc-06655928932f859f7 - VPC-UDAY

@ Internet gateway igw-058f2007229b3ee5¢ successfully attached to vpc-06655928932f855f7

VPC > Internet gateways > Igw-058f2007229b3eeSc

igw-058f2007229b3ee5c / VPC-UDAY-IGW Actions v |
Details info
Internet gateway 1D State VPCID Owner
@ igw-058f2007229b3ee5¢ &) Attached vpc-06655928932f859f7 | VPC-UDAY @ 687817909682

Tags | Manage tags |

Q, Search tags G
Key | Value
MName VPC-UDAY-IGW

Internet gateways (2) info [C [ adions v | Il
5 Q Friter internet | < 1 @

Name v Internet gateway ID v State v VPCID v Owner v

VPC-UDAY-1GW igw-058f2007229b3eabc @ Attached vpc-06655928932fa59F7 | VPC-UDAY GB7B17905682

- igw-0605375b748b1cd83 @ Attached vpc-Oc85dabed82ef1deB 687817909682



3. Create Private Subnet 1 — 192.168.0.0/24 with name “VPC-UDAY-PrvSN1” in the above
VP

Create subnet i

VPC

VPCID
Create subnets in this VPC.

vpc-06655928932f859f7 (VPC-UDAY) v
Associated VPC CIDRs

IPv4 CIDRs
192.168.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

VPC-UDAY-PrvSN1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Infe

Q. 192.168.0.0/24 X
¥ Tags - optional

Key Value - optional

Q, Name x Q. VPC-UDAY-PrvSN1 b4 Remave
Add new tag ‘

You can add 49 more tags.

‘ Add new subnet ‘




4. Create Private Subnet 1 — 192.168.1.0/24 with name “VPC-UDAY-PrvSN2” in the above
VPC

Create subnet

VPC

VPCID
Create subnets in this VPC.

vpc-06655928932f859F7 (VPC-UDAY) v
Associated VPC CIDRs
IPva CIDRs
192.168.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

| VPC-UDAY-PrvSN2

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you

No preference v

IPvd CIDR block Info
Q, 192.168.1.0/24 X

¥ Tags - optional

Key Value - optional
Q. Name X Q. VPC-UDAY-PrvSN2 X L Remove
| Add new tag |

You can add 43 more tags.

Remove
Add new subnet

Cancel Create subnet



5. Create Public Subnet 1 — 192.168.2.0/24 with name “VPC-UDAY-PubSN1” in the above
VPC

Create subnet i

VPC

VPCID
Create subnets in this VPC.

| vpc-06655928932f859f7 (VPC-UDAY) v
Associated VPC CIDRs

|Pv4 CIDRs
192.168.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

VPC-UDAY-PubSN1

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Info

Q, 192.168.2.0/24 X

¥ Tags - optional

Key Value - optional

Q. Name b 4 Q, VPC-UDAY-PubSN1 X Remove
Add new tag

You can add 49 more tags.

Remove

‘ Add new subnet |




6. Create Public Subnet 1 —192.168.3.0/24 with name “VPC-UDAY-PubSN2” in the above
VPC

Create subnet i

VPC

VPCID
Create subnets in this VPC.

| vpc-06655928932f859f7 (VPC-UDAY) v
Associated VPC CIDRs

IPv4 CIDRs
192.168.0.0/16

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Name' and a value that you specify.

VPC-UDAY-PubSN2

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

No preference v

IPv4 CIDR block Info

Q. 192.168.3.0/24 X

¥ Tags - optional

Key Value - optional
Q Name X | Q vecuDAPubSN2 x
‘ Add new tag

You can add 49 more tags.

‘ Add new subnet ‘




Subnets (7) info Actions ¥ m

< 1 > &
Name v Subnet ID v State v VPC v I1Pv4 CIDR v 1Pv6 CIDR
VPC-UDAY-PrvSN2 subnet-0eb915223¢34882¢5 @ Available VpC-06655928932F859f7 | VP... 192.168.1.0/24 =
- subnet-0fee30122f110fb44 @ Available vpc-0cB85dabedB26f1dcd 172.31.16.0/20 -
VPC-UDAY-PrvsN1 subnet-077b4ch213a7e921c @© Available VPc-06655928932F859f7 | VP... 192.168.0.0/24 =
VPC-UDAY-PubSNZ subnet-0605ad4ed477d2cc0bd @ Available vpc-06655928932f859f7 | VP... 192.168.3.0/24 -
= subnet-021d0615f7ed5casd @ Available vpe-0c85dabedB826f1dc8 172.31.32.0/20 A,
- subnet-05f94c3356f9be7bi @ Available vpc-0c85dabed826f1dcB 172.31.0.0/20 -

VPC-UDAY-PubSN1 subnet-067d9565627281ab9 @© Available vpc-066559289321859f7 | VP... 192.168.2.0/24 =



7. Now create a route table with the name “VPC-UDAY-PrvRT” in the above VPC for the
private subnets.

Route tables (4) e (G ][ acoms ~ | DTN

Q 1 ®
Name v Route table ID v Explicit subnet ... Edge as... Main ¢ VPC v Owner ID bl
rtb-09cebd9462eSeafal - - es vpc-OcB5dabed826f1dcB 687817909682
VPC-UDAY-PrvRT rtb-03a2d59e32875f289 £ = Mo vpc-06655928932f859f7 | VP... 687817909682
VPC-UDAY-PubRT rth-066ef40f6b077 adf0 - - No vpc-D6655928932FR55F7 | VP... GA7817509682

rth-0d59943afdfac2bi - - Yes vpc-06655928932FB59f7 | VP... BETE1 7909682



8. Now create a route table with the name “VPC-UDAY-PubRT"” in the above VPC for the

public subnets.

9. Now, associate the route tables to corresponding subnets. Public subnets to public route

table and Private subnets to private route table.

Route tables (1/4) info

! C Actions ¥ i Creste routs table

Q 1 &
-] Name v Route table ID v Explicit subnet i Edge fati Main ¥ VPC v Owner ID b
rib-0%cebd2462e9eatal - - Yes vpc-OcB5dabed826f1dcE 6B7817909682

VPC-UDAY-PrvRT rtb-03aad59e32875f289 = - No vpc-06655928932f859f7 | VP.., 6B7817909682
VPC-UDAY-PubRT rtb-066ef40f6b07 7adf0 = = No wpc-06655928932185917 | VP.., GB7817909682

- rth-0d53943afdfac2b21 - - Yes vpc-06655928932FB5917 | VP... GE7R17909682

[=

rth-03aad59e32875f289 / VPC-UDAY-PrvRT

Details Routes Subnet associations Edge associations Route propagation Tags

Explicit subnet associations (0)
q Find =
Subnet ID v IPva CIDR

No subnet associations

¥ou do not have any subnet associations,

Subnets without explicit associations (4)

The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Q
Subnet ID v IPv4 CIDR v
subnet-Oeb515223c34882e5 / VPC-UDAY-PrySN2 192.168.1.0/24
subnet-077b4cb213a7e921c / VPC-UDAY-PrvSN1 192.168.0.0/24
subnet-0605a4e477d2cc0b4 [ VPC-UDAY-PubSN2 192.168.3.0/24

subnet-067d9565627281ab8 [/ VPC-UDAY-PubSN1 192.168.2.0/24

Edit subnet associations |

1 &

IPv6 CIDR v

Edit subnet associations

IPvG CIDR v



10. Connect public route table to internet gate way by using “Edit Route” option and giving
destination as 0.0.0.0/0 and gate way Target as the above created one “VPC-UDAY-IGW”

VPC FRoute tables rtb-066ef40f6b07 Tadf0 Edit routes

Edit routes
Destination Target Status
192.168.0.0/16 Q local % | @ Active
Q 0000/0 x| | aigw % =
igw-05Ef2007229b3ee5¢ (VPC-UDAY-IGW)
Add route

Propagated

Na

No Remove



11. As a VPC requires a dedicated security group. Create a new security group with the name
“VPC-UDAY-SG” for the above VPC “VPC-UDAY”. Allow all traffic

VPC ) Secury Groups  Create sscurity grodn

Create security group w.

A security group aCTs 35 3 virmal firewall for your Instance to control inbound and outbound traffic. To create @ new securty group, compiete the fields below,
Basic details
Sty Group name  iete

VPCAUDAY-5E

L r—

Deserigtion  infa
VPC-UDAY-5G

VPC infa
€, vpe-DeE5CaBensTst1des ®

Inbound rules i

This security group has no Indaund rules,

| aderue |

Outbound rules i

Type imfa Protocol  imdu Portrange infa Destination  info Description - optional  infs
S5H v » i Custom - =3 Delete |
00000 X
ALICMP - 1Fud v TMP Anywher-IFus ¥ | Delete
0000/ X
HITEP v " - 65533 Anywhese-iPyd v | Delete
0.000/0 X
| e rute |
Tags - aptional

2130 s & |abel it s assign 18 4 WS estrerce. Each £ consists af 3 My and an opthinal valee. o Ges sse 155 1o Saarch and Tl your sessires of trak s NS rests

o tags associated with the mesoTe

| Add new tag




12. Create an EC2 instance “EC2-UDAY-Pub1” in the public subnet and one EC2 instance
“EC2-UDAY-Prv1” in the private subnet in the above VPC and Security Group

ECZ > nstances ) Launch an instance
¥ Summary
Launch an instance we

Amazon EC2 allows you to ereate virtual machines, of instantes, that rn on the AWS Cloud. Quickly get started by
following the simple steps below.

Nurmber of nstances info

1

Software Image (Al

Name and tags s Cananical, Ubunty, 22.04 LTS, ._read more.
ami E38seaTA0IETS

Name Virtuial server type (instance type)
| EC2-UDAY-Fub] | Add additianal tags 2micro
Firewsll (security group)
New secuity group
w Application and OS Images {Amazon Machine Image} . Sorags i)
i 48 3 tomplate that licatian server, and roguered ta
launch your instance. Search or Srowse for AMIs I you don't see what you are (noking for below 1 valumeis) - B GiB

@ Frae thee: i1 your finst year Inclocles 750 x
Q, Search ouir full entolag inchiing 10003 of appliestion and 05 inages s of e2.micrs far £3.micm In tha
Regians in whvch 12 micro i3 unavaiiabis)
Instance uage on fros thee AMis por

manth, 30 GI8 of EBS srerage. 2 million

Quick Start 105, 1 58 of snapshats, and 100 68 of
Iarchwicth to the intemet:

Arnazen mac0s Ubiunit Windews el Hist Q
Linux
— Brawse mare AMls
ws E ubuntu® || B%vecoet || oy medna Inctatting AMIk roen cancel m
— | Mae | S, searkatplace and
e Commmunity

Armsazon Machine image (aMi)

Ubintu Seryes 23 D4 LTS (HitM], 550 Volume Type Free tier eligisle
am-D5304eaB2 1actalTS (S4-hit (iB5]] | ami-0S20b025S 1ffuscas (5401t Lrmd]
Virtslizstior bum  EMA snabsled true ook devics type: s

Deseription
Canorileal, Ubisntis, 22.04 LTS, amd4 jammy image bulld on 2023-01-15

Architectsre AMl D

64.bit (xB6) aml-069B4eaB2 14c0a878 [ verifed provider ]

¥ Instance type isfe

Instance type
2 micro Fres tier eligible
Family:t2  ¥¥CPU TGI8 Mamory
Dn-Domand Linus pricing: §.0124 USD per Hoor v

Cormpare instance
©n-Demand Windews pricie 0.077 USD oer How e

Dn-Demand RHEL pricing: 00724 USD per Hour
On-Damand SUSE pricng: 0.01 24 USD par Hour

* Key pair (login) s
it a0 wse 3 by pair fo securely connEct to your Ensure that yoa b t Fair birfone you Bunch
the instante

ey pair name - required

uday-murmbai-key-pair ¥ | O create new key pair

* Netwaork settings mta

VPC - reguired wnfo

wpe-DEE5 50280321 B5H(T (VPC-UDAY) - o]

122168.00/16

Subinet tnis.

suibret-067 956562728 1abD WPC-UDAY-PUbSNT

VPC pc OGSSSZNS2ASET  Cwner GE7ATTI0SER v | O© Createnewsubnet (4

vallability Zone: speoeth1h 9 achinemes svalable 251 CIDR: 152.168.2.0/24)

Auto-assign public P infs

[ v]

Firewall {security groups) o
A sacurity group i a set of Arewall ndes that conrol the traffic for your instance. Add rules to allow specific traffic to reach your
Imtance.

| O Create security group | ‘ Select existing secusity group |

Security graup name - reguired

| VPC-UDAY-S6 |

This security group will be added ta 3l netwark interfaces. Tha name carft be edited after the security proup i craated. Mas length &
255 characters. Valid charcters 32, A-2, 03, saces, andd _</ (W@k=8 08"

Deseription - required inf

| launch-wizard-7 erested 2023-01-31T17:4933 8887 |

Inbound security groups rules
* Security group rule 1 (TCP, 22, 0,0.0.0/0)
Type ints Protocel infa Port range infs
ssh v TP n
Sauree type ik Source infs Description - optianal mfe

- — YT

¥ Security group rule 2 (TCF, 0-65535, 0.0.0.0/0)




13. Now try to do SSH from public EC2 to Private EC2

14. Create a NAT Gateway in the public subnet to allow access to private subnet from outside.
Allocate an elastic IP.

VPC > NAT gateways > Create NAT gateway

Create NAT gateway

A highly available, managed Network Address Translation (NAT) service that instances in private subnets can use to connect to
services in other VPCs, on-premises networks, or the internet.

NAT gateway settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify.

NAT-GW-UDAY
The name can be up to 256 characters long.
Subnet
Select a subnet in which to create the NAT gateway.

subnet-067d9565627281ab9 (VPC-UDAY-PubSN1) v

Connectivity type
Select a connectivity type for the NAT gateway.

© Public

Private

Elastic IP allocation ID Info
Assign an Elastic IP address to the NAT gateway.

eipalloc-0a0d73e388445eaeb v Allocate Elastic IP

» Additional settings

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter
your resources or track your AWS costs.

Key Value - optional

Q Name x Q. NAT-GW-UDAY >4 Remove ‘
Add new tag

You can add 49 more tags.

Cancel Create NAT gateway

15. Now, edit the private route table to allow internet access by editing the routes and adding the
0.0.0.0 and NAT GW created above.
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