
VPC & VPC Peering
Create a VPC with 2 public subnets & 2 private subnet having 
Internet gateway and NAT gateway

VPC Range – 192.168.0.0/16

Private Subnet 1 – 192.168.0.0/24

Private Subnet 2 – 192.168.1.0/24

Public Subnet 1  – 192.168.2.0/24

Public Subnet 2  – 192.168.3.0/24

1. Create VPC with name “VPC-UDAY” with the range of VPC as 192.160.0.0/16





2. Create an Internet Gateway name “VPC-UDAY-IGW” and attach it to the above VPC





3. Create Private Subnet 1 – 192.168.0.0/24 with name “VPC-UDAY-PrvSN1” in the above 
VP



4. Create Private Subnet 1 – 192.168.1.0/24 with name “VPC-UDAY-PrvSN2” in the above 
VPC



5. Create Public Subnet 1 – 192.168.2.0/24 with name “VPC-UDAY-PubSN1” in the above 
VPC



6. Create Public Subnet 1 – 192.168.3.0/24 with name “VPC-UDAY-PubSN2” in the above 
VPC





7. Now create a route table with the name “VPC-UDAY-PrvRT” in the above VPC for the 
private subnets.



8. Now create a route table with the name “VPC-UDAY-PubRT” in the above VPC for the 
public subnets.

9. Now, associate the route tables to corresponding subnets. Public subnets to public route 
table and Private subnets to private route table.



10. Connect public route table to internet gate way by using “Edit Route” option and giving 
destination as 0.0.0.0/0 and gate way Target as the above created one “VPC-UDAY-IGW”



11. As a VPC requires a dedicated security group. Create a new security group with the name 
“VPC-UDAY-SG” for the above VPC “VPC-UDAY”. Allow all traffic



12. Create an EC2 instance “EC2-UDAY-Pub1” in the public subnet and one EC2 instance 
“EC2-UDAY-Prv1” in the private subnet in the above VPC and Security Group



13. Now try to do SSH from public EC2 to Private EC2

14. Create a NAT Gateway in the public subnet to allow access to private subnet from outside. 
Allocate an elastic IP.

15. Now, edit the private route table to allow internet access by editing the routes and adding the
0.0.0.0 and NAT GW created above.
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