Assignment: EC2 Instance Creation

Name: Uday Kiran Ailapaka

AWS Region: Mumbai (ap-south-1)

Creation of a key pair:

A key pair is required to connect to the EC2 instances created. We have to associate a
key pair while creating an EC2 instance.

Navigation: EC2 -> Network & Security -> Key Pairs

Key pair name: uday-mumbai-key-pair.pem
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Note:- Then a new key pair is downloaded ‘uday-mumbai-key-pair.pem’



Creation of a EC2 Instance:

We are going to create an Amazon Linux AWS EC2 instance.
1. Login to AWS console.
2. Navigate to Services -> Compute -> EC2
3. Select Instances running
4,
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Click Launch instances

P — N RN T = " )]

Name the EC2 instance: uday_aws_linux_ec2

6.

ECZ » matances » Launch an instance

Launch an instance ..

Amazon ECE atlows vou to create virtual machines, or instances, that run on the AWS Cloud, Quicky gat startad by

follwing the simple steps below

Name and tags inf

Marme

udmy_aws_linux_scd Aid additional tags

Select OS image and the version: (Amazon Linux 2 Kernel 5.10 AMI)
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Select Instance type as t2.micro (free tier eligible):

8. Select the key pair created in the first step above (uday-mumbai-key-pair)
9.

Use ¥ Instance type o

Instance type
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the existing default settings for Network Settings:



¥ Metwork settings . Edit

Natwork inla
vpc-OcBSdabedB26f 1dcB

Subnet Info
Wo preferance (Default subnet in amy avallabiliny zona)

AlLe-gssign public P infa
Erabde

Firewall {security groups] i=fs

A oty Group 1§ 8 st of Hiowall rules hs! ool the ireihc for your inicemce. S&dd rules 10 sllo ieacilic HaMo b mach win
instarsoe.

0 Create securlty group | Selert existing security group
Wil create a new secunity growp called ‘launch-wizard-1" with the following ndes:

E Allcw S5H traffic from

HEr e daninedE L e Frilicate

ampwhere ¥
LG

Allow HTTPS traffic from the intarnet
T e Ly AN BN poind, Tor aaampls whes Creaiog § wab aaree

Allowy HTTP traffec from the internet
T wrt up an endpoing, tor example when creatreg 2 web server

M Rules with source of 0000 sllow all IP addresses to socess your instance, We recommend setting X
security group rules bo allew access from known IP addresses anly.

10. Select the required storage configuration: (8 GB of storage here)
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11. Select number of instances and click Launch Instances: (1 here)



v Summary

Number of instances Info

P

)

Software Image (AMI)

Armazon Linux 2 Kernel 5.710 aAMI...read more
ami-074dcDacfec7T54218

Virtual server type (instance type)

tZ2Z.micro

Firewall (security group)

MNew security group

Storage (volumes)
A volume(s) - 8 GiB

@' Free tier: In your first year includes 750 >
hours of t2.micro {or t3S.micro in the
Regions in which t2.micro is unavailable)
instance usage on free tier AMis per
month, 30 GiB of EBS storage, 2 million
1os, 1 GB of snapshots, and 100 GB of
bandwidth to the internet.

12. Success message is displayed:
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to EC2 Dashboard to see the status of the newly created EC2 instance:
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Connecting to EC2 Instances:

1. Click on the instance id of the EC2 instance created above.
2. Click on SSH client section and follow the instructions given.

3. Copy the ssh command given under example. ‘ssh -i "uday-mumbai-key-pair.pem" ec2-
user@ec2-65-2-183-9.ap-south-1.compute.amazonaws.com’

4. In MacOSX, launch terminal and cd to the location where the pem file is downloaded. Now
run the copied command.



Connect to instance inf
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1. Open an SSH cient.

2. Locato your private key filo. The key used to launch this mstanoe is uday =-mumbai- ey -paic. perm

% Run this command, if necessary, o ensure your koy is not publicly ssewable.
R chmod 400 wday-muemibai-key-pair. pem

4. Canmect to your instance usng s Public DiNGS:

[H ac?-65-2- 183 -9 ap- 1o uth- T ormp ie aTmar onaess. coem
Example:
3 ssh - “wday-—rmuemibai- key-pass perm”™ e 2-usen@ec? -5 5-2- 183 -8 ap-south-1 . c0rmpu L B SmaToa dws. oom

(L) Mote: bn most cases, the guessed user name is correct. Howaver, read your AMI usage Instructions to check i
the ARl crwner has changed the default A user name.
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The EC2 Instance is successfully
created and connect from MacOSX
terminal using ssh

Create Elastic IP and Associate with EC2 instance:

An EC2 instance has public and private ipv4 addressess. Private IP we use to connect within
internal AWS services like Connect b/w multiple EC2 instances. Public IP we use to expose the
system to Public connections. But, public address is dynamic i.e it changes when instance is
restarted. So, we cannot use it to host a website. For that we can have a static IP address and



associate it with an EC2 instance. This static IP can be used to host a website with the DNS. This
static IP is called as Elastic IP in AWS.

1. Public IP before restarting the EC2 instance: (65.2.183.9)
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2. Public IP changed after restarting the same EC2 instance: (13.253.111.225)
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3. Navigate to EC2 -> Network & Security -> Elastic IPs -> Allocate Elastic IP address and
click allocate
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4. Select the created Elastic IP address, expand the actions and select ‘Associate Elastic IP address’
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5. Choose the EC?2 instance and click Associate

ECa Elmstic IF adidresses FAnsoriate Tlastic TP scldoeasy

Associate Elastic IP address

Chacss the Imitance or network interface bo mssoclale bo s Elestic IP address (135 252 a0 98)
Elastic IF address: 13.232.240.98
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6. The newly created static IP address is associated with the EC2 instance even after restarting.
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Create Elastic Block Store:

Used to extend the storage attached with EC2 instances without the need for downtime. You can
mount this persistent storage with any EC2 instance.

1. Navigate to EC2 -> Elastic Block Store -> Volumes and click ‘Create volume’
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2. Select the size and create volume
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4. The newly created EBS volume state is ‘Available’
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5. Select the newly create EBS volume and choose ‘Attach Volume’
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6. Choose the required instance and click attach volume

EC2 Wiolurmes wol DR THTRaS TS TG Attach walumeg

Attach volume

Attach a walame (o an instanée to use it as you would a regular physical hard dsk drive
Basic details
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7. The volume state of EBS store is now changed to ‘In Use’
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8. The EC2 disk allocation before new EBS is attached

[ec2-user@ip-172-31-45-58 ~]% lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
Xvda 202:0 0 8G 0 disk
=xvdal 202:1 8G 0 part /
T At r - _4 _J 9 .

[ec2-user@ip-172-31-45-58 ~]$ 1sblk

NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
xvda  202:0 © 8G 0 disk

“-xvdal 202:1 @ 8G 0 part /

xvdT 202 :80 (0] 1G @ disk
[ec2-user@ip-172-31-45-58 ~1% |}

10. The newly created EBS is seen attached to the EC2 instance

11. Connect to ECZ instance and Mount the new EBS:

(a) sudo su



(b) Isblk

[ec2-user@ip-172-31-45-58 ~]% 1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
xvda 202:0 @ 8G 0 disk

"-xvdal 202:1 @ 8G 0 part /

xvdf 202:80 0 1G 0 disk

(c) mkdir storage
(d) fdisk -1

[root@ip-172-31-45-58 ec2-user]# fdisk -1

Disk /dev/xvda: 8 GiB, 8589934592 bytes, 16777216 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: DASGAB95-BC11-4BAE-9157-C48213FBADOC

Device Start End Sectors Size Type
/dev/xvdal 4096 16777182 16773887 B8G Linux filesystem
fdev/xvdal28 2048 4995 2048 1M BIOS boot

Partition table entries are not in disk order.

Di dev/xvdf: 1/GiB, 1073741824 bytes, 2097152 sectors

(e) mkfs -t xfs /dev/xvdf (makes file system)
(f) mount -t xfs /dev/xvdf /home/ec2-user/storage/

(g) 1sblk

[root@ip-172-31-45-58 ec2-user J# lsblk
NAME MAJ:MIN RM S5IZE RO TYPE MOUNTPOINT
xvda 202:0 @ B8G 0 disk

‘-xvdal 202:1 B 8G 0 7
xvdf _ 202:80 0 16 'kfhumfacl—user!s@

12. Create somefiles in the filesystem



- 1# pwd
Funmount JShome/fec?

Used Avail Use%: M
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sysfTs/cgroup

8% Srunfuser/ 1866

8% /runfuser/@

o . : Wil

15. Attach the volume storage to the new machine
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16. Mount the file system and access the already created files.



MOUNTPOINT

| 1=~ W T e ser jJ# fdisk

|. y # - =3 M LS i
dew / xwda iB, B589934592 bytes, 16777216 sectors
ftor 1] | 5 = 512 byte

End Sectors Size Type

16 3 Linux Filesystem
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EBS volumes are created
successfully and attached with
different EC2 instances without

loosing data



Create a snapshot of the Volume or Instance:

Creates a prototype of the service which can be used to in other availability zone.
Snapshot can be copied to multiple regions. Deleted snapshots reside in recycle bin for the period

defined in retention policy.

1. Create a snapshot of the existing EBS volume
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2. Create a volume from the new snapshot in a different region (us-east-1)
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The Snapshot of the volume is
created successfully, recreated the
volume in different region and
attached to the EC2 instance with
data persisting



Create an AMI from an Amazon EC2 Instance

From the Amazon EC2 Instances view, you can create Amazon Machine Images (AMIs) from
either running or stopped instances.

1. Right-click the instance you want to use as the basis for your AMI, and choose Create Image
from the context menu.
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2. In the Create Image dialog box, type a unique name and description, and then choose Create
Image. By default, Amazon EC2 shuts down the instance, takes snapshots of any attached volumes,
creates and registers the AMI, and then reboots the instance. Choose No rebootif you don't want
your instance to be shut down.
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Create Load Balancer:

1. Navigate to EC2 -> Load Balancing -> Load Balancers. And click create Load Balancers

Load balancer types
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Basic configuration
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Mebwork mapping
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Specify group details

s ] b [T SR 1 TR CIRgETL 0 TRl grIup and perSarre hewith iy oy e arge

Basic configuration
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Application Load Balancer is
created and registered available
EC2 instances successfully
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