VPC:

1. Create a new VPC and provided range of VPC as 192.168.0.0/16
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3. Create two Route Tables, one for Public Subnet and One for Private Subnet
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5. Create an Internet Gateway
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6. Connect Public Route Table to Internet Gateway
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7. Created two instances in VPC, one in Private Subnet and one in Public subnet
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8. Login to Instance in Public subnet and try to Ping instance in Private subnet from Instance in
Public subnet
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9. Ssh to private instance will fail, so Copied the pemtest.pem file onto Public EC2 instance and
changed the permissions
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10. Now when we should be able to Connect to a private EC2 instance from a public EC2 instance
using ssh
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11. Create NAT GateWay to get internet connection to instances on Private Subnet
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12. Attaching Private RouteTable to NAT Gateway
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VPC Peering:

1. Create two VPCs, VPC-A and VPC-B
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2. Create two public subnets with ranges (10.100.0.0/24) & (10.100.2.0/24) and one private subnet with

range (10.100.1.0/24) in VPC-A
Create one private subnet (10.200.1.0/24) in VPC-B
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3. Create a private RouteTable for private subnet and public route table for 2 public subnets in VPC-A
Create a private route table for private subnet in VPC-B
Associate the concerned subnets with the route tables.

NE.AMSZ0N.Com,

O I':Iew\c'P_ Lmi'ie"te X Route tables (6] info Bctienl ¥ Creple Faiste thble @

a . 1 @
VPC dazhboard
EC2 Global View [4 Name v Route table ID v Explicit subnet associat... Edge assodations Main « VPC -
Filter by VPG rth-078d4cdatc6i0Mcd & 5 Yes vpc-D4873285¢
P - rth-0357h01c3ab4 7 1400 = = es vpc-0b52chide
VPLC-B-PrvRT rth-09368265s subnet-c2Z - Mo vpc-0SGhEs 149
¥ Virtual private clowud _ h-044h 14t _ _ Ves vpc-056bB2113
Yaur VPLs VEC-A-PubRT rth-053fb6bd Tetd3a 2 - Ha vpc-ObSZehide
Subnets VEC-A-PrvRT rth-06412%a f7c7b subnet-0369203baBc40. .. Z No vpr-Ob52eb14c
Route tables b
Intermet gateways == EH &
Eqress-only interpet Select a route table
gateways
Camier ga

DHCP Option Sets

Lastic IPs

Managed prefix lists

BB & @ Tokorw bhargavi

© rﬂftvPC E,f_f:_;"nm X Internet gateways (2) info | & | Actions ¥ | @

Q . 1 @
VPC dachboard
EC Name v Internet yateway ID v State » VPCID v Owner
Filter by VPC:
kb S fgw-01c77dag0e3 © Attached VpC-04973259863213048 05403203
Select o VPC - " = e i = =z
VPC-A-IGW Tow-01 2decd & Attached vpc-0b52cb14c536743fb | VPC-A-B 05403203
13
¥ Virtual private cloud
Yaur VPC=
= B =

Select an internet gateway above

Elastic IPs
Managed prefix lists
Endpoints

En

Feedback L TF £ 3 ifi it L2022, Amasan nt i ¥ L or i il 3 Privacy Terms Cookie pref



VPC Meragement ¥

8 agp-northeast-1consol

aws.amazon.com,vpe

s O

Tokyo ¥

bhargs

© Ne"‘";PC f_f"_’f:e”“ X Route tables (1/6) infa c Actions ¥ Create route table ©
Q 1 ®
VPL dashbozrd
AL -] Name Route table ID v Explicit subnet associat... Edge assodations Main ¥ VPC
Filter by VPC:
* - rth-079ddcdal ch RO - - Yes vpc-04973
v
- rth-0357b01c3abd 7 1d4eld - - feg vpc-0bS2chidc
¥ Virtual private cloud VPC-B-PrvRT rth-09368e submet-0c228745f0B6D. .. - Mo vpc-055b8e1fs
Vour VpCs rth-044b 15583 dc - - Yes vpc-056082 19
= L VPC-A-PubRT rth-053fbeb4 Tedd3ded 1 2 subnets = Mo wvpc-Ob52chT4dc
Subnets = ife
Ve N e ek P AT T AT bt ATERIATL SO A . e Tk A
Route tables »
intemet gateways = EH & [E
Ec only internet a Both = 1 @ e
gatewdys
Camier gateways
DHCP Option Sets Destination Target v Status v Propagated -
ElestiEdPs 0.0.0.0/0 iqwe-01d230362dedc No
naged prefix lists 10.100.0.0/16 locsl No

Endpoints

Ef

1L services

zon Internet

5. Create a EC2 machine in each public subnet & private subnet should have 2 EC2 instance for VPC-
A
create one EC2 instance in private subnetof VPC-B
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6. Connect to private EC2 instance of VPC-A from public EC2 instance of VPC-A
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7. From this private instance of VPC-A, try to ping to private instance of VPC-B. It will fail as there
is no internet connection to VPC-B
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8. So for communication between two private instances of VPC-A and VPC-B, create a peer
connection.
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10. Update the private route tables of VPC-A and VPC-B with the newly created peering connection.
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11. Now if we ping from private EC2 instance of VPC-A to private EC2 instance of VPC-B, ping will
be successful
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12. To connect to private EC2 instance of VPC-B, we need to copy the .pem file from public EC2
instance of VPC-A to private EC2 instance of VPC-A and then ssh to private EC2 instance of VPC-B
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13. Now when we try to connect to private EC2 instance of VPC-B from private EC2 instance of VPC-
A, both ping and ssh will succeed. We can also observe that .pem file is available in private EC2
instance of VPC-A
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So peering connection is done and we are able to connect the private EC2 instances of
both VPC-A and VPC-B.



