
Topic : Digital Payment Fundamentals 

QUESTION 1: 

Electronic Payment System: 
Electronic Payment System allows people to make online payments for their purchases of goods and services without the physical 

transfer of cash and cheques, irrespective of time and location. The key components of this payment system are the payers and 

payees, financial institutions, electronic devices, communication networks, payment gateways, and mobile payment apps. As the 

global economy continues to evolve, the dependency on physical modes of payment is gradually giving way to digital alternatives 

that offer speed, convenience, and efficiency. These systems facilitate a diverse range of financial activities, from online purchases 

and bill payments to person-to-person transfers. 

Types of Electronic Payment System 
India, being the fastest-growing economy and a developing nation, has witnessed significant growth in various types of Electronic 

Payment Systems, driven by technological advancements and efforts to promote a cashless economy. The prominent types of 

Electronic Payment Systems in India range from the Unified Payments Interface (UPI) to Debit and Credit cards. Listed below are 

the types of Electronic Payment Systems: 
1. Unified Payments Interface (UPI): 

UPI has become a widely adopted and popular electronic payment system in India. It enables users to link multiple bank accounts to 

a single mobile application, allowing seamless and instant fund transfers between individuals and merchants. 
2. Mobile Wallets: 

Mobile Wallet services like Paytm, PhonePe, and Google Pay have gained widespread acceptance. Users can load money into these 

digital wallets and use the balance for various transactions, including mobile recharge, bill payments, and online shopping. 
3. Debit and Credit Cards: 

Debit and Credit card usage is prevalent in India, with various banks issuing these cards for electronic transactions. Cards are 

commonly used for Point-of-Sale (POS) transactions, online purchases, and cash withdrawals from ATMs. 
4. Immediate Payment Service (IMPS): 

IMPS enables instant interbank electronic fund transfers through mobile phones, internet banking, or ATMs. It is particularly useful 

for peer-to-peer transactions and small-value payments. 
5. National Electronic Funds Transfer (NEFT): 

NEFT is a nationwide electronic payment system that facilitates one-to-one funds transfer between bank accounts. It operates on a 

deferred settlement basis and is widely used for both individual and corporate transactions. 
6. Real-Time Gross Settlement (RTGS): 

RTGS is another electronic fund transfer system that allows real-time settlement of large-value transactions. It is typically used for 

high-value interbank transfers. 
7. Prepaid Instruments: 

Prepaid Instruments, including prepaid cards and gift cards, provide users with a convenient way to make electronic payments with a 

pre-loaded amount. 

Advantages of Electronic Payment System 
 24/7 Accessibility: Electronic Payments can be made at any time, providing round-the-clock access to financial transactions. 

 Global Accessibility: Users can make payments and transfer funds globally without being restricted by geographical boundaries. 

 Instant Transactions: Electronic Payments are processed quickly, allowing for near-instantaneous transfer of funds between 

accounts. 

 Faster Settlement: Compared to traditional payment methods, electronic transactions often result in faster settlement times. 

 Record-Keeping and Tracking: Electronic Payment Systems facilitate easy record-keeping for both businesses and individuals. 

 Encryption and Authentication: Electronic Payment Systems employ robust encryption and authentication protocols to secure 

transactions and protect sensitive information. 

Disadvantages of Electronic Payment System 
 Security Concerns: Electronic Payment Systems are susceptible to security breaches, including hacking, phishing, and identity 

theft. 

 Technical Issues: Electronic Payment Systems rely on technology, and technical glitches or system failures can disrupt 

transactions. 

 Fraud Risk: Despite security measures, Electronic Payment Systems are not immune to fraud. Unauthorized transactions, stolen 

credentials, or fraudulent activities can occur, leading to financial losses for individuals and businesses. 

 Privacy Concerns: Users may be concerned about the collection and storage of personal information by electronic payment 

providers. 

 Transaction Fees: Some electronic payment systems impose transaction fees, which can add up over time. 

 

 

Topic : Modes of Digital Payments and Security: 
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QUESTION 2: 

Digital Payment: 

Digital payments are transactions that occur via digital or online modes. This means both the payer and the payee use electronic 

mediums to exchange money. 
The Government of India has taken several measures to promote and encourage digital payments. As part of the ‘Digital India’ 
campaign, the government aims to create a ‘digitally empowered’ economy that is ‘faceless, paperless, and cashless’. There are 
various methods and types of digital payments. 
You must note that digital payments can take place through the Internet as well as on physical premises. Here are some examples 
of digital payments, buying something from e-commerce platforms and paying for it via UPI (unified payments interface) 
qualifies as a digital payment. Similarly, if you purchase something from your local grocery store and choose to pay via UPI, that 
also is a digital payment.  

1. The Parties Involved 

In digital payments, simplicity on the surface masks a complex network of intermediaries, ensuring smooth and successful 
transactions. Key players in digital payment systems include the merchant (payee) and the consumer (payer), whose 

interactions initiate the digital payment process. Both parties require a bank account and online banking to engage in 
digital transactions. 

Additionally, other key players include the bank and the payment network, which facilitate secure fund transfers. 

2. Bank Accounts 

For digital payments, merchants and consumers participate as customers, so they need to have bank accounts with online banking 
features. Bank accounts build up the foundation of conducting e-transactions by storing funds securely and endorsing transfers. 

3. Step-by-step Transaction 

1. The consumer starts payment transactions using UPI, mobile wallets or a similar option of his choice. 
2. The payment details are transmitted securely into the payment network. 
3. The payment network checks for the balance, thereafter, funds are moved from the consumer’s bank account to the payee’s 

bank account. 
4. A confirmation is sent to both the buyer and seller to confirm that the transaction has been completed. 

4. Payment Rail 

Payment rails serve as the backbone infrastructure that enables the transfer of funds between banks. They function as the 
pathways through which transactions move, linking institutions and guaranteeing the smooth flow of funds. Payment rails exist in 

many formats, such as automated clearing house (ACH), card networks and real-time payment systems, each designed for 
transaction types and processing speeds. 

Types of Digital Payments In India 

There are several benefits of digital payments. After the launch of Cashless India,(which aims to promote a cashless economy), 
we currently have ten digital payment methods available in India. Some digital payment methods have been used for over a 
decade, some have recently gained popularity, while others are relatively new.  
Here are the types of digital payments that are following: 

1. Banking Cards 

Indians widely use banking cards, debit/credit cards, or prepaid cards as an alternative to cash payments. In 1981, the Andhra 
Bank launched the first credit card in India. 
Cards are preferred because of multiple reasons, including, but not limited to, convenience, portability, safety, and security. This 

is the only mode of digital payment that is popular in online and physical transactions. Many apps are being launched to manage 
card transactions, like Cred, Square, etc. 

2. Unstructured Supplementary Service Data(USSD) 

The unstructured supplementary service data (USSD) was launched for those sections of India’s population which do not have 

access to proper banking and internet facilities. Under the USSD, mobile banking transactions are possible without an internet 
connection by dialling *99# on any essential feature phone. 
This number is operational across all telecom service providers (TSPs) and allows customers to avail of services, including 
interbank account-to-account fund transfer, balance enquiry, and availing of mini statements. Around 51 leading banks in India 
offer USSD service in 12 languages, including Hindi and English. 

3. Aadhaar Enabled Payment System (AEPS) 

The Aadhaar Enabled Payment System (AEPS) is a bank-led model for digital payments initiated to leverage the presence and 
reach of Aadhar. Under this system, customers can use their Aadhaar-linked accounts to transfer money between two Aadhaar-
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linked bank accounts. According to data from the National Payments Corporation of India (NPCI), the AEPS had crossed 
transactions over 205 million till February 2020. 
The AEPS does not require physical activity like visiting a branch, using debit or credit cards or signing a document. This bank-
led model allows digital payments at PoS (point of sale / micro ATM) via a business correspondent, known as Bank Mitra, using 
Aadhaar authentication. The AePS fees for cash withdrawal at Business Correspondent points are around ₹15. 

4. Unified Payments Interface (UPI) 

The UPI is a payment system that culminates numerous bank accounts into a single application, allowing money transfers 
between parties. Compared to NEFT(national electronic funds transfer), RTGS (real-time gross settlement), and IMPS 
(immediate payment service), the UPI is considered a well-defined and standardised process across banks. You can use UPI to 

initiate a bank transfer anywhere in just a few clicks. 
The benefit of using UPI is that it allows you to pay directly from your bank account without the need to type in the card or bank 
details. This method has become one of the most popular digital payment modes in 2020, with October witnessing over 2 billion 
transactions.  

5. Mobile Wallets 

As the name suggests, mobile wallets are a type of wallet where you can carry cash in a digital format. Often, customers link their 
bank accounts or banking cards to their wallets to facilitate secure digital transactions. Another way to use wallets is to add 
money to the mobile wallet and use the balance to transfer money. You can also check out the digital wallets guide, for necessary 
details and clarify confusions, if any. 
Nowadays, many banks have launched their wallets. Additionally, notable private companies have established their presence in 
the mobile wallet space. Some popularly used ones include Paytm, Freecharge, Mobikwik, mRupee, Vodafone M-Pesa, Airtel 
Money, Jio Money, SBI Buddy, Vodafone M-Pesa, Axis Bank Lime, ICICI Pockets, etc. 

6. Bank Prepaid Cards 

A bank prepaid card is a pre-loaded debit card issued by a bank, usually meant for single use or can be reloaded for multiple uses. 
It is different from a standard debit card because the latter is always linked to your bank account and can be used numerous times. 
This may or may not apply to a prepaid bank card. 
Customers can create a prepaid card with an account that complies with Know Your Customer (KYC) norms. Corporate gifts, 

reward cards, or single-use cards for gifting purposes are the most common examples of these cards. 

7. PoS Terminals 

The PoS is the location or segment of a sale. These terminals were considered checkout counters in malls and stores where 
payments were made for a long time. The most common type of PoS machine is for debit and credit cards, where customers can 

make payments by simply swiping the card and entering the PIN (personal identification number). 
With digitisation and the increasing popularity of other online payment methods, new PoS methods have emerged. First is the 
contactless reader of a PoS machine, which can debit any amount up to ₹2000 by auto-authenticating it without needing a PIN. 

8. Internet Banking 

Internet Banking, also known as e-banking or online banking, allows the customers of a particular bank to make transactions and 

conduct other financial activities via the bank’s website. It requires a steady internet connection to make or receive payments and 
access a bank’s website called Internet banking. 
Today, most Indian banks have launched their Internet banking services. It has become one of the most popular means of online 
transactions. Every payment gateway in India has a virtual banking option available. Some of the top ways to transact via Internet 
banking include NEFT, RTGS, and IMPS. 

9. Mobile Banking 

Mobile banking refers to conducting transactions and other activities via mobile devices, typically through the bank’s mobile 
application (app). Today, most banks have mobile banking apps that can be used on handheld devices like mobile phones and 
tablets and sometimes on computers. 
Mobile banking is known as the future of banking, thanks to its ease, convenience, and speed. Digital payment methods, such as 
IMPS, NEFT, RTGS, and other services like investments, bank statements, bill payments, etc., are available on a single platform 
through mobile banking apps. Banks encourage you to operate digitally as it makes processes easier for them. 

10. Micro ATMs 

A micro ATM is a BC device to deliver essential banking services. These correspondents, who could be local store owners, will 
serve as a  ‘micro ATM’ to conduct instant transactions. They will use a device that will let you transfer money via your 
Aadhaar-linked bank account by merely authenticating your fingerprint. 
Essentially, the BC will serve as a bank. You need to verify your authenticity using UID (Aadhaar). The essential services that 

micro ATMs will support are withdrawal, deposit, money transfer, and balance enquiry. The only requirement for Micro ATMs is 
to link your bank account to Aadhaar. 

1. Faster Payments 

 Digital payments allow immediate transactions that can be processed immediately, reducing the waiting time that one has to go 

through with traditional payment methods. This makes transactions seem smooth and efficient. 

2. Convenience in the Payment Procedure 

Digital payments enable swift and hassle-free transactions from your devices, eliminating the need for physical presence or 
documents. Whether you’re paying bills, shopping online, or transferring funds, digital payment methods offer a user-friendly 
experience that saves both time and effort. 
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3. Better Payment Security 

Digital payment systems use encryption and system authentication protocols, which minimise the risk of unauthorised access and 
effectively prevent fraud. Your financial information is protected, keeping you stress-free throughout the entire process of 
making digital payments. 

4. Improved Efficiency 

Automation and digitisation in payment processes have significantly enhanced operational efficiency. By minimising manual 
intervention, errors are reduced, and financial workflows are streamlined, resulting in a more efficient and error-free system. 
Digital Record of Transactions: Digital payments provide a traceable account of transactions, thereby guaranteeing safety. Such 
efficiency and credibility allow individuals and businesses to maintain accurate financial records. It is easy to monitor the 
payment history and can be referred to when required. 

5. Reduced Costs 

The digital payment framework eliminates the requirement of physical infrastructure, paperwork, and manual handling. This 
reduces the cost of transactions for business enterprises and financial institutions. Also, digital transactions usually include a 
lower cost of transfer as compared to traditional banking methods. 

6. Ease of Use 

The payment systems facilitate customer comfort. The old cash-processing machines that could only recognise clear notes and 
coins are being replaced by ATMs, which are accessible and easy to use. Digital payment systems are easy to operate and will not 
take additional effort to understand how they work. 

7. Low Fees 

Digital payment methods typically entail lower transaction fees compared to banking methods, contributing to overall cost 
efficiency. 

8. Boost Revenue 

Merchants can benefit from a wider consumer base and better cash flow by utilising digital payment methods, leading to higher 

revenue. Digital payments offer an efficient system, leading to higher customer satisfaction and smoother transactions, which can 
attract more customers in the future. 

9. Discounts and Savings 

Many online platforms provide discounts, cashback, or loyalty programmes. These discounts motivate the customers to go for the 

digital payment option, which saves them money and provides several benefits. 

10. Low Risk of Theft 

Digital payments diminish the possibility of the actual loss of money since it’s not physical. Transactions occur in the digital 
world, therefore rendering the necessity of holding large amounts of currency physically unnecessary. This safeguards payments 

by preventing direct cash transactions and ensuring their protection. 

11. Customer Management 

Digital payment systems can frequently oversee and monitor the customers’ transactions, preferences, and feedback, which gives 
the business more control over these aspects. This improves overall customer management by adjusting service offerings based 
on customer behaviour. 

12. Better Customer Experience 

The ease and convenience offered by digital payments enable customers to enjoy superior service, thereby enhancing their 
experience. Simplified payment processes result in increased customer satisfaction and a greater likelihood of future 
collaboration with the business. 

13. Efficient Record-Keeping Features 

Through the digital infrastructure, digital payments for offline businesses are recorded efficiently; thus, the business environment 
is friendlier than before. Today businesses and individuals can easily track, control, and analyse their financial activities to obtain 
financial transparency and improve the financial management process. 

 

Topic : Legal and Regulatory Framework: 

QUESTION1: 

Digital Payment Regulations in India: 

Various regulatory authorities in India control the digital payment industry, including the RBI, the NPCI, and the Ministry of Electronics and 

Information Technology (“MeitY”). 

Reserve Bank of India and National Payments Corporation of India 

The RBI regulates and supervises digital payment systems in India, such as electronic cash transfers, prepaid payment instruments, and card 

payments. It offers rules and regulations concerning digital payment system security, risk management, client protection, and other factors. The 

NPCI operates and manages payment systems such as UPI, Immediate Payment Service (“IMPS”), and Bharat Bill Payment System (“BBPS”). It 



is in charge of the creation and operation of these systems, as well as assuring their efficiency and security and resolving any payment-related 

issues. 

Payment and Settlement Systems Act, 2007 

All digital payments in India, including those made using mobile wallets, prepaid cards, and online platforms, are governed under the Payment 

and Settlement Systems Act, 2007. The act creates a framework for oversight and monitoring of digital payment service providers, as well as 

standards for client protection and dispute resolution. It also authorizes and supervises payment system operators, as well as issues regulations to 

ensure the safety and efficiency of the digital payments industry. 

Ministry of Electronics and Information Technology 

MeitY is in charge of developing the country’s digital infrastructure, which includes e-governance, digital literacy, and digital payments. It 

collaborates with other regulatory bodies and industry stakeholders to promote digital payment system adoption in India.  

Security and Privacy pertaining to digital payments in India 

In India, security and privacy are critical features of digital payments. The RBI has issued guidelines for digital payment security, including the 

adoption of two-factor authentication and encryption for sensitive data. 

Furthermore, the Draft Digital Personal Data Protection Bill, 2022 seeks to govern the collection, storage, and use of personal data by companies 

involved in digital payments. In addition, the government released the National Cyber Security Policy 2013, which aims to defend key 

information infrastructure from cyber threats. Despite these precautions, data breaches, phishing attempts, and identity theft continue to be a 

problem for digital payments in India. Consumers must be aware of these risks and take the required safeguards, such as using secure payment 

methods and monitoring their transaction history regularly. 

Requirements and Compliance Guidelines for Merchants 

To maintain the security of cardholder data during digital transactions, merchants in India must adhere to the Payment Card Industry Data 

Security Standards (“PCI DSS”). The PCI DSS framework requires merchants to establish a secure network, keep cardholder data secure, monitor 

and test security systems regularly, and maintain an information security policy. 

Merchants must also follow the RBI’s KYC standards, which require them to verify the name and address of their clients before onboarding 

them. Compliance with these principles protects merchants from fraud and data breaches while also increasing customer confidence in the digital 

payment system. 

Trends and Future Outlook 

The digital payments landscape in India is expected to continue its growth trajectory in the coming years. With initiatives such as the UPI, 

BharatQR, and the adoption of digital wallets in India, the usage of digital payments is likely to increase further. The COVID-19 pandemic has 

also accelerated the shift towards digital payments, as people increasingly avoid physical contact with cash. 

In terms of future outlook, there is a growing interest in using emerging technologies such as blockchain and artificial intelligence to enhance the 

security and efficiency of digital payments. The government is also expected to continue its focus on promoting digital payments through various 

initiatives and policies. Overall, the future of digital payments in India looks promising, with the potential to transform the payments landscape 

and drive financial inclusion. 

Regulatory Bodies Governing Electronic Payment System in India 
 The Regulatory Framework for the Electronic Payment System in India is governed by the Reserve Bank of India and other 

relevant authorities. The Reserve Bank of India has the authority to oversee and regulate payment and settlement systems. 

 The Payment and Settlement Systems Act, 2007 provides the legal framework for the regulation and supervision of payment 

systems in India. 

 The National Payments Corporation of India (NPCI) issues guidelines for the UPI. The Information Technology Act, 

2000, provides a legal framework for electronic transactions and addresses issues related to electronic governance. 

 The Securities and Exchange Board of India (SEBI) regulates securities and capital markets, and it also regulates electronic 

payments where security transactions are involved. 
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 The Ministry of Finance, through its various departments, provides overarching policy direction and guidance related to the 

financial sector, including Electronic Payment Systems. 

 The Department of Telecommunication oversees the Telecommunications sector, and its regulations impact mobile-based 

electronic payment services. Mobile network operators and telecom service providers are subject to the regulations set by the 

DoT. 

 The Insurance Regulatory and Development Authority of India (IRDAI) regulates the insurance sector in India. In the context 

of electronic payments, it may have oversight over the insurance-related transactions conducted through digital payment systems. 

Regulations Relating to Electronic Payment System 
1. Reserve Bank of India (RBI) 

The RBI plays a central role in regulating EPS in India through various guidelines and frameworks: 

 Payment and Settlement Systems Act, 2007: This legislation provides the legal foundation for the regulation and oversight of 

payment systems in India. It empowers the RBI to supervise and regulate the functioning of EPS to maintain financial stability 

and consumer protection. 

 Guidelines on Prepaid Payment Instruments (PPIs): The RBI issues guidelines that govern the issuance and operation of 

prepaid payment instruments, including digital wallets and prepaid cards. These guidelines outline parameters, such as issuance 

limits, reload limits, and Know Your Customer (KYC) requirements. 

 Unified Payments Interface (UPI): The RBI regulates UPI, a real-time payment system, through guidelines that cover 

transaction limits, security protocols, and dispute resolution mechanisms. UPI has emerged as a popular channel for peer-to-peer 

and merchant transactions. 

2. National Payments Corporation of India (NPCI) 

 Operational Guidelines: NPCI develops and enforces operational guidelines for payment systems it manages, including UPI, 

Immediate Payment Service (IMPS), and Bharat Bill Payment System (BBPS). These guidelines ensure standardized and secure 

operations. 

 Security and Risk Mitigation Measures: NPCI implements security measures and risk mitigation strategies to safeguard 

electronic transactions. These measures include encryption standards, two-factor authentication, and continuous monitoring for 

potentially fraudulent activities. 

3. Other Regulatory Bodies 

Several other regulatory bodies also have a role in governing EPS 

 Securities and Exchange Board of India (SEBI): SEBI, while primarily focused on securities market regulations, may have 

implications for EPS, especially in areas related to digital wallets and financial instruments. 

 Insurance Regulatory and Development Authority of India (IRDAI): IRDAI oversees the insurance sector, and regulations 

related to EPS in insurance transactions may fall under its purview. 

 Consumer Protection Regulations: Consumer protection regulations, focusing on transparency, disclosure, and dispute 

resolution, impact EPS to safeguard user interests. 

 Data Protection and Privacy Laws: The introduction of data protection laws, such as the Personal Data Protection Bill, 

addresses concerns related to the handling and protection of user data within EPS. These regulations collectively form a robust 

framework, ensuring the secure and efficient functioning of electronic payment systems in India. It’s important to stay updated on 

any amendments or new regulations introduced by these regulatory bodies. 
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