Assignment 11

Device and Mobile Security:

Research Question:

Conduct a comparative analysis of different mobile operating
systems (e.g., Android, iOS) in terms of their security features and
vulnerabilities. Investigate the security architectures, patching
mechanisms, and app permission models employed by each
operating system to protect user data and privacy. Evaluate the
effectiveness of these security measures in mitigating common
threats such as malware, unauthorized access, and data leakage.
Furthermore, examine the impact of device fragmentation and
software update practices on the overall security posture of
mobile ecosystems. Based on your analysis, propose
recommendations for improving the security of mobile devices
across different platforms

Comparative Analysis of Mobile Operating Systems:
Security Features and Vulnerabilities

Understanding Device and Mobile Security

Mobile security, or mobile device security, is the protection

of smartphones, tablets, and laptops from threats associated

with wireless computing. It has become increasingly important in mobile
computing. The security of personal and business information now
stored on smartphones is of particular concern.

Increasingly, users and businesses use smartphones not only to
communicate, but also to plan and organize their work and private life.
Within companies, these technologies are causing profound changes in
the organization of information systems and have therefore become the
source of new risks. Indeed, smartphones collect and compile an
increasing amount of sensitive information to which access must be
controlled to protect the privacy of the user and the intellectual

property of the company.

The majority of attacks are aimed at smartphones. These attacks take
advantage of vulnerabilities discovered in smartphones that can result
from different modes of communication, including Short Message
Service (SMS, text messaging), Multimedia Messaging
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Service (MMS), wireless connections, Bluetooth, and GSM, the de facto
international standard for mobile communications. Smartphone
operating systems or browsers are another weakness.

Some malware makes use of the common user's limited knowledge.
Only 2.1% of users reported having first-hand contact with mobile
malware, according to a 2008 McAfee study, which found that 11.6% of
users had heard of someone else being harmed by the problem. Yet, it
Is predicted that this number will rise.

Security countermeasures are being developed and applied to
smartphones, from security best practices in software to the
dissemination of information to end users. Countermeasures can be
implemented at all levels, including operating system development,
software design, and user behaviour modifications.

Challenges of smartphone Mobile Security

A smartphone user is exposed to various threats when they use their
phone. In just the last two quarters of 2012, the number of unique mobile
threats grew by 261%, according to ABI Research.

These threats can disrupt the operation of the smartphone and transmit
or modify user data. Applications must guarantee privacy and integrity of
the information they handle. In addition, since some apps could
themselves be malware, their functionality and activities should be
limited (for example, restricting the apps from accessing location
information via the Global Positioning System (GPS), blocking access to
the user's address book, preventing the transmission of data on the
network, or sending SMS messages that are billed to the

user). Malicious apps can also be installed without the owners'
permission or knowledge.

Vulnerability in mobile devices refers to aspects of system security that
are susceptible to attacks. A vulnerability occurs when there is system
weakness, an attacker has access to the weakness, and the attacker
has competency to exploit the weakness.

Potential attackers began looking for vulnerabilities when

Apple's iPhone and the first Android devices came onto the market.
Since the introduction of apps (particularly mobile banking apps), which
are vital targets for hackers, malware has been rampant.

The Department of Homeland Security's cybersecurity department
claims that the number of vulnerable points in smartphone operating
systems has increased- As mobile phones are connected to utilities and
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appliances, hackers, cybercriminals, and even intelligence officials have
access to these devices.

Starting in 2011, it became increasingly popular to let employees use
their own devices for work-related purposes. The Crowd Research
Partners study, published in 2017, reports that during 2017, most
businesses that mandated the use of mobile devices were subjected to
malware attacks and breaches. It has become common for rogue
applications to be installed on user devices without the user's
permission. They breach privacy, which hinders the effectiveness of the
devices.

Since the recent rise of mobile attacks, hackers have increasingly
targeted smartphones through credential theft and snooping. The
number of attacks targeting smartphones and other devices has risen by
50 % .According to the study, mobile banking applications are
responsible for the increase in attacks.

Malware—such as ransomware, worms, botnets, Trojans,
and viruses—have been developed to exploit vulnerabilities in mobile
devices. Malware is distributed by attackers so they can gain access to
private information or digitally harm a user.

For example, should malware breach a user's banking service, it may
be able to access their transaction information, their rights to log in, and
their money. Some malware is developed with anti-detection techniques
to avoid detection. Attackers who use malware can avoid detection by
hiding malicious code.

Trojan-droppers can also avoid detection of malware. Despite the fact
that the malware inside a device does not change, the dropper
generates new hashes each time. Additionally, droppers can also create
a multitude of files, which can lead to the creation of viruses. Android
mobile devices are prone to Trojan-droppers. The banking Trojans also
enable attacks on the banking applications on the phone, which leads to
the theft of data for use in stealing money and funds.

Jailbreaks for i0OS devices work by disabling the signing of codes on
iIPhones so that applications not downloaded from the App Store can be
operated. In this way, all the protection layers offered by iOS are
disrupted, exposing the device to malware. These outside applications
don't run in a sandbox, which exposes potential security problems.

Some attack vectors change the mobile devices' configuration settings
by installing malicious credentials and virtual private networks (VPNS) to
direct information to malicious systems. In addition, spyware can be
installed on mobile devices in order to track an individual.
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Triade malware comes pre-installed on some mobile devices. In
addition to Haddad, there is Lotoor, which exploits vulnerabilities in the
system to repackage legitimate applications. The devices are also
vulnerable due to spyware and leaky behaviours through applications.
Mobile devices are also effective conveyance systems for malware
threats, breaches of information, and thefts.

Wi-Fi interference technologies can also attack mobile devices through
potentially insecure networks. By compromising the network, hackers
are able to gain access to key data. Devices connected to public
networks are at risk of attacks. A VPN, on the other hand, can be used
to secure networks. As soon as a system is threatened, an active VPN
will operate. There are also social engineering techniques, such
as phishing, in which unsuspecting victims are sent links to lead them to
malicious websites. The attackers can then hack into the victim's device
and copy all of its information.

Some mobile device attacks can be prevented. For example,
containerization allows the creation of a hardware infrastructure that
separates business data from other data. Additionally, network
protection detects malicious traffic and rogue access points. Data
security is also ensured through authentication.

There are a number of threats to mobile devices, including annoyance,
stealing money, invading privacy, propagation, and malicious tools.
There are three prime targets for attackers:

1. Data — Smartphones are devices for data management and may
contain sensitive data like credit card numbers, authentication
information, private information, activity logs (calendar, call logs).

2. ldentity — Smartphones are highly customizable, so the device or
its contents can easily be associated with a specific person.

3. Availability — Attacking a smartphone can limit or deprive a user's
access to it.

Attacks on mobile security systems include:

. Botnets — Attackers infect multiple machines with malware that
victims generally acquire via e-mail attachments or from
compromised applications or websites. The malware then gives
hackers remote control of "zombie" devices, which can then be
instructed to perform harmful acts.

. Malicious applications — Hackers upload malicious programs or
games to third-party smartphone application marketplaces. The
programs steal personal information and open backdoor
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communication channels to install additional applications and cause
other problems.

Malicious links on social networks — An effective way to spread
malware where hackers can place Trojans, spyware, and backdoors.
Spyware — Hackers use this to hijack phones, allowing them to hear
calls, see text messages and e-mails, and track a user's
location through GPS updates.

The source of these attacks are the same actors found in the non-
mobile computing space:

Professionals, whether commercial or military, who focus on the three
targets mentioned above. They steal sensitive data from the general
public, as well as undertake industrial espionage. They will also use
the identity of those attacked to achieve other attacks.

Thieves who want to gain income through data or identities they have
stolen. The thieves will attack many people to increase their potential
income.

Black hat hackers who specifically attack availability. Their goal is to
develop viruses, and cause damage to the device. In some cases,
hackers have an interest in stealing data on devices.

Grey hat hackers who reveal vulnerabilities. Their goal is to expose
vulnerabilities of the device. Grey hat hackers do not intend on
damaging the device or stealing data.

Consequences

When a smartphone is infected by an attacker, the attacker can attempt
several things:

The attacker can manipulate the smartphone as a zombie machine: a
machine with which the attacker can communicate and send
commands which will be used to send unsolicited messages (spam)
via SMS or email.

The attacker can easily force the smartphone to make phone calls.
For example, one can use the API (library that contains the basic
functions not present in the smartphone) Phone Make Call

by Microsoft, which collects telephone numbers from any source
(such as yellow pages) and then calls them. The attacker can use this
method to call paid services, resulting in charges to the smartphone
owner. Dangerously, the smartphone could call and

disrupt emergency services.
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. A compromised smartphone can record conversations between the
user and others and send them to a third party. This can cause user
privacy and industrial security problems.

. An attacker can also steal a user's identity, usurp their identity (with a
copy of the user's SIM card or even the telephone itself), and thus
impersonate the owner. This raises security concerns in countries
where smartphones can be used to place orders, view bank
accounts, or are used as an identity card.

« The attacker can reduce the usability of the smartphone, by
discharging the battery. For example, they can launch an application
that will run continuously on the smartphone processor, requiring a lot
of energy and draining the battery. Frank Stajano and Ross Anderson
first described this form of attack, calling it an attack of "battery
exhaustion" or "sleep deprivation torture".

. The attacker can make the smartphone unusable. This attack can
delete the boot scripts, resulting in a phone without a
functioning operating system; modify certain files to make it unusable,
such as a script that launches at startup that forces the smartphone
to restart; or embed a startup application that will empty the battery.

. The attacker can remove the user's data, whether personal (photos,
music, videos) or professional (contacts, calendars, notes).

Attacks based on communications

Attacks based on SMS and MMS

Some attacks derive from flaws in the management of Short Message
Service (SMS) and Multimedia Messaging Service (MMS).

Some mobile phone models have problems in managing binary SMS
messages. By sending an ill-formed block, it is possible to cause the
phone to restart, leading to the denial-of-service attacks.

If a user with a SiemensS55 received a text message containing
a Chinese character, it would lead to a denial of service. In another
case, while the standard requires that the maximum size of a Nokia Mail
address is 32 characters, some Nokia phones did not verify this
standard, so if a user enters an email address over 32 characters, that
leads to complete dysfunction of the e-mail handler and puts it out of
commission.

This attack is called "curse of silence". A study on the safety of the SMS
infrastructure revealed that SMS messages sent from the Internet can
be used to perform a distributed denial of_service (DD0S) attack against
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the mobile_telecommunications infrastructure of a big city. The attack
exploits the delays in the delivery of messages to overload the network.

Another potential attack could begin with a phone that sends an MMS to
other phones, with an attachment. This attachment is infected with a
virus. Upon receipt of the MMS, the user can choose to open the
attachment. If it is opened, the phone is infected, and the virus sends an
MMS with an infected attachment to all the contacts in the address book.
There is a real-world example of the attack:

The virus Commwarrior sends MMS messages (including an infected
file) to all recipients in a mobile phone's address book. If a recipient
installs the infected file, the virus repeats, sending messages to
recipients taken from the new address book.

Attacks based on communication networks
GSM networks

The attacker may try to break the encryption of a GSM mobile network.
The network encryption algorithms belong to the family of algorithms
called A5. Due to the policy of security through obscurity, it has not been
possible to openly test the robustness of these algorithms. There were
originally two variants of the algorithm: A5/1 and A5/2 (stream ciphers),
where the former was designed to be relatively strong, and the latter was
purposely designed to be weak to allow easy cryptanalysis and
eavesdropping. ETSI forced some countries (typically outside Europe) to
use A5/2. Since the encryption algorithm was made public, it was proved
to be breakable: A5/2 could be broken on the fly, and A5/1 in about 6
hours. In July 2007, the 3GPP approved a change request to prohibit the
implementation of A5/2 in any new mobile phones, decommissioning the
algorithm; it is no longer implemented in mobile phones.

Stronger public algorithms have been added to the GSM standard: the
A5/3 and A5/4 (Block_ciphers), otherwise known as KASUMI or

UEAL published by ETSI. If the network does not support A5/1, or any
other A5 algorithm implemented by the phone, then the base station can
specify A5/0 which is the null algorithm, whereby the radio traffic is sent
unencrypted. Even if mobile phones are able to use 3G or 4G (which
have much stronger encryption than 2G GSM), the base station can
downgrade the radio communication to 2G GSM and specify A5/0 (no
encryption).This is the basis for eavesdropping attacks on mobile radio
networks using a fake base station commonly called an IMSI catcher.

In addition, tracing of mobile terminals is difficult since each time the
mobile terminal is accessing or being accessed by the network, a new
temporary identity (TMSI) is allocated to the mobile terminal. The TMSI
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Is used as the identity of the mobile terminal the next time it accesses
the network. The TMSI is sent to the mobile terminal in encrypted
messages.

Once the encryption algorithm of GSM is broken, the attacker can
intercept all unencrypted communications made by the victim's
smartphone.

Wi-Fi

An attacker can try to eavesdrop on Wi-Fi communications to derive
information (e.g., username, password). This type of attack is not unique
to smartphones, but they are very vulnerable to these attacks because
often Wi-Fi is their only means of communication and access the
internet. The security of wireless networks (WLAN) is thus an important
subject.

A A

A ccess point Attacker's duplicate
access point

=

Victim

Initially, wireless networks were secured by WEP keys. The weakness of
WEP is its short encryption key, which is the same for all connected
clients. In addition, several reductions in the search space of the keys
have been found by researchers. Now, most wireless networks are
protected by the WPA security protocol.

WPA is based on the Temporal_Key Integrity Protocol (TKIP), which
was designed to allow migration from WEP to WPA on the equipment
already deployed. The major improvements in security are the dynamic
encryption keys. For small networks, the WPA uses a "pre-shared key"
which is based on a shared key. Encryption can be vulnerable if the
length of the shared key is short. With limited opportunities for input (i.e.,
only the numeric keypad), mobile phone users might define short
encryption keys that contain only numbers. This increases the likelihood
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that an attacker succeeds with a brute-force attack. The successor to
WPA, called WPAZ2, is supposed to be safe enough to withstand a brute
force attack.

The ability to access free and fast Wi-Fi gives a business an edge over
those who do not. Free Wi-Fi is usually provided by organizations such
as airports, coffee shops, and restaurants for a number of reasons,
including encouraging customers to spend more time and money on the
premises, and helping users stay productive.

Another reason is enhancing customer tracking: many restaurants
and coffee shops compile data about their customers so they can target
advertisements directly to their devices. This means that customers
know what services the facility provides.

Generally, individuals filter business premises based on Internet
connections as another reason to gain a competitive edge. Network
security is the responsibility of the organizations, as unsecured Wi-Fi
networks are prone to numerous risks.

The man-in-the-middle attack entails the interception and
modification of data between parties. Additionally, malware can be
distributed via the free Wi-Fi network and hackers can exploit software
vulnerabilities to smuggle malware onto connected devices. It is also
possible to eavesdrop and sniff Wi-Fi signals using special software and
devices, capturing login credentials and hijacking accounts.

As with GSM, if the attacker succeeds in breaking the identification key,
both the phone and the entire network it is connected to become
exposed to attacks.

Many smartphones remember wireless LANs they have previously
connected to, allowing users to not have to re-identify with each
connection. However, an attacker could create a Wi-Fi access point twin
with the same parameters and characteristics as a real network. By
automatically connecting to the fraudulent network, a smartphone
becomes susceptible to the attacker, who can intercept any unencrypted
data.

Lasco is a worm that initially infects a remote device using the SIS file
format, a type of script file that can be executed by the system without

user interaction. The smartphone thus believes the file to come from a

trusted source and downloads it, infecting the machine.

Bluetooth

Security issues related to Bluetooth on mobile devices have been
studied and have shown numerous problems on different phones. One
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easy to exploit vulnerability is that unregistered services do not require
authentication, and vulnerable applications have a virtual serial

port used to control the phone. An attacker only needed to connect to
the port to take full control of the device.

In another example, an attacker sends a file via Bluetooth to a phone
within range with Bluetooth in discovery mode. If the recipient accepts, a
virus is transmitted. An example of this is a worm called Cabir. The
worm searches for nearby phones with Bluetooth in discoverable mode
and sends itself to the target device. The user must accept the incoming
file and install the program, after which the worm infects the machine.

Attacks based on vulnerabilities in software applications

Other attacks are based on flaws in the OS or applications on the phone.
Web browser

The mobile web browser is an emerging attack vector for mobile
devices. Just as common Web browsers, mobile web browsers are
extended from pure web navigation with widgets and plug-ins or are
completely native mobile browsers.

Jail breaking the iPhone with firmware 1.1.1 was based entirely on
vulnerabilities on the web browser. In this case, there was a vulnerability
based on a stack-based buffer overflow in a library used by the web
browser (LIbTIFF). A similar vulnerability in the web browser for Android
was discovered in October 2008. Like the iPhone vulnerability, it was
due to an obsolete and vulnerable library, but significantly differed in that
Android's sandboxing architecture limited the effects of this vulnerability
to the Web browser process.

Smartphones are also victims of classic Web piracy such as phishing,
malicious websites, and background-running software. The big
difference is that smartphones do not yet have strong antivirus
software available.

The Internet offers numerous interactive features that ensure a higher
engagement rate, capture more and relevant data, and increase brand
loyalty. Blogs, forums, social networks, and wikis are some of the most
common interactive websites. Due to the tremendous growth of the
Internet, there has been a rapid rise in the number of security breaches
experienced by individuals and businesses.

Mobile browser users can balance usage and caution in several

ways, such as reviewing computer security regularly, using secure and
secret passwords, and correcting, upgrading, and replacing the
necessary features. Installation of antivirus and anti-spyware programs
Is the most effective way of protecting the computer, as they offer
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protection against malware, spyware, and viruses. Additionally, they

use firewalls, which are typically installed between trusted networks or
devices and the Internet. By acting as a web server, the firewall prevents
external users from accessing the internal computer system.

Operating system

Sometimes it is possible to overcome the security safeguards by
modifying the operating system (OS) itself, such as the manipulation
of firmware and malicious signature certificates. These attacks are
difficult.

In 2004, vulnerabilities in virtual machines running on certain devices
were revealed. It was possible to bypass the byte code verifier and
access the native underlying operating system. The results of this
research were not published in detail. The firmware security of
Nokia's Symbian Platform Security Architecture (PSA) is based on a
central configuration file called SWI Policy. In 2008, it was possible to
manipulate the Nokia firmware before it was installed. In fact, some
downloadable versions of this file were human-readable, so it was
possible to modify and change the image of the firmware. This
vulnerability was solved by an update from Nokia.

In theory, smartphones have an advantage over hard drives since the
OS files are in read-only memory (ROM) and cannot be changed by
malware. However, in some systems it was possible to circumvent this:
in the Symbian OS, it was possible to overwrite a file with a file of the
same name. On the Windows OS, it was possible to change a pointer
from a general configuration file to an editable file.

When an application is installed, the signing of this application is verified
by a series of certificates. One can create a valid signature without using
a valid certificate and add it to the list. In the Symbian OS, all certificates
are in the directory c:\resource\swicertstore\dat. With firmware changes

explained above, it is very easy to insert a seemingly valid but malicious
certificate.

Android is the OS that has been attacked the most, because it has the
largest user base. A cybersecurity company reported to have blocked
about 18 million attacks in 2016.

Attacks based on hardware vulnerabilities

In 2015, researchers at the French government agency Agence
nationale de la sécurité des systemes d'information (ANSSI, lit. 'French
National Agency for the Security of Information Systems') demonstrated
the capability to trigger the voice interface of certain smartphones
remotely by using "specific electromagnetic waveforms".
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The exploit took advantage of antenna-properties of headphone wires
while plugged into the audio-output jacks of the vulnerable smartphones
and effectively spoofed audio input to inject commands via the audio
interface.

Juice jacking

Juice jacking is a physical or hardware vulnerability specific to mobile
platforms. Utilizing the dual purpose of the USB charge port, many
devices have been susceptible to having data exfiltrated from, or
malware installed onto, a mobile device by utilizing malicious
charging kiosks set up in public places or hidden in normal charge
adapters.

Jail breaking and rooting

Jailbreaking is also a physical access vulnerability, in which a mobile
device user hacks into device to unlock it, exploiting weaknesses in the
operating system. Mobile device users take control of their own device
by jailbreaking it, allowing them to customize the interface by installing
applications, change system settings that are not allowed on the
devices, tweak OS processes, and run uncertified programs. This
openness exposes the device to a variety of malicious attacks which can
compromise private data.

Password cracking

In 2010, researchers from the University of Pennsylvania investigated
the possibility of cracking a device's password through a smudge

attack (literally imaging the finger smudges on the screen to discern the
user's password).The researchers were able to discern the device
password up to 68% of the time under certain conditions. Outsiders may
perform over-the-shoulder surveillance on victims, such as watching
specific keystrokes or pattern gestures, to unlock device password or
passcode.

Malicious software (malware)

As smartphones are a permanent point of access to the Internet (they
are often turned on), they can be compromised with malware as easily
as computers. A malware is a computer program that aims to harm the
system in which it resides.
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Trojans, worms and viruses are all considered malware. A Trojan is a
program on a device that allows external users to connect discreetly. A
worm is a program that reproduces on multiple computers across a
network. A virus is a malicious software designed to spread to other
computers by inserting itself into legitimate programs and running
programs in parallel.

Malware is far less numerous and serious to smartphones as it is to
computers. Nonetheless, recent studies show that the evolution of
malware in smartphones have rocketed in the last few years posing a
threat to analysis and detection. In 2017, mobile malware variants
increased by 54%.

Problematic common apps and pre-installed software

Various common apps installed by millions can intrude on privacy, even
if they were installed from a trusted software distribution service like
the Google Play Store.

For example, in 2022 it was shown that the popular
app TikTok collects a lot of data and is required to make it available to
the Chinese Communist Party (CCP) due to a national security law. This
includes personal information on millions of Americans.

The firmware and "stock software" preinstalled on devices — and
updated with preinstalled software — can also have undesired
components or privacy-intruding default configurations or substantial
security vulnerabilities.

In 2019, Kryptowire identified Android devices with malicious firmware
that collected and transmitted sensitive data without users' consent.
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Analysis of data traffic by popular smartphones running variants of
Android found substantial by-default data collection and sharing with no
opt-out by pre-installed software.

This issue also can't be addressed by conventional security patches.
Outgoing Internet traffic can be analysed with packet analyzers and with
firewall apps like the NetGuard firewall app for Android that allows
reading blocked traffic logs.

Malware attacks

Typically, an attack on a smartphone made by malware takes place in
three phases: the infection of a host, the accomplishment of its goal, and
the spread of the malware to other systems. Malware often uses the
resources offered by infected smartphones. It will use the output devices
such as Bluetooth or infrared, but it may also use the address book or
email address of the person to infect the user's acquaintances. The
malware exploits the trust that is given to data sent by an acquaintance.

Infection

Infection is the method used by malware to gain access to the
smartphone; it may exploit an internal vulnerability or rely on the
gullibility of the user. Infections are classified into four classes according
to their degree of user interaction:

1. Explicit permission — The most benign interaction is to ask the
user if it is allowed to infect the machine, clearly indicating its
potential malicious behavior. This is typical behavior of a proof of
concept malware.

2. Implied permission — This infection is based on the fact that the
user has a habit of installing software. Most Trojans try to seduce
the user into installing attractive applications (like games or useful
applications) that actually contain malware.

3. Common interaction — This infection is related to a common
behaviour, such as opening an MMS or email.

4. No interaction — The device is infected without the user taking
action. This class of infection is the most dangerous, as it is both
unapproved and automatic.

Accomplishment of its goal

Once the malware has infected a phone, it will also seek to accomplish
its goal, which is usually one of the following:
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Monetary damages — The attacker can steal user data and either
sell them to the same user or sell to a third party.

Data or device damage — Malware can partially damage the device
or delete or modify data on the device.

Concealed damage — The two aforementioned types of damage are
detectable, but the malware can also leave a backdoor for future
attacks or even conduct wiretaps.

Spread to other systems

Once the malware has infected a smartphone, it aims to spread to a new
host. This usually occurs to proximate devices via Wi-Fi, Bluetooth, or
infrared; or to remote networks via telephone calls, SMS, or emails.

Examples

Virus attack on mobile operating systems
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Distribution of newly detected mobile malware by type, Q1 2023
and Q2 2023

Unwanted software like RiskTool (30.79%) topped the rankings during
the reporting period, with a significant part of the threat consisting of
obfuscated Robtes files. The most numerous adware (22.69%) families
in terms of packages were still MobiDash (30.7%), Adlo (20.6%), and

HiddenAd (10.8%).
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Ransomware

Mobile ransomware is a type of malware that locks users out of their
mobile devices in a pay-to-unlock-your-device ploy. It has significantly
grown as a threat category since 2014.Mobile users are often less
security-conscious — particularly as it pertains to scrutinizing applications
and web links — and trust the mobile device's native protection capability.

Mobile ransomware poses a significant threat to businesses reliant on
instant access and availability of their proprietary information and
contacts. The likelihood of a traveling businessman paying a ransom to
unlock their device is significantly higher since they are at a
disadvantage given inconveniences such as timeliness and less direct
access to IT staff. Recent ransomware attacks have caused many
Internet-connected devices to not work and are costly for companies to
recover from.

Spyware

. Pegasus —1In 2021, journalists and researchers reported the
discovery of spyware developed and distributed by a private company
which can and has been used to infect both iOS and Android
smartphones often — partly via use of 0-day exploits — without the
need for any user-interaction or significant clues to the user. The
spyware is then used to exfiltrate data, track user locations, capture
film through its camera, and activate the microphone at any time.
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. Flexispy is a Symbian application that can be considered a Trojan.
The program sends all information received and sent from the
smartphone to a Flexispy server. It was originally created to protect
children and spy on adulterous spouses.

Portability of malware across platforms

Attackers can make their malware target multiple platforms. Some
malware attacks operating systems but is able to spread across different
systems.

To begin with, malware can use runtime environments like Java virtual
machine or the .NET Framework. They can also use other libraries
present in many operating systems. Some malware carries several
executable files in order to run in multiple environments, utilizing these
during the propagation process. In practice, this type of malware
requires a connection between the two operating systems to use as an
attack vector. Memory cards can be used for this purpose, or
synchronization software can be used to propagate the virus.

Countermeasures

Mobile security is divided into different categories, as methods do not all
act at the same level and are designed to prevent different threats.
These methods range from the management of security by the operating
system (protecting the system from corruption by an application) to the
behavioural education of the user (preventing the installation of a
suspicious software).

Security in operating systems

The first layer of security in a smartphone is the operating system.
Beyond needing to handle the usual roles (e.g., resource management,
scheduling processes) on the device, it must also establish the protocols
for introducing external applications and data without introducing risk.

A central paradigm in mobile operating systems is the idea of
a sandbox. Since smartphones are currently designed to accommodate
many applications, they must have mechanisms to ensure these
applications are safe for the phone itself, for other applications and data
on the system, and for the user. If a malicious program reaches a mobile
device, the vulnerable area presented by the system must be as small
as possible. Sandboxing extends this idea to compartmentalize different
processes, preventing them from interacting and damaging each other.
Based on the history of operating systems, sandboxing has different
implementations.
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For example, where iOS will focus on limiting access to its public API
for applications from the App Store by default, Managed Open In allows
you to restrict which apps can access which types of data. Android
bases its sandboxing on its legacy of Linux and TrustedBSD.

The following points highlight mechanisms implemented in operating
systems, especially Android.

Rootkit detectors

The intrusion of a rootkit in the system is a great danger in the same
way as on a computer. It is important to prevent such intrusions, and to
be able to detect them as often as possible. Indeed, there is concern
that with this type of malicious program, an attacker could partially or
completely bypass the device security, or acquire administrator rights. If
this happens, nothing prevents the attacker from studying or disabling
the safety features that were circumvented, deploying the applications
they want, or disseminating a method of intrusion by a rootkit to a wider
audience.

An example of a defence mechanism against this is the chain of
trust (such as in i0S). This mechanism relies on signatures from
applications required to start the operating system, and a certificate
signed by the manufacturer (Apple). In the event that the signature
checks are inconclusive, the device detects this and stops the boot-up.

If the operating system is compromised due to jailbreaking, rootkit
detection may not work if it is disabled by the jailboreak method or
software is loaded after jailbreak disables Rootkit Detection.

Process isolation

Android uses mechanisms of user process isolation inherited from
Linux. Each application has a user associated with it, and a tuple
(UID, GID). This approach serves as a sandbox: while applications can
be malicious, they cannot get out of the sandbox reserved for them by
their identifiers, and thus cannot interfere with the proper functioning of
the system. For example, since it is impossible for a process to end the
process of another user, an application can thus not stop the execution
of another application.
File permissions

From the legacy of Linux, file system permissions mechanisms also
help with sandboxing. Permissions prevent a process from editing any
files it wants. It is therefore not possible to freely corrupt files necessary
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for the operation of another application or system. Furthermore, in
Android there is the method of locking memory permissions. It is not
possible to change the permissions of files installed on the SD card from
the phone, and consequently it is impossible to install applications.
Memory protection

In the same way as on a computer, memory protection
prevents privilege escalation. This could occur if a process managed to
reach an area allocated to other processes, where it could write in the
memory of a process with rights superior to its own (with 'root' in the
worst case) and perform actions beyond its permissions. It would suffice
to insert function calls are authorized by the privileges of the malicious
application.

Development through runtime environments

Software is often developed in high-level languages, which can
control what is being done by a running program. For example, Java
virtual machines continuously monitor the actions of the execution
threads they manage, monitor and assign resources, and prevent
malicious actions. Buffer overflows can be prevented by these controls.

Security software

Above the operating system security, there is a layer of security
software. This layer is composed of individual components to strengthen
various vulnerabilities: prevent malware, intrusions, the identification of a
user as a human, and user authentication. It contains software
components that have learned from their experience with computer
security; however, on smartphones, this software must deal with greater
constraints.

Antivirus and firewall

An antivirus software can be deployed on a device to verify that it is
not infected by a known threat, usually by signature detection software
that detects malicious executable files. A mobile antivirus product would
scan files and compare them against a database of known mobile
malware code signatures.

A firewall, meanwhile, can watch over the existing traffic on the
network and ensure that a malicious application does not seek to
communicate through it. It may equally verify that an installed application
does not seek to establish suspicious communication, which may
prevent an intrusion attempt.
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Visual notifications

In order to make the user aware of any abnormal actions, such as
a call they did not initiate, one can link some functions to a visual
notification that is impossible to circumvent. For example, when a call is
triggered, the called number should always be displayed. Thus, if a call
is triggered by a malicious application, the user can see, and take
appropriate action.

Turing test
It is important to confirm certain actions by a user decision.

The Turing test is used to distinguish between a human and a virtual
user, often in the form of a CAPTCHA.
Biometric identification

Another method to use is biometrics, a technique of identifying a
person by means of their morphology (e.g., by recognition of the face or
eye) or their behavior (e.g., their signature or way of writing). One
advantage of using biometric security is that users can avoid having to
remember a password or other secret combination to authenticate and
prevent malicious users from accessing their devices. In a system with
strong biometric security, only the primary user can access the
smartphone.

Resource monitoring in the smartphone

Should a malicious application pass the security barriers, it can take
the actions for which it was designed. However, this activity can be
sometimes detected by monitoring the various resources used on the
phone. Depending on the goals of the malware, the consequences of
infection are not always the same; all malicious applications are not
intended to harm the devices on which they are deployed.

The following resources are only indications and do not provide
certainty about the legitimacy of the activity of an application. However,
these criteria can help target suspicious applications, especially if
several criteria are combined.

Battery

Some malware is aimed at exhausting the energy resources of the
phone. Monitoring the energy consumption of the phone can be a way to
detect certain malware applications.
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Memory usage

Memory usage is inherent in any application. However, if one finds
that an unnecessary or unexpected proportion of memory is used by an
application, it may be flagged as suspicious.
Network traffic

As part of normal operation on a smartphone, many applications are
bound to connect via the network. However, an application using a lot of
bandwidth can be strongly suspected of attempting to communicate a lot
of information and disseminate data to many other devices.

This observation only allows a suspicion, because some legitimate
applications can be very resource-intensive in terms of network
communications, the best example being streaming video.

Services

One can monitor the activity of various services of a smartphone.
During certain moments, some services should not be active, and if one
Is detected, the application should be suspected.

For example, the sending of an SMS when the user is filming video:
this communication does not make sense and is suspicious; malware
may attempt to send SMS while its activity is masked.

Network surveillance

Network traffic exchanged by phones can be monitored. One can
place safeguards in network routing points in order to detect abnormal
behavior. As the mobile's use of network protocols is much more
constrained than that of a computer, expected network data streams can
be predicted (e.g., the protocol for sending an SMS), which permits
detection of anomalies in mobile networks.

Spam filters

Similar to email exchanges, spam can be detected through means
of mobile communications (SMS, MMS). It is therefore possible to detect
and minimize this kind of attempt by filters deployed on network
infrastructure that is relaying these messages.
Encryption of stored or transmitted information

Because it is always possible that data exchanged can be

intercepted, communications and information storage rely on encryption
to prevent a malicious entity from using any data obtained during
communications. However, this poses the problem of key exchange for
encryption algorithms, which requires a secure channel.
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Telecom network monitoring

The networks for SMS and MMS exhibit predictable behavior, and
there is not as much liberty compared with what one can do with
protocols such as TCP or UDP. This implies that one cannot predict the
flow of data from common web protocols; a protocol might generate very
little traffic by consulting simple pages (rarely) or generate heavy traffic
by using video streaming. On the other hand, messages exchanged via
mobile phone have a framework and a specific model, and the user does
not, in a normal case, have the freedom to intervene in the details of
these communications. Therefore, if an abnormality is found in the flux of
network data in the mobile networks, the potential threat can be quickly
detected.

Manufacturer surveillance

In the production and distribution chain for mobile devices,
manufacturers are responsibility for ensuring that devices are delivered
in a basic configuration without vulnerabilities. Most users are not
experts and many of them are not aware of the existence of security
vulnerabilities, so the device configuration as provided by manufacturers
will be retained by many users. Some smartphone manufacturers
add Titan M2s (a security hardware chip) to increase mobile security.

Remove debug mode

Phones are sometimes set in a debug mode during manufacturing,
but this mode must be disabled before the phone is sold. This mode
allows access to features not intended for routine use by a user. Due to
the speed of development and production, distractions occur, and some
devices are sold in debug mode. This kind of deployment exposes
mobile devices to exploits that utilize this oversight.

Default settings

When a smartphone is sold, its default settings must be correct, and
not leave security gaps. The default configuration is not always changed,
S0 a good initial setup is essential for users. There are, for example,
default configurations that are vulnerable to denial-of-service attacks.

Security audit of apps

App stores have emerged alongside smartphones. Both users and
providers are tasked with examining the immense volume of apps
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available, from different points of view (e.g., security, content). Security
audits should be particularly cautious, because if a fault is not detected,
the application can spread very quickly within a few days, and infect a
significant number of devices.

Detect suspicious applications demanding rights

When installing applications, it is good to warn the user against sets
of permissions that, grouped together, seem potentially dangerous, or at
least suspicious. Frameworks like such as Kirin, on android, attempt to
detect and prohibit certain sets of permissions.

Revocation procedures

First developed for Android, a process known as 'remote revocation’
can remotely and globally uninstall an application from any device that
has it. This means the spread of a malicious application that evaded
security checks can be immediately stopped when the threat is
discovered.

Avoid heavily customized systems

Manufacturers are tempted to overlay custom layers on existing
operating systems, with the dual purpose of offering customized options
and disabling or charging for certain features. This has the dual effect of
risking the introduction of new bugs in the system, coupled with an
incentive for users to modify the systems to circumvent the
manufacturer's restrictions. These systems are rarely as stable and
reliable as the original and may suffer from phishing attempts or other
exploits.
Improve software patch processes

New versions of various software components of a smartphone,
including operating systems, are regularly published. These 'patches'
correct flaws over time. Nevertheless, manufacturers often do not deploy
these updates to their devices in a timely fashion, and sometimes not at
all. Thus, vulnerabilities can persist when they could be corrected; while
they exist and are generally known, they are easily exploitable.

User awareness
The user has a large responsibility in the cycle of security. This can be

as simple as using a password, or as detailed as precisely controlling
which permissions are granted to applications. This precaution is



especially important if the user is an employee of a company who stores
business data on the device.

Much malicious behavior is allowed by user carelessness. Smartphone
users were found to ignore security messages during application
installation, especially during application selection and checking
application reputation, reviews, security, and agreement messages.

A recent survey by internet security experts Bull Guard showed a lack
of insight concerning the rising number of malicious threats affecting
mobile phones, with 53% of users claiming that they are unaware of
security software for smartphones.

A further 21% argued that such protection was unnecessary, and 42%
admitted it hadn't crossed their mind ("Using APA," 2011). These
statistics show that consumers are not concerned about security risks
because they believe it is not a serious problem. However, in truth,
smartphones are effectively handheld computers and are just as
vulnerable.

The following are precautions that a user can take to manage security
on a smartphone:
Be skeptical

A user should not believe everything that may be presented, as some
information may be wrong, misleading, phishing, or attempting to
distribute a malicious application. It is therefore advisable to check an
application's reputation before buying or installing it.

Permissions given to applications

The mass distribution of applications necessitates different
permissions mechanisms for each operating system. It is necessary to
clarify these permissions mechanisms to users, as they differ between
systems and can be confusing. In addition, it is rarely feasible (or
possible) to modify large sets of permissions requested by an
application. However, this can be a source of risk because a user can
grant an application excessive rights beyond what is necessary. For
example, a note-taking application does not require access to the geo
location- service to function. During installation, the user must consider
an application's privileges and should not accept the installation if the
requested rights are inconsistent.
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Be careful

A user's phone can be protected through simple gestures and
precautions, such as locking the smartphone when it is not in use, not
leaving the device unattended, not blindly trusting applications, not
storing sensitive data, or encrypting sensitive data that cannot be
separated from the device.

Disconnect unused peripheral devices

According to NIST Guidelines for Managing the Security of Mobile
Devices 2013, it is recommended to "Restrict user and application
access to hardware, such as the digital camera, GPS, Bluetooth
interface, USB interface, and removable storage". This can include
removing permissions and configurations for unused peripheral devices.

Enable Android Device Encryption

The latest Android smartphones come with a built-in encryption
setting for securing all the information saved on your device. This makes
it difficult for a hacker to extract and decipher the information in case
your device is compromised. It can be accessed
Via: Settings — Security — Encrypt Phone + Encrypt SD Card.

Ensure data

Smartphones have significant memory capacity and can carry several
gigabytes of data. The user must be careful about what data it carries
and whether they should be protected (such as files containing bank
information or business data). The user must have the prudence to avoid
the transmission of sensitive data on a smartphone, which can be easily
stolen. Furthermore, when a user gets rid of a device, they must be sure
to remove all personal data first.

These precautions reduce the ability for people or malicious
applications to exploit a user's smartphone. If users are careful, many
attacks can be defeated, especially phishing and applications seeking
only to obtain rights on a device.

Centralized storage
One form of mobile protection allows companies to control the

delivery and storage of text messages, by hosting the messages on a
company server, rather than on the sender or receiver's phone. When



certain conditions are met, such as an expiration date, the messages are
deleted.

Limitations

The security mechanisms mentioned in this article are to a large
extent inherited from knowledge and experience with computer security.
The elements composing the two device types are similar, and there are
common measures that can be used, such as antivirus software and
firewalls. However, the implementation of these solutions is not
necessarily possible (or is at least highly constrained) within a mobile
device.

The reason for this difference is the technical resources
available to computers and mobile devices: even though the
computing power of smartphones is becoming faster, they have
other limitations:

Single-task system — Some operating systems, including some still
commonly used, are single-tasking. Only the foreground task is
executed. It is difficult to introduce applications such as antivirus and
firewall on such systems, because they cannot perform their monitoring
while the user is operating the device, when monitoring is most needed.

Energy autonomy — A critical limitation for smartphones is energy
autonomy. It is important that security mechanisms not consume too
much battery resources, which could dramatically undermine the
smartphone's autonomy and usage.

Network — Directly related to battery life, network utilization should not
be too high. From the point of view of energy consumption, network
utilization is one of the most expensive resources. Nonetheless, some
calculations may need to be relocated to remote servers in order to
preserve the battery. This balance can make implementation of certain
intensive computation mechanisms a delicate situation.

Furthermore, it is common that even if updates exist, or can be
developed, they are not always deployed. For example, a user may not
be aware of operating system updates; or a user may discover known
vulnerabilities that are not corrected until the end of a long development
cycle, which allows time to exploit the loopholes.



Next generation of mobile security

The following mobile environments are expected to make up future
security frameworks:

Rich operating system

This category will contain traditional mobile operating systems like
Android, i0S, Symbian OS, or Windows Phone. They will provide the
traditional functionality and security of an OS to the applications.
Secure Operating System (Secure OS)

This category features a secure kernel which will run in parallel with
a fully featured Rich OS, on the same processor core. It will include
drivers for the Rich OS ("normal world") to communicate with the secure
kernel ("secure world"). The trusted infrastructure could include
interfaces like the display or keypad to regions of PCI-E address space
and memories.

Trusted Execution Environment (TEE)

This environment will be made up of hardware and software. It
helps control of access rights and houses sensitive applications, which
need to be isolated from the Rich OS. It effectively acts as a firewall
between the "normal world" and "secure world".

Secure Element (SE)

The SE consists of tamper-resistant hardware and associated
software or separate isolated hardware. It can provide high levels of
security and work in tandem with the TEE. The SE will be mandatory for
hosting proximity payment applications or official electronic signatures.
SE may connect, disconnect, block peripheral devices, and operate
separate set of hardware.

Security Applications (SA)
Numerous security applications are available on app stores, providing
protection from viruses and performing vulnerability assessment.



Comparative Analysis of Mobile Operating System Security

Your mobile device management (MDM) policy's technical requirements
should include measures to meet business mobility needs and mitigate
associated risks. But different mobile OSes offer different security
features and methods.

Major business risks commonly associated with mobility include:

« Unauthorized access to business data, networks and applications by
lost or stolen devices;

. Breaches of confidential data when mobile devices fall into the wrong
hands, even temporarily;

. Compromised devices as a vector for intrusion into or attack against
enterprise assets; and

. Inadequate visibility into activity and security posture to prove
regulatory compliance.

Fortunately, these risks can be managed by requiring mobile security

controls. However, the controls available vary by mobile device type, OS
and make/model, so a mobility assessment should cover the risks posed
by all devices identified in your workplace and permitted by your mobility

policy.

Smartphones, tablets and many other mobile devices often run one of
four mobile operating systems: Apple iOS, Google Android, RIM
BlackBerry OS or Windows Phone.

As shown below, all four support PIN/passcode access controls, full-
device encryption and MDM:-initiated wipe. These "table stakes" go a
long way toward addressing major business risks.
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However, beneath these similarities in mobile OS security features,
there are differences that should be assessed when developing your
enterprise mobility policy. Risks to be considered, prioritized and
mitigated include the following:

Security architecture: These mobile OSes use sandboxing to insulate
applications from one another and the kernel, but consider disabling
features that could be exploited by mobile malware or leak data, such as
shared/removable storage.

Permissions model: These OSes require users to grant requested
permissions to applications, but default permissions and prompting vary.
Users may need your help -- and monitoring -- to detect over-reaching
applications that pose more risk than benefit.



Vulnerability management: Over-the-air OS updates are now common,
but update availability still varies by make/model and carrier, so it's
important to enforce minimum versions.

Application provenance: Some vendors tightly control applications that
can be installed, while others (most notably Google) take a more
reactive stance that promotes malware. Consider disabling options that
let users install unsigned applications from unofficial app stores, and
monitor installed applications to detect and remove known malware.

Built-in security controls: These OSes include built-in basic security
controls, but supported settings vary. Verify that each device supports
your mobility policy's technical requirements, and define
mandatory/optional settings for each supported kind of device.

Be sure to consider purpose and scope when deciding whether and how
to mitigate these risks. For example, requirements would be more
stringent in a policy safeguarding mobile access to healthcare data and
applications than in a basic BYOD policy.

You might limit devices that you're willing to accept, such as Android for
employee-owned tablets but not for patient care tablets. Or, you could
specify tighter security settings like fingerprint access control on patient
care tablets or four-digit PINs.

Exploring Security Features and Vulnerabilities in Android and iOS

Android

The Android operating system is a platform developed by the Google
group designed for mobile structure, being a free system allows many
programmers to produce viruses for various attacks. Faced with this
problem makes it vulnerable.

“In the case of Android, the kernel was designed based on version
2.6 of the Linux kernel having similarity in its functionalities, such as
security, memory management, process management, etc.”
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Android is an operating system that has become very popular due
to the number of phones sold, causing greater vulnerability regarding its
handling if there is no information security culture and carelessness has
taken over many users, in addition to other technological security
procedures that should be strengthened in the development of iOS
systems.

According to Munhoz, quoted by Quissanga, “A new virus for Android
has now emerged and can be doom for many people, because the
malicious ‘software’ automatically performs ‘downloads’, including of
paid ‘apps’ and games.” However, it is possible to have an overview of
the risks that there are mobile operating systems, so it is more talked
about viruses on computers, in this case, we see the relevance of its
study by creating security policies to avoid virtual plagues.

Vulnerabilities

Android is a secure system from the point of view of computer viruses,
but it also has some vulnerabilities, however it is important to describe
some incorrect practices of attacks and configuration changes:

Android is based on the technology and programming languages java,
kotlin, C, and C++, there are many developers, which makes it
vulnerable.

Unlock the Android root.

Install an application in APK format.

Android is a system developed by Linux open platform that allows many
developers.

Bluetooth is one of the fastest ways of transmitting computer viruses.

The play store on the mobile phone allows you to activate and install
systems outside of it, although that is not the responsibility of the
developer, but of the user.

10S

Apple’s operating system is extremely of Android which is a free system,
IOS is closed and has many restrictions to prevent certain pests from
affecting the system, manufactured by Apple’s kernel, the first iPhone
was released in June 2007, and many phones were sold during its
launch in the US, being the second in the world with the largest number
of devices, has many peculiar features that attract its customers, its
graphics and image resolution, the quality of photos are one of the
preferences, but we do not mean that only these details, has others for



the choice of one or the other, as well as some complaints from some
customers, the form of protection of the shop, and the impediment of
sending data via “bluetooth,” which on the one hand for some
disadvantages, others see as being protection, since many viruses
contaminate through the Bluetooth connection. However, we cannot say
that the system is so robust from the security point of view as can be
seen in Pandya and Stamp’s quote:

It is clear that the iPhone is a vulnerable device with several security
flaws. The iPhone’s security philosophy itself has a significant
flaw. Apple’s approach to making the iPhone a secure device was to
reduce “the intensity of the device attack ‘or’ the exposure of the device
to vulnerabilities.” To do this, Apple allowed write access only to
a sandbox area on the file system and impermissible installation of third-
party applications.

The 10S systems allow cyber-attacks, although different from
Android, but the attacks affect and change the password of the system
root, making Crack replicate information to the other host (host) without
the user realizing, another way is when the attack is done in the App
store, the fastest virus that can destroy the boot system is the Trojan
horse very fast in the way of contamination. But the worrying thing is the
spies (spywares) that monitor every process of the mobile phone to steal
confidential information.

For Apple’s iOS is also a secure operating system, but it is important to
mention some incorrect practices:

. Allow a gaolbreak, this option will allow you to install applications of
unknown origin, which may be malware or spyware;

. Enable installation of the Unflod Baby Panda malware, which affects
jailbroken devices.

However, this seems to be simple information about vulnerability, but it
is very important to know the security of the information of both, because
they are the most popular phones, and if we compare the damage is
fatal, it reminds us of the Panama Papers.

Assessing Security Architectures in Mobile Operating
Systems

Mobile applications have become increasingly popular and powerful, but
they also present significant security risks. To protect your data, users,



and business, it's essential to design a secure architecture for mobile
applications. In this article, you'll learn key principles and best practices
for mobile security architecture, including threat modeling and risk
assessment, secure coding and testing, data encryption and storage,
authentication and authorization, network and API security, and
monitoring and incident response.

Threat modeling and risk assessment

Before you start designing your mobile security architecture, you need to
understand the threats and risks that your application faces. Threat
modeling is a systematic process of identifying and prioritizing the
potential attackers, assets, vulnerabilities, and scenarios that could
compromise your application. Risk assessment is a quantitative or
qualitative evaluation of the likelihood and impact of each threat.
Together, these methods help you define your security objectives,
requirements, and assumptions.

Secure coding and testing

One of the most important aspects of mobile security architecture is
secure coding and testing. Secure coding is the practice of writing code
that follows security standards and guidelines, avoids common
vulnerabilities, and implements security controls. Secure testing is the
practice of verifying and validating the security of your code, using
methods such as static and dynamic analysis, code reviews, penetration
testing, and vulnerability scanning. Secure coding and testing help you
prevent, detect, and fix security flaws in your application.

Data encryption and storage

Another key aspect of mobile security architecture is data encryption and
storage. Data encryption is the process of transforming data into an
unreadable form, using cryptographic algorithms and keys. Data
encryption helps you protect the confidentiality, integrity, and availability
of your data from unauthorized access, modification, or deletion. Data
storage is the process of choosing where and how to store your data,
such as on the device, in the cloud, or in a hybrid model. Data storage
helps you balance the performance, usability, and security of your data.

Authentication and authorization

Authentication and authorization are essential components of mobile
security architecture. Authentication is the process of verifying the
identity of a user or a device, using methods such as passwords,



biometrics, tokens, or certificates. Authorization is the process of
granting or denying access to resources or functions, based on the
users or device's identity, role, or policy. Authentication and
authorization help you ensure that only authorized users and devices
can access your application and its features.

Network and API security

Network and API security are crucial elements of mobile security
architecture. Network security is the process of protecting the
communication between your application and its backend services,
using methods such as encryption, SSL/TLS, VPN, or firewall. API
security is the process of protecting the interfaces that expose your
backend services to your application, using methods such as encryption,
authentication, authorization, rate limiting, or input validation. Network
and API security help you prevent unauthorized or malicious access to
your backend services and data.

Monitoring and incident response

The last but not least aspect of mobile security architecture is
monitoring and incident response. Monitoring is the process of
collecting and analysing data about the performance, behavior, and
status of your application and its backend services, using methods
such as logs, metrics, alerts, or audits. Incident response is the
process of responding to and recovering from a security breach or
incident, using methods such as detection, containment,
eradication, recovery, or reporting. Monitoring and incident
response help you identify and mitigate security issues and improve
your security posture.

Patching Mechanisms and App Permission Models Review

Patching mechanisms and app permission models for mobile operating
systems:
Patching Mechanisms:

Timely Updates: Assess the frequency and timeliness of security
updates released by the mobile operating system vendor. Regular
updates are crucial to addressing known vulnerabilities.

Patch Management: Evaluate the ease of applying patches on devices.
An efficient patching process ensures that users can quickly install
critical security updates.


https://www.linkedin.com/signup/cold-join?session_redirect=%2Fadvice%2F3%2Fhow-can-you-design-secure-architecture-mobile-u8iuf&trk=article-ssr-frontend-x-article
https://www.linkedin.com/signup/cold-join?session_redirect=%2Fadvice%2F3%2Fhow-can-you-design-secure-architecture-mobile-u8iuf&trk=article-ssr-frontend-x-article

Vulnerability Response: Review how the vendor responds to security
vulnerabilities and assess their ability to provide timely patches to
mitigate risks.

Patch Validation: Check if patches are properly tested and validated
before deployment to avoid causing issues or introducing new
vulnerabilities.

End-of-Life Support: Evaluate the length of support provided for older
devices to ensure they receive security updates for an extended period.

App Permission Models:

Granular Permissions: Examine the granularity of permissions
requested by apps. A detailed permission model allows users to
understand and control the data access requested by each app.
Permission Prompts: Evaluate how permission requests are presented
to users. Clear and transparent prompts help users make informed
decisions about granting app permissions.

Permission Revocation: Check if users have the ability to revoke
specific permissions granted to apps at any time. This feature enhances
user control over their data.

Least Privilege Principle: Assess if apps follow the least privilege
principle, where they only request permissions necessary for their core
functionality.

Sensitive Data Handling: Review how apps handle sensitive data and
if they have access to sensitive resources like location, contacts, or
camera/microphone.

By conducting a thorough review of patching mechanisms and
app permission models, organizations can ensure that their mobile
devices are equipped with robust security mechanisms to protect against
evolving threats and maintain user privacy and data security.

Mitigating Malware and Unauthorized Access in
Mobile Devices

Some of the major malware attacks in 2019:
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Surveillance ware that can log keystrokes, record the screen, etc,
installed via infected apps.



Agent Smith

Mobile malware that replaces legitimate apps with fake ones and
displays malicious ads.

WannaHydra
Trojan spyware that steals banking credentials.

How are mobile devices being attacked?

Attack vectors can be classified into three major categories:
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App-based threats

Unapproved apps: 60%of all organizations do not vet the app
installation source.

[

Device-based threats

Outdated OS: 57%o0f Android devices are running an OS version
less than two years old.

€
Network-based threats

Unauthorized Wi-Fi: 81%o0f employees admit to accessing
corporate data using public Wi-Fi.

How to effectively nullify such mobile threats using a mobile device

management (MDM) solution:



In addition to the threats above, many other things can compromise
mobile security, such as poor passcodes or unauthorized access to
Exchange. Let's see how Mobile Device Manager Plus, our MDM
solution, can bolster mobile security:

Manage access to mailboxes Ensure only devices managed by the
enterprise can access Exchange mailboxes, which are bound to
contain corporate data.

Control OS updates Ensure devices are always running the most
secure OS version by either immediately deploying the most secure
version, or delaying devices from being updated to a version with
known security issues.

Secure network access Prevent access to public Wi-Fi networks
and ensure corporate data is only accessed using VPN. You can
also ensure all network communications are routed through your
organization's proxy, and block unauthorized URLSs.

Enforce strong passcodes Ensure devices have non-guessable
passcodes that adhere to your organization's compliance standards.
Control apps ensure only enterprise approved apps are installed on
devices by creating your own enterprise app catalogue by
blocklisting non-approved apps. Limit users’ access to only select
apps by allow listing them using Kiosk.

Secure lost devices Identify misplaced devices by remotely
obtaining the device location or raising an audible alarm and also
prevent devices from starting up from any internal or external storage
device other than the startup disk you've selected.

Enable geofencing In addition to identifying device location, you can
also restrict devices to a particular geographical range (say, your
organization's premises) to ensure corporate data stays put.
Encrypt corporate data Ensure there is no unauthorized access to
your corporate data by encrypting it using the encryption options
available on the device. This encryption happens on the fly, without
affecting productivity.

Containerize corporate data In the case of personal devices, you
can ensure only corporate data is managed, while having zero
control over employees’ personal files, through containerization.
Restrict device functionality to boost security even further, you can
restrict basic device functionalities such as screen sharing or saving
data in third-party cloud services. These security controls ensure
corporate data can’t leave the device



. Manage access to mailboxes Ensure only devices managed by the
enterprise can access Exchange mailboxes, which are bound to
contain corporate data.

The Role of Device Fragmentation in Mobile
Security

Mobile device fragmentation is a process that happens when some
mobile users are using the older versions of an operating system, while
other users are using newer versions.

The term mobile device fragmentation is also used to describe different
versions of the same operating system that are created when an original
equipment manufacturer (OEM) modifies an open-source mobile
operating system for specific products.

Mobile device fragmentation can be a problem for software developers
who must create different versions of the same app to ensure it works
correctly with different versions of a given OS. It can also be a problem
for testers as well in order to test the mobile applications on different
devices to make sure the application is compatible with all the devices in
terms of functionalities, screen sizes, screen resolutions, etc. It can also
be a problem for IT departments because different operating versions
have different capabilities, making them harder to manage and secure.
Mobile device fragmentation is often made worse when the wireless
carrier, and not the device manufacturer, is in charge of deciding when
to deploy operating system updates.

Device Fragmentation has been a larger problem for Android in
comparison to i0S. This is mainly due to the following reasons:

. 10S releases control its software to the end-users but Google
software release depends upon the vendors and carriers to push it
to the users with tweaks and enhancements.

« 89% of iIOS devices are using iOS 10, while Android Lollipop and
Marshmallow are still the most used versions.

. Android has a larger variety of devices such as mobile phones,
tablets, phablets, wearable techs, etc. CPU, memory, screen
resolution, OS optimization, and hardware are to be different.



Android Fragmentation

At a high level, Android Fragmentation refers to the fact that there are a
massive number of different Android OS versions available and
operational in the digital world.

Given the variety of versions in existence, one can imagine why
“fragmentation” might feature in-app developers’ and testers’ nightmares
because not every Android user will even update their particular OS at
the same time. Additionally, every app that seeks to corner the Android
market will have to run on every single OS version so as to not alienate
any users.

(40%) Android users all over the globe are no longer receiving vital
security updates from Google. This definitely opens them up to the risk
of malware attacks, data loss, and a range of security breaches which
eventually adds pressure on the app developers because they have to
create software for OSes with unstable security.

Why Does Android Fragmentation Occur?

The primary reason Android fragmentation occurs can be summarized in
two words: open-source.

Manufacturers, with some limitations, are free to use and play with
Android as they desire. Eventually, they are responsible for providing the
updates for the particular Android versions but not every manufacturer
may provide the updates consistently. Also, some Android versions
might be heavily modified and not even respond to the updates created
for the other Android versions.

Effects of Android Fragmentation

Fragmentation in Android has far-reaching and diverse effects on the
digital market as well as both hardware and software development
practices.

. Inconsistency: Certain apps may require a particular Android
version as well as a certain device feature to function properly.
Given the variety of versions, there is no guarantee that all, or
even a large number of operational Android devices will be
upgraded to that version. This restricts the large number of
potential users an app can target to a serious extent, and also
makes it difficult to optimize the app for every single version.



Development and QA difficulties: The vast number of device-
Android versions makes it very difficult and exhausting for the app
developers to tackle all the technical complexities while creating,
verifying, and optimizing an app for every possible Android device.
Testers also have to test the app on as many real device-Android
combinations, which can be very expensive without the right
infrastructure in place.

Bad for BYOD (bring your own device): When enterprise
mobility is being implemented with BYOD (bring your own device)
policies, Android can be problematic. BYOD (bring your own
device) is a policy that allows employees in an organization to use
their personally owned devices for work-related activities.
Fragmentation in Android means that the organization will have to
deal with multiple security issues due to the difference between
Android versions. This makes app management and security
management complicated and tedious.

How to Overcome Device Fragmentation during Mobile Testing

One of the prominent challenges we face in mobile testing occurs
because of Device Fragmentation. There are varieties of different
versions of mobile OS and device models with different screen sizes and
resolutions, the platform they support, manufacturers, keypad types, etc.
Mobile applications are expected to run in varieties of devices with
different configurations.

Identifying the target audience

identifying the target audience helps the tester to create real-life
use cases and scenarios. Understanding the most popular devices
among the target users and their expectations from the application
helps to focus on developing a great user experience for them.
Choosing the proper reference devices

it is impossible for testers to test the app on all the devices that are
available on the market. So, the best approach is to limit the scope
of testing by choosing a sufficient number of reference devices that
are commonly used and popular among the user group based on
age, geography, and moneywise diversities.

Mobile device groups

Based on the target customer group, device groups can be created
according to their priorities, technology, and their usage. Regular
monitoring of devices in the market and removing the devices from
the device group which does not meet the target users by checking
the group criteria from time to time. This helps in having the proper



device for testing minimizing the testing effort in terms of time and
cost.
« Mobile device labs
Building an in-house device lab can be an expensive option for a
small team. An alternative to buying all the testing devices can be
renting them. The testing devices can be rented from mobile
device labs or device clouds. They offer mobile testing in the cloud
where testers or developers are able to upload the app file to the
cloud, select the devices, and start manual or automated testing.
Some providers offering mobile device test cloud are:
o https://mobilelabsinc.com/
o https://saucelabs.com/
o https://www.xamarin.com/test-cloud
o https://www.soasta.com/load-testing/

Alternatively, Open Device Las was introduced by the mobile community
where anyone can borrow devices for testing purposes for free but are
available in limited areas. Also, there are more solutions like Emulation
tools, BrowserStack, AVDs, Genymaotion, etc.

Software Update Practices and Their Impact on
Mobile Security

Software updates play a critical role in maintaining the security and
integrity of mobile devices. Regularly updating software helps to address
security vulnerabilities, patches bugs, and enhances the overall security
of the device. However, the impact of software update practices on
mobile security can vary depending on how consistently and effectively
updates are applied.

1. Inadequate or delayed software updates: Failure to regularly
update mobile device software leaves it vulnerable to cyber threats and
security breaches. Hackers can exploit known vulnerabilities in outdated
software to gain unauthorized access to personal data, install malware,
or hijack the device for malicious purposes.

2. Outdated software posing security risks: Older versions of mobile
operating systems may lack security features, bug fixes, and patches
that are essential for protecting against evolving cyber threats. As a
result, users of outdated devices are at higher risk of falling victim to
security incidents.

3. Impact on device performance: Delayed or infrequent software



updates can have a negative impact on the performance of mobile
devices. Outdated software may slow down device performance, drain
battery life, and cause glitches or crashes, affecting user experience and
productivity.

4. Compliance with security standards: Mobile devices that are not
regularly updated may fail to comply with security standards and
regulations, putting organizations at risk of non-compliance penalties
and reputational damage.

5. Importance of timely security updates: Timely security updates are
crucial for protecting mobile devices against emerging threats, zero-day
vulnerabilities, and malware attacks. Proactive adoption of software
updates can help strengthen mobile security defences and reduce the
likelihood of security incidents.

In conclusion, software update practices have a direct impact on
mobile security. Regular and timely updates are essential for maintaining
the security, performance, and integrity of mobile devices, and users
should prioritize updating their devices to stay protected against evolving
cyber threats.

Recommendations for Enhancing Mobile Device
Security

Three years after the beginning of a global pandemic, one thing is for
sure: remote work is here to stay.

Remote work (by definition) could be working from home, it could
be a hybrid work environment, or simply utilizing mobile devices to get
your work done. Working remotely can add many benefits to a
company’s bottom line, like increased employee productivity and job
satisfaction and reduced need for unused office space.

It also puts the employee and the company at greater risk of a
security breach.

Whether company business is being conducted on a
laptop, Android or iPhone, or even a mobile tablet, working remotely
increases the likelihood that employees will be conducting business on
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unsecured networks (like public Wi-Fi to check email) or unaware of
the security risks in their working environment.

Protecting company data from these mobile threats require a few
different tools and procedures than old-school cybersecurity practices
that work great in a static, server-based environment.

Mobile Device Security Best Practices

We've compiled a short list of the 7 key practices we recommend you
put in place to keep your mobile devices secure, which is more important
than ever with the jaw-dropping rise in cybersecurity crimes, which
keeps increasing day by day.

(o |

Enable user authentication
Use a password manager
Always run updates

Avoid public wi-fi

Enable remote lock

Don't forget cloud backups
Enable and understand MDM/MAM ;
.Nf Iva

Three years after the beginning of a global pandemic, one thing is for
sure: remote work is here to stay.

Remote work (by definition) could be working from home, it could be a
hybrid work environment, or simply utilizing mobile devices to get your
work done. Working remotely can add many benefits to a company’s
bottom line, like increased employee productivity and job satisfaction
and reduced need for unused office space.

It also puts the employee and the company at greater risk of a security
breach.
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Whether company business is being conducted on a

laptop, Android or iPhone, or even a mobile tablet, working remotely
increases the likelihood that employees will be conducting business on
unsecured networks (like public Wi-Fi to check email) or unaware of
the security risks in their working environment.

Protecting company data from these mobile threats require a few
different tools and procedures than old-school cybersecurity practices
that work great in a static, server-based environment.

1. Turn User Authentication On

It's so easy for company laptops, tablets, and smartphones to get lost or
stolen as we leave them in taxi cabs, restaurants, airplanes...the list
goes on.

The first thing to do is to ensure that all your mobile user devices have
the screen lock turned on and that they require a password or PIN to
gain entry. There is a ton of valuable information on the device!

Most devices have biometric security options like Face ID and Touch
ID, which definitely makes the device more accessible, but not
necessarily more secure. That's why it is a good idea to take your mobile
security practices a step further and implement a Multi-

Factor Authentication (MFA, also known as two-factor authentication)
policy for all end-users as an additional layer of security.

Regardless of which method you choose, ensure ALL your devices
are protected by making sure you are who you say you are - and if you
use passwords, be sure not to miss tip #2 below!

2. Use a Password Manager

Let's be honest, passwords are not disappearing any time soon, and
most of us find them cumbersome and hard to remember. We're also
asked to change them frequently, which makes the whole process even
more painful.
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Enter the password manager, which you can think of as a "book of
passwords" locked by a master key that only you know.

Not only do they store passwords, but they also generate strong, unique
passwords that save you from using your cat's name or child's
birthday...over and over.

Although Microsoft has enabled password removal on

their Microsoft 365 accounts, we're still far from being rid of them
forever! As long as we have sensitive data and corporate data to protect,
passwords will be a critical security measure.

3. Update Your Operating Systems (OS) Regularly

AANY TIME YOU
CONMNECT 1T O
AANOTHER
ORGANIZATION 'S
NE T W ORIK,
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INCREASING

YOUR RISK OF
EXXPOSURE T O

If you're using outdated software, your risk of getting hacked skyrockets.
Vendors such as Apple (I0S), Google, and Microsoft constantly provide
security updates to stay ahead of security vulnerabilities.

Don't ignore those alerts to upgrade your laptop, tablet, or smartphone.
To help with this, ensure you have automatic software updates turned
on by default on your mobile devices. Regularly updating your operating
system ensures you have the latest security configurations available!
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When it comes to your laptop, your IT department or your IT services
provider should be pushing you appropriate software updates on a
regular basis.

Be sure to take a moment to hit "restart"; otherwise, it won't do you much
good!

Although it's very tempting to use that free Wi-Fi at the coffee shop,
airport or hotel lobby - don't do it.

Any time you connect to another organization’s network, you're
increasing your risk of exposure to malware and hackers.

There are so many online videos and easily accessible tools that even a
novice hacker can intercept traffic flowing over Wi-Fi, accessing valuable
information such as credit card number, bank account numbers,
passwords and other private data.

Interestingly, although public Wi-Fi and bluetooth are a huge security
gap and most of us (91%) know it, 89% of us choose to ignore it.

4. Avoid Public Wi-Fi

Although it's very tempting to use that free Wi-Fi at the coffee shop,
airport or hotel lobby - don't do it.

Any time you connect to another organization’s network, you’re
increasing your risk of exposure to malware and hackers. There are so
many online videos and easily accessible tools that even a

novice hacker can intercept traffic flowing over Wi-Fi, accessing valuable
information such as credit card number, bank account numbers,
passwords, and other private data.

The only caveat here is...if you absolutely must use a public Wi-

Fi network, make sure you are also using a VPN to encrypt your internet
activity and make it unreadable to cyber criminals. But remember, even
this tactic may not offer the cybersecurity protection you need to be truly
secure when using public internet access.



Interesting but disturbing fact: although public Wi-Fi and Bluetooth are a
considerable security gap and most of us (91%) know it, 89% of us
ignore it. Choose to be in the minority here!

5. Remote Lock and Data Wipe

Every business should have a Bring Your Own Device (BYOD)
policy that includes a strict remote lock and data wipe policy.

Under this policy, whenever a mobile device is believed to be stolen or
lost, the business can protect the lost data by remotely wiping the device
or, at minimum, locking access.

Where this gets a bit sticky is that you're essentially giving the
business permission to delete all personal data as well, as typically in
a BYOD situation the employee is using the device for both work and

play.

Every business should have a
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BYOD policy that includes a strict
remote Iock and data wipe policy.

"

Most IT security experts view remote lock and data wipe as a basic and
necessary security caution, so employees should be educated and
made aware of any such policy in advance.
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6. Cloud Security and Data Backup

Keep in mind that your public cloud-based apps and services are
also being accessed by employee-owned mobile devices, increasing
your company’s risk of data loss.

That’s why, for starters, back up your cloud data! If your device is
lost or stolen, you'll still want to be able to access any data that might
have been compromised as quickly as possible.

Select a cloud platform that maintains a version history of your files
and allows you to roll back to those earlier versions, at least for the past
30 days.

Google’s G Suite, Microsoft Office 365, and Dropbox support this.

Once those 30 days have elapsed, deleted files or earlier versions are
gone for good.

You can safeguard against this by investing in a cloud-to-cloud
backup solution, which will back up your data for a relatively nominal
monthly fee.

7. Understand and Utilize Mobile Device Management (MDM) and
Mobile Application Management (MAM)

Mobile security has become the hottest topic in the IT world. How do
we allow users to access the data they need remotely, while keeping
that data safe from whatever lurks around on these potentially
unprotected devices?

The solution is two-fold: Mobile Device Management (MDM)
and Mobile Application Management (MAM).

Mobile Device Management is the configuration, monitoring, and
management of your employees' personal devices, such as phones,
tablets, and laptops.
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Mobile Application Management is configuring, monitoring, and
managing the applications on those mobile devices. This includes things
like Microsoft 365 and authenticator apps.

When combined, MDM and MAM can become powerful security
solutions, preventing unauthorized devices from accessing your
company network of applications and data.

Note that both solutions should be sourced, implemented, and
managed by IT experts - in-house or outsourced-familiar with mobile
security. For example, you can look at this short case study on how we
implemented Microsoft Intune MDM for a healthcare provider, including
the details behind the implementation.

Implementing these 7 best practices for your employees and end-
users, and enforcing strong mobile security policies, will go a long way to
keeping your mobile device security in check.

Tools and Technologies for Cyber Security:
1Q. Case Study Question:

Select a recent cyber-attack incident and analyze
the tools and technologies that were utilized by the
attackers. Describe the attack vector, the tools
employed (e.g., malware, penetration testing
frameworks, exploit kits), and the techniques used
to exploit vulnerabilities. Evaluate the effectiveness
of the defensive measures in place at the targeted
organization and assess the lessons learned from
the incident. Based on your analysis, propose
recommendations for enhancing the organization's
cybersecurity posture, including the adoption of
specific tools and technologies to prevent similar
attacks in the future.
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Cyberattack Incident Analysis and Recommendations
Introduction to the Selected Cyberattack Incident

Life today has become far more comfortable because of various
digital devices and the internet to support them. There is a flip side to
everything good, and that also applies to the digital world today. The
internet has brought in a positive change in our lives today, but with that,
there is also an enormous challenge in protecting your data. This gives
rise to cyber attacks. In this article, we will discuss the different types
of cyber attacks and how they can be prevented.

What is a Cyber Attack?

Before heading to the different types of cyber attacks, we will first
walk you through a cyber-attack. When there is an unauthorized
system/network access by a third party, we term it as a cyberattack. The
person who carries out a cyberattack is termed as a hacker/attacker.

Cyber-attacks have several negative effects. When an attack is
carried out, it can lead to data breaches, resulting in data loss or data
manipulation. Organizations incur financial losses, customer trust gets
hampered, and there is reputational damage. To put a curb on
cyberattacks, we implement cybersecurity. Cybersecurity is the method
of safeguarding networks, computer systems, and their components
from unauthorized digital access.

The COVID-19 situation has also had an adverse impact on
cybersecurity. According to Interpol and WHO, there has been a notable
increase in the number of cyberattacks during the COVID-19 pandemic.

Now that you know what a cyberattack is, let look at the different
types of cyberattacks.

Types of Cyber Attacks

There are many varieties of cyber attacks that happen in the world
today. If we know the various types of cyberattacks, it becomes easier
for us to protect our networks and systems against them. Here, we will
closely examine the top ten cyber-attacks that can affect an individual, or
a large business, depending on the scale.
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The different types of cyberattacks on our list:

1. Malware Attack

This is one of the most common types of cyberattacks. “Malware” refers
to malicious software viruses including worms, spyware, ransomware,
adware, and Trojans.

Virus Malicious software can replicate itself and spread to other
computers. Viruses can cause significant damage to systems, corrupt
files, steal information, and more.

Worm Replicates itself and spreads to other computers, but unlike
viruses, worms don't require human interaction.

The Trojan virus disguises itself as legitimate software. Malware that
appears to be a legitimate program but which contains malicious code.
Once installed, it can perform malicious actions like stealing data and
controlling the system

Ransomware blocks access to the network's key components.

Spyware is software that steals all your confidential data without your
knowledge. It designed to collect sensitive information from a victim's
computer system. This can include passwords, credit card numbers, and
other sensitive data.

Adware is software that displays advertising content such as banners on
a user's screen. Malware that displays unwanted advertisements on a
victim's computer system. Adware can be annoying and disruptive, but
it's generally less harmful than other types of malware

Fileless Malware Doesn'’t rely on files to infect a victim's computer
system. Instead, fileless malware executes malicious code using existing
system resources, such as memory or registry keys.
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Emotet Is malware designed to steal sensitive information and spread it
to other computers on a network. Emotet is often spread through
phishing emails and can be very difficult to detect and remove.

Malware breaches a network through a vulnerability. When the user
clicks a dangerous link, it downloads an email attachment or when an
infected pen drive is used.

Let’s now look at how we can prevent a malware attack:

. Use antivirus software: It can protect your computer against
malware. Avast Antivirus, Norton Antivirus, and McAfee Antivirus are
a few of the popular antivirus software.

. Use firewalls: Firewalls filter the traffic that may enter your device.
Windows and Mac OS X have their default built-in firewalls, named
Windows Firewall and Mac Firewall.

. Stay alert and avoid clicking on suspicious links.

. Update your OS and browsers, regularly.

2. Phishing Attack

Phishing attacks are one of the most prominent widespread types of
cyberattacks. It is a type of social engineering attack wherein an
attacker impersonates to be a trusted contact and sends the victim fake
mails.

Social Engineering is a technigue cybercriminals use to manipulate
users to make them divulge sensitive information or perform actions that
are not in their best interest.

Unaware of this, the victim opens the mail and clicks on the
malicious link or opens the mail's attachment. By doing so, attackers
gain access to confidential information and account credentials. They
can also install malware through a phishing attack.



Whale-Phishing Attacks Target high-profile individuals like executives
or celebrities using sophisticated social engineering techniques to get
sensitive information.

Spear-Phishing Attacks Target specific individuals or groups under an
organization. Attackers use social engineering techniques to get
sensitive information.

Angler Phishing Attacks Target individuals or organizations using
highly targeted and personalized emails. Angler phishing attacks can be
difficult to detect and are often successful in stealing sensitive
information.

Phishing attacks can be prevented by following the below-
mentioned steps:

. Scrutinize the emails you receive: Most phishing emails have
significant errors like spelling mistakes and format changes from that
of legitimate sources.

. Make use of an anti-phishing toolbar.

. Update your passwords regularly.

3. Password Attack

It is a form of attack wherein a hacker cracks your password with
various programs and password cracking tools like Aircrack, Cain, Abel,
John the Ripper, Hashcat, etc.

There are different types of password attacks like brute force
attacks, dictionary attacks, and key logger attacks.
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Brute Force Attack An attacker gets unauthorized access to a system
by trying various passwords until the correct one is found. It can be
highly effective against weak passwords.

Dictionary Attacks An attacker attempts to guess a user's password by
trying a list of common words. This attack becomes successful because
many users use weak or easy passwords.

Key logger is a malware designed to capture keystrokes a victim enters
on their computer system. This can include passwords, credit card
numbers, and other sensitive data.

Listed below are a few ways to prevent password attacks:

. Use strong alphanumeric passwords with special characters.

. Abstain from using the same password for multiple websites or
accounts.

. Update your passwords; this will limit your exposure to a password
attack.

. Do not have any password hints in the open.

4. Man-in-the-Middle Attack

A Man-in-the-Middle Attack (MITM) is also known as an
eavesdropping attack. In this attack, an attacker comes in between a
two-party communication, i.e., the attacker hijacks the session between
a client and host. By doing so, hackers steal and manipulate data.

As seen below, the client-server communication has been cut off, and
instead, the communication line goes through the hacker.

MITM attacks can be prevented by following the below-mentioned steps:

. Be mindful of the security of the website you are using. Use
encryption on your devices.

« Refrain from using public Wi-Fi networks.



5. SQL Injection Attack

A Structured Query Language (SQL) injection attack occurs on a
database-driven website when the hacker manipulates a standard SQL
query. It is carried by injecting a malicious code into a vulnerable
website search box, thereby making the server reveal crucial
information.

This results in the attacker being able to view, edit, and delete tables
in the databases. Attackers can also get administrative rights through
this.

Code Injection Attacks Performed by inserting malicious code into a
software application to manipulate data. For example, the attacker puts
malicious code into a SQL database to steal data.

Web Attacks Targets websites and can insert SQL injection, cross-site
scripting (XSS) and file inclusion.

To prevent a SQL injection attack:

. Use an Intrusion detection system, as they design it to detect
unauthorized access to a network.

. Carry out a validation of the user-supplied data. With a validation
process, it keeps the user input in check.

6. Denial-of-Service Attack

A Denial-of-Service Attack is a significant threat to companies. Here,
attackers target systems, servers, or networks and flood them with traffic
to exhaust their resources and bandwidth.

When this happens, catering to the incoming requests becomes
overwhelming for the servers, resulting in the website it hosts either shut
down or slow down. This leaves the legitimate service requests
unattended.
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DDoS (Distributed Denial-of-Service)

It is also known as a DDoS (Distributed Denial-of-Service) attack
when attackers use multiple compromised systems to launch this
attack.

Flood a website with traffic to make it unavailable to legitimate users
and to exploit vulnerabilities in the specific network.

Volume-Based Attacks The attacker floods a system with heavy data
to make it inaccessible to legitimate users. For instance, DDoS attacks
in which various compromised computers flood a specific website with

traffic to crash it.

Botnets Are networks of compromised computers controlled by a single
attacker. Botnets can launch distributed denial of service (DDoS)
attacks, steal sensitive information, or perform other malicious activities.

Bots These software programs automate network or internet tasks. They
can be used for malicious purposes, such as Distributed Denial of
Service (DDoS) attacks.

Let’s now look at how to prevent a DDoS attack:

. Run a traffic analysis to identify malicious traffic.

. Understand the warning signs like network slowdown, intermittent
website shutdowns, etc. At such times, the organization must take the
necessary steps without delay.

. Formulate an incident response plan, have a checklist and make sure
your team and data center can handle a DDoS attack.

« Outsource DDoS prevention to cloud-based service providers.

7. Insider Threat

As the name suggests, an insider threat does not involve a third party
but an insider. In such a case; it could be an individual from within the
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organization who knows everything about the organization. Insider
threats have the potential to cause tremendous damages.

Insider threats are rampant in small businesses, as the staff there
hold access to multiple accounts with data. Reasons for this form of an
attack are many, it can be greed, malice, or even carelessness. Insider
threats are hard to predict and hence tricky.

To prevent the insider threat attack:

. Organizations should have a good culture of security awareness.

. Companies must limit the IT resources staff can have access to
depending on their job roles.

. Organizations must train employees to spot insider threats. This will
help employees understand when a hacker has manipulated or is
attempting to misuse the organization's data.

8. Cryptojacking

The term Cryptojacking is closely related to crypto currency.
Cryptojacking takes place when attackers access someone else’s
computer for mining crypto currency.

The access is gained by infecting a website or manipulating the
victim to click on a malicious link. They also use online ads with
JavaScript code for this. Victims are unaware of this as the Crypto
mining code works in the background; a delay in the execution is the
only sign they might witness.

Cryptojacking can be prevented by following the below-mentioned
steps:

. Update your software and all the security apps as cryptojacking can
infect the most unprotected systems.

. Have cryptojacking awareness training for the employees; this will
help them detect crypotjacking threats.

. Install an ad blocker as ads are a primary source of cryptojacking
scripts. Also have extensions like MinerBlock, which is used to identify
and block crypto mining scripts.



9. Zero-Day Exploit

A Zero-Day Exploit happens after the announcement of a
network vulnerability; there is no solution for the vulnerability in most
cases. Hence the vendor notifies the vulnerability so that the users are
aware; however, this news also reaches the attackers.

Depending on the vulnerability, the vendor or the developer could
take any amount of time to fix the issue. Meanwhile, the attackers target
the disclosed vulnerability. They make sure to exploit the vulnerability
even before a patch or solution is implemented for it.

Zero-day exploits can be prevented by:

. Organizations should have well-communicated patch management
processes. Use management solutions to automate the procedures.
Thus it avoids delays in deployment.

. Have an incident response plan to help you deal with a cyberattack.
Keep a strategy focussing on zero-day attacks. By doing so, the
damage can be reduced or completely avoided.

10. Watering Hole Attack

The victim here is a particular group of an organization, region, etc. In
such an attack, the attacker targets websites which are frequently used
by the targeted group. Websites are identified either by closely
monitoring the group or by guessing.

After this, the attackers infect these websites with malware, which
infects the victims' systems. The malware in such an attack targets the
user's personal information. Here, it is also possible for the hacker to
take remote access to the infected computer.

Let's now see how we can prevent the watering hole attack:

. Update your software and reduce the risk of an attacker exploiting
vulnerabilities. Make sure to check for security patches regularly.
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. Use your network security tools to spot watering hole attacks.
Intrusion prevention systems (IPS) work well when it comes to
detecting such suspicious activities.

. To prevent a watering hole attack, it is advised to conceal your online
activities. For this, use a VPN and also make use of your browser’s
private browsing feature. A VPN delivers a secure connection to
another network over the Internet. It acts as a shield for your browsing
activity. NordVPN is a good example of a VPN.

11. Spoofing

An attacker impersonates someone or something else to access
sensitive information and do malicious activities. For example, they can
spoof an email address or a network address.

12. Identity-Based Attacks

Perform to steal or manipulate others' personal information, like login
someone's PINs to steal unauthorized access to their systems.

13. Supply Chain Attacks

Exploit software or hardware supply chain vulnerabilities to collect
sensitive information.

14. DNS Tunneling

Attacker uses the Domain Name System (DNS) to bypass security
measures and communicate with a remote server.

15. DNS Spoofing

Cyberattack in which an attacker manipulates the DNS records from
a website to control its traffic.



16. loT-Based Attacks

Exploit vulnerabilities in the Internet of Things (IoT), like smart
thermostats and security cameras, to steal data.

17. Spamming

Send unauthentic emails to spread phishing scams.

18. Corporate Account Takeover (CATO)

Hackers use stolen login credentials to access others' bank
accounts.

19. Automated Teller Machine (ATM) Cash Out

Hackers get close to a bank's computer systems to withdraw large
amounts of cash from ATMs.

20. URL Interpretation

A web browser interprets a URL (Uniform Resource Locator) and
requests the corresponding web page to exploit vulnerabilities in the
URL interpretation.

21. Session Hijacking

The hacker gets access to a user's session ID to authenticate the
user's session with a web application and take control of the user's
session.

22. Drive-by Attacks

The user's system is flooded with malware by visiting its compromised
website to exploit vulnerabilities in other software to insert the malware
without the user's knowledge.
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23. Cross-Site Scripting (XSS) Attacks

An attacker inserts unauthorized code into a legitimate website to
access the user's information to steal sensitive information like the user's
passwords and credit card detalils.

Targets web applications by injecting malicious code into a vulnerable
website to steal sensitive information or to perform unauthorized attacks.

24. Eavesdropping Attacks

An attacker intercepts communication between two parties to access
sensitive information.

25. Birthday Attack

A cryptographic attack exploits the birthday paradox to access a
collision in a hash function. The attacker successfully generates two
Inputs to get the same output hash value. This can be used to
compromise to bypass access controls.

26. Protocol Attacks:

Exploits vulnerabilities in network protocols to gain unauthorized
access to a system or disrupt its regular operation. Examples include
the Transmission Control Protocol (TCP) SYN Flood attack and the
Internet Control Message Protocol (ICMP) Flood attack.

27. Application Layer Attacks

Targets the application layer of a system, aiming to exploit
vulnerabilities in applications or web servers.

28. Backdoors

This vulnerability allows attackers to bypass standard authentication
procedures and gain unauthorized access to a system or network.
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29. Business Email Compromise (BEC)

Targets businesses and organizations by using email. The attackers
impersonate a trusted source to trick the victim into transferring funds or
sensitive information to the attacker.

30. Al-Powered Attacks

Use artificial intelligence and machine learning to bypass traditional
security measures.

31. Rootkits

Provide attackers privileged access to a victim's computer system.
Rootkits can be used to hide other types of malware, such as spyware or
keyloggers, and can be challenging to detect and remove.

32. Advanced Persistent Threat (APT)

Is a cyberattack characterized by long-term, persistent access to a
victim's computer system. APT attacks are highly sophisticated and
difficult to detect and remove.

How to Prevent Cyber Attacks?

Although we had a look at several ways to prevent the different types of
cyberattacks we discussed, let's summarize and look at a few personal
tips which you can adopt to avoid a cyberattack on the whole.

1. Change your passwords regularly and use strong alphanumeric
passwords which are difficult to crack. Refrain from using too
complicated passwords that you would tend to forget. Do not use the
same password twice.

2. Update both your operating system and applications regularly. This is
a primary prevention method for any cyberattack. This will remove
vulnerabilities that hackers tend to exploit. Use trusted and legitimate
Anti-virus protection software.

3. Use a firewall and other network security tools such as Intrusion
prevention systems, Access control, Application security, etc.



4. Avoid opening emails from unknown senders. Scrutinize the emails
you receive for loopholes and significant errors.

5. Make use of a VPN. This makes sure that it encrypts the traffic
between the VPN server and your device.

6. Regularly back up your data. According to many security
professionals, it is ideal to have three copies of your data on two
different media types and another copy in an off-site location (cloud
storage). Hence, even in the course of a cyber-attack, you can erase
your system’s data and restore it with a recently performed backup.

7. Employees should be aware of cybersecurity principles. They must
know the various types of cyberattacks and ways to tackle them.

8. Use Two-Factor or Multi-Factor Authentication. With two-factor
authentication, it requires users to provide two different authentication
factors to verify themselves. When you are asked for over two
additional authentication methods apart from your username and
password, we term it as multi-factor authentication. This proves to be
a vital step to secure your account.

9. Secure your Wi-Fi networks and avoid using public Wi-Fi without
using a VPN.

10. Safeguard your mobile, as mobiles are also a cyberattack target.
Install apps from only legitimate and trusted sources, make sure to
keep your device updated.

These are the tips you must implement to protect your systems and
networks from a cyberattack.

Evolution of Cyber Security

The evolution of cyber security can be traced back to the early days of
computing when security measures were minimal, and the internet was
a relatively small network. In the early 90s, firewalls were the common
method of protecting networks and data from cyber-attacks. Now, this
field of cyber security has a wide range of technologies:

« Intrusion detection systems
. Threat intelligence

« Security information and event management (SIEM)
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With the increasing number of cybercrimes today, it is good to be aware
of cyber attacks and how one can protect their network.

Tools and Technologies Used in the Cyberattack

Cybersecurity Analysts use a variety of tools in their jobs, which can be
organized into a few categories: network security monitoring, encryption,
web vulnerability, penetration testing, antivirus software, network
intrusion detection, and packet sniffers.

Network security monitoring tools

These tools are used to analyze network data and detect network-based
threats. Examples of tools include Argus, Nagios, Pof, Splunk, and
OSSEC.

Encryption tools

Encryption protects data by scrambling text so that it is unreadable to
unauthorized users. Examples of tools include Tor, KeePass, VeraCrypt,
NordLocker, AXCrypt, and TrueCrypt.

Web vulnerability scanning tools

These software programs scan web applications to identify security
vulnerabilities including cross-site scripting, SQL injection, and path
traversal. Examples of tools include Burp Suite, Nikto, Paros Proxy, and

SQLMap.



Penetration testing
Penetration testing, also known as “pen test”, simulates an attack on a

computer system in order to evaluate the security of that system.
Examples of penetration testing tools include Metasploit, Kali Linux,
Netsparker, and Wireshark.

Antivirus software
This software is designed to find viruses and other harmful malware,

including ransomware, worms, spyware, adware, and Trojans.
Examples of tools include Norton 360, Bit defender Antivirus, Norton
AntiVirus, Kaspersky Anti-Virus, and McAfee Total Protection.

Network intrusion detection
An Intrusion Detection System (IDS) monitors network and system traffic

for unusual or suspicious activity and notifies the administrator if a
potential threat is detected.

Examples of tools include Snort, Security Onion, SolarWinds Security
Event Manager, Kismet, and Zeek.

Packet sniffers
A packet sniffer, also called a packet analyzer, protocol analyzer or

network analyzer, is used to intercept, log, and analyze network traffic
and data.
Examples of tools include Wireshark, Tcpdump, and Win dump.

Firewall tools
Top firewall security management suites include Tufin, AlgoSec,

FireMon, and RedSeal.



Managed detection services
Managed detection services analyze and proactively detect and

eventually eliminate cyber threats. Alerts are investigated to determine if
any action is required.

Cybersecurity Software

Whether you are a Cybersecurity Analyst responsible for the internet
security of a large company or just a regular person looking to ensure
the integrity of your own sensitive data and mobile devices, employing
the right cybersecurity software is a crucial part of any cybersecurity

strategy.

Given the increasing importance of cybersecurity, it is hardly surprising
that there are countless cybersecurity software solutions and tools out
there promising to defend companies and individuals from a whole host

of possible online threats.

Some cybersecurity tools offer a holistic security suite with coverage
against a whole host of security vulnerabilities and threats, while other
security solutions focus specifically on areas including network security,
endpoint security, threat intelligence, firewall protection, intrusion
detection systems, malware protection, vulnerability management,

external attack surface management, and much more.

1. |Cybersecurity Monitoring Tools
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2. Packet Sniffer Software

3. Network Security Monitoring Software

4. Vulnerability Assessment Software

5. Network Intrusion Detection Software

6. Employee Monitoring Software

7. Encryption Software

8. Personal Cybersecurity Software

Best Cybersecurity Software
Keeping in mind the full range of responsibilities of modern security

teams, these are the 13 best cybersecurity software and tools:

1. SiteLock

2. SolarWinds Security Event Manager
3. Heimdal Security

4. Wireshark

5. Nagios

6. Nessus Professional

7. Acunetix

8. Snort

9. Tremaine

10. AXxCrypt

11. Bitdefender Total Security
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12. TotalAV Cyber Security

13. Norton LifeLock

Cybersecurity Monitoring Tools

SiteLock

SiteLock offers comprehensive website security to guard your site
against malicious cyber threats, including web applications and your site

code.

Depending on which paid plan you subscribe to — each offers a 30-day
free trial — you can use SiteLock to conduct daily scans of your website
for malware, viruses, and other security threats before taking advantage

of the platform’s automatic malware removal feature.

SiteLock Features
« Vulnerability management

« Website scanning and backup
. Content delivery network enables high traffic with zero lag time
. Web application security

« Supports a variety of CMS environments including WordPress,

Drupal, Magento, WooCommerce, and more



SolarWinds Security Event Manager

SolarWinds offers an exhaustive number of cybersecurity solutions to
tackle a wide range of functions including network traffic security and
analysis, database management, systems management, IT security and

IT service management, application management, and much more.

Security Event Manager is the company’s lightweight and affordable
cybersecurity tool, intuitive and straightforward enough that you can
boost your computer security without costly and complex features you

won’t necessarily need.

SolarWinds Features
. Automated threat detection and response

Centralized log collection

. [Easy-to-use dashboard

« Built-in file integrity monitoring
. Compliance reporting

. Forensic analysis

« Cyber threat intelligence

Heimdal Security
Heimdal offers a full suite of cybersecurity solutions. Businesses have
the option to either pick and choose individual security products or invest

in Heimdal’s Unified Threat Platform, which has the benefit of simplifying



your IT operations and streamlining a number of cybersecurity
operations, including endpoint protection, access management, and

email security.

Heimdal also offers cyber threat prevention and antivirus software for

personal home use.

Heimdal Features
« Remote desktop control

Email fraud prevention

« Vulnerability assessment

. Ransomware encryption protection

« DNS filtering

. Administrative rights management

« Powerful analytics through Heimdal's dashboard

Packet Sniffer Software
Wireshark

The world’s most popular network protocol analyzer, Wireshark gives

you a microscopic view of your network activity.

Using Wireshark, you can inspect hundreds of protocols and browse
your captured network data using a graphical user interface (GUI) or via

the TTY (teletypewriter) mode TShark utility.



Wireshark Features
. Live capture and offline analysis

. Read and write in a variety of different capture file formats,
including tcpdump (libpcap), Pcap NG, Catapult DCT2000, Cisco

Secure IDS iplog, Microsoft Network Monitor, and many others
« Rich VolP analysis
. Export output to XML, PostScript, CSV, or plain text

Network Security Monitoring Software
Nagios

To monitor and ensure the integrity of your organization’s infrastructure,
the Nagios IT management software suite is a flexible, customizable,

and intuitive option.

Promising to help you detect and resolve any IT infrastructure problems
before they affect business processes, the Nagios product line includes:
Nagios XI, IT infrastructure monitoring software; Nagios Log Server for
enterprise-class log monitoring; and Nagios Network Analyzer, a
network flow data analysis solution.
Nagios Features

« Monitoring of all critical infrastructure components including

applications, network protocols, operating systems, and more

. Plan for infrastructure upgrades with automated, integrated

trending and capacity planning graphs



. Outage alerts can be sent to IT staff, business stakeholders, and

users

. Advanced features of the enterprise edition include web-based
server console access, notification deployment, SLA reports, and

automated host decommissioning

Vulnerability Assessment Software
Nessus Professional

Marketed as the global gold standard in vulnerability assessment,
Nessus advertises the industry’s lowest false positive rate and the

broadest vulnerability coverage of any security software.

With more than 450 pre-built templates, you can quickly and
conveniently scan for vulnerabilities and audit configuration compliance
against CIS benchmarks or other best practices. Ease of use is a big
selling point of Nessus, with its intuitive navigation system and overall

pleasing user experience.

Nessus Features
« Unlimited assessments

« Can be deployed on a diverse number of platforms, including

Raspberry Pi

. Dynamically compiled plug-ins make for faster and more efficient

scans



. Customizable reporting capabilities

« Access to on-demand product training with more than 60 targeted

videos

Network Intrusion Detection Software
Acunetix

A powerful tool for web app security, Acunetix will automatically
generate a list of all your websites, applications, and APIs and crawl
every corner of your applications to detect security flaws and
vulnerabilities including SQL injections, misconfigurations, XSS,

exposed databases, out-of-band vulnerabilities, and much more.

Acunetix Features
. Lightning-fast scans that automatically prioritize the highest-risk

vulnerabilities
« Scan multiple environments simultaneously
. Remediation guidance

« Run automated scans even in hard-to-reach areas, including
single-page applications, script-heavy sites built on JavaScript,

password-protected areas, and unlinked pages

« On-premise or cloud deployment



Snort
Snort is an open-source intrusion prevention system that can be

configured for business or personal use.

Snort works by using a set of rules to find packets that match against
malicious network activity and generate alerts for users. In addition to its
applications as a full-blown network intrusion prevention system, Snort
can also be used as a packet sniffer like tcpdump or as a packet logger.

Snort Features
. Compatible with all types of operating systems and hardware

. Perform real-time traffic analysis

. Detect a variety of attacks and probes including buffer overflows,
stealth port scans, CGI attacks, operating system fingerprinting

attempts, and more

Employee Monitoring Software
Teramind

Keeping track of employee activity and behaviour is an important part of
keeping companies safe, and Teramind offers some of the top cyber
security software for employee monitoring, user behavior analytics, and

data loss prevention.

With three tiers of product offerings — each with a free trial — you can

use Teramind to generate customizable reports on employee activity,



identify and receive customizable alerts for employee behavior
anomalies that could indicate potential threats, and ensure compliance
for GDPR, HIPAA, PCI, and more by setting up alerts for any non-

compliant actions.

Teramind Features
. Teramind’s data loss prevention features include optical character

recognition (OCR), fingerprinting, and content discovery to

discover data exfiltration

. Preventinsider threats by automating risk detection and blocking

any unwanted employee behavior

. Employee monitoring tools show individual level productivity, social

media use, time spent on projects, and more

. Termind also offers security software for specific industries

including healthcare, financial services, and government

Encryption Software
AxCrypt

For advanced encryption presented in a straightforward way, AxCrypt

has served customers around the world for 20-plus years.

With plans tailored both for private users and organizations, AxCrypt
provides file security with 128-bit or 256-bit encryption as well as cloud

storage awareness and key sharing features that will help companies



comply with data protection rules and regulations while also keeping
your files safe from costly data breaches.

AXCrypt Features
« Doesn'’t require encryption knowledge

. Mobile encryption, allowing you to encrypt and decrypt files from
your mobile devices (including Android phones, iPhones, and

tablets)
. Manage and access your passwords

. Encourage team collaboration by allowing AxCrypt users to access

secure files with a password

Personal Cybersecurity Software
Bitdefender Total Security

Balancing strong protection with low overall impact on performance,
Bitdefender Total Security provides malware protection against cyber
threats across all major operating systems, promising that one product
will protect up to five devices (depending on which plan you subscribe
to) without slowing them down.

Bitdefender Features
- Real-time protection against critical data theft

« Network threat intelligence and prevention

« Advanced threat defence



. Multi-layer ransomware protection

. Advanced parental control
TotalAV Cyber Security
Software intended to make your personal computer more secure can
sometimes also make it less efficient and pleasant to use. TotalAV’s
suite of personal cybersecurity software offers the typical antivirus and
ransomware protection, while also actually improving your browsing
experience by allowing you to block ads, disable notifications, and
access geo-restricted websites and content.

TotalAV Features
. Real-time protection against viruses and security threats

. Set up scheduled smart scans to ensure your system and data are

safe
« Monitor your personal email accounts for data breaches

. Generate secure passwords for all your online account and quickly
save the login details across multiple browsers with the TotalAV
Password Vault

LifeLock
With more and more companies storing more of our personal data than
ever, the potential for a large-scale data breach has never been higher

— and neither has the risk of identity theft.



LifeLock offers comprehensive protection against identity theft by
monitoring against easy-to-miss identity threats (like payday loans or
crimes committed in your name) as well as identity restoration services
and $1 million coverage for lawyers and other experts if identity theft

does occur while you are a member.

LifeLock Features
. ldentity and social security number alerts

Phone takeover monitoring

. Alerts on crimes committed in your name
. Credit reports and scores

« Home title monitoring

« Social media monitoring

THE Programming Languages Are Used for Cybersecurity

C and C++, Python, JavaScript, PHP, and SQL are a few of the
preferred programming languages used for cybersecurity. While not all
cybersecurity jobs require coding knowledge, learning to code can be
advantageous to excel in the cybersecurity field.

C and C++
The C programming language has been used in the development of

some of the most popular operating systems, such as Linux, macOS,

and Microsoft Windows. C and C++ provide access to low-level IT


https://brainstation.io/learn

infrastructure, such as RAM and system processes. Hackers can easily
exploit these lower-level operations if they are not properly protected.

Python
Python is one of the most popular programming languages for

cybersecurity because of its ease and functionality. Python is used for
developing both web-based and software-based applications.
Cybersecurity professionals use Python to develop analysis tools and
hacking scripts, as well as to design secure programs.

JavaScript
This language is primarily used to design interactive web pages and

apps. JavaScript is extensively used, and it can be manipulated by
hackers to gather information. Learning JavaScript can help to identify
vulnerabilities in web design and fend off malicious users.

PHP
PHP is used on the server-side to develop websites. Because most

websites are created using PHP, learning this language will be helpful
for cybersecurity jobs that focus on protecting websites.

SQL
Structured Query Language (SQL) is primarily used in the design and

management of databases and is widely used to maintain and retrieve
data. Learning SQL is particularly helpful to prevent SQL injections, a
type of cyber-attack where the attacker manipulates SQL statements to

steal or modify information.


https://brainstation.io/learn/javascript
https://brainstation.io/learn/sql

Unveiling the Attack Vector: How the Cyberattack

was executed

Attack Vector Definition

An attack vector is a pathway or method used by a hacker to illegally
access a network or computer in an attempt to exploit system
vulnerabilities. Hackers use numerous attack vectors to launch attacks
that take advantage of system weaknesses, because a data breach, or
steal login credentials. Such methods include sharing malware and
viruses, malicious email attachments and web links, pop-up windows,
and instant messages that involve the attacker duping an employee or
individual user.

Many security vector attacks are financially motivated, with attackers
stealing money from people and organizations or data and personally
identifiable information (PIl) to then hold the owner to ransom. The types
of hackers that infiltrate a network are wide-ranging. They could be
disgruntled former employees, politically motivated organized

groups, hacktivists, professional hacking groups, or state-sponsored
groups. The Difference between an Attack Vector and an Attack Surface
Cybersecurity attacks are launched using an attack vector. This could be
through malware or a phishing attack, which aims to steal user
credentials and gain unauthorized access to corporate data or
resources. Social engineering is another way to launch an attack.

The attack surface is the total network area an attacker can use to
launch cyberattack vectors and extract data or gain access to an
organization’s systems. Devices and people are part of an organization’s
attack surface because their vulnerabilities, such as weak passwords or
unpatched software, can be exploited by an attacker.

How Do Hackers Exploit Attack Vectors?

Hackers use multiple threat vectors to exploit vulnerable systems, attack
devices and networks, and steal data from individuals. There are two
main types of hacker vector attacks: passive attacks and active attacks.
Passive Attack

A passive attack occurs when an attacker monitors a system for open
ports or vulnerabilities to gain or gather information about their target.
Passive attacks can be difficult to detect because they do not involve
altering data or system resources. Rather than cause damage to an
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organization’s systems, the attacker threatens the confidentiality of their
data.

Passive attack vectors include passive reconnaissance, which sees the
attacker monitor an organization’s systems for vulnerabilities without
interacting with them through tools like session capture, and active
reconnaissance, where the attacker uses methods like port scans to
engage with target systems.

Active Attack

An active attack vector is one that sets out to disrupt or cause damage
to an organization’s system resources or affect their regular operations.
This includes attackers launching attacks against system vulnerabilities,
such as , targeting users’ weak
passwords, or through malware and phishing attacks.

A common example of an active attack is a masquerade attack, in which
an intruder pretends to be a trusted user and steals login credentials to
gain access privileges to system resources. Active attack methods are
often used by cyber criminals to gain the information they need to launch
a wider cyberattack against an organization.

Common Types of Attack Vectors

There are many types of attack vectors, with cyber criminals using many
methods to target large or small organizations from any industry, as well
as individuals from nearly every business level. Some of the most
common threat vectors are listed below.

Compromised Credentials

Weak and compromised credentials are the most-used attack vector as
people continue to use weak passwords to protect their online accounts
and profiles. Compromised credentials occur when information like
usernames or passwords are exposed to a third party such as mobile
apps and websites. This is frequently caused by victims of a

phishing attempt revealing their login details to an attacker by entering
them on a spoofed website. Lost and stolen credentials enable an
intruder to access user accounts and corporate systems without
detection, then escalate their access level within a network.


https://www.fortinet.com/resources/cyberglossary/what-is-port-scan
https://www.fortinet.com/resources/cyberglossary/dos-vs-ddos

Employees must use strong passwords and consider using a password
manager to limit the chances of an attacker stealing their credentials. To
avoid the risk of compromised credentials, organizations must move
away from relying on passwords alone and deploy multi-factor
authentication (MFA) to verify users’ identities. Employee education is
also vital to ensuring users understand the security risks they face and
the signs of a potential cyberattack.

Malware

Malware is a term that describes various strands of malicious software,
which include ransomware, spyware, Trojans, and viruses. Cyber
criminals use malware as a threat vector to help them gain access to
corporate networks and devices, then steal data or damage systems.

Avoiding malware is reliant on understanding the signs of an attack,
such as phishing schemes that urge users to share valuable
information. Protecting against malware requires technology

like sandboxing, firewalls, and antivirus and anti-malware software that
detect and block potential attacks.

Phishing

Phishing is an email, Short Message Service (SMS), or telephone-
based attack vector that sees the attacker pose as a trusted sender to
dupe the target into giving up sensitive data, such as login credentials or
banking detalils.

Organizations can protect their employees and customers from phishing
attacks by using spam filters, deploying MFA, ensuring software is
patched and updated, and blocking malicious websites. However, the
best way to defend against phishing is to assume that every email is part
of a phishing attack. This also comes down to employee education and
relies on employees' awareness of common security risks, such as
never clicking any link within an email.
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Insider Threats

Some security attacks come from inside the organization, through
employees exposing confidential information to attackers. While this can
be accidental, malicious insiders expose corporate data or vulnerabilities
to third parties. These are often unhappy or disgruntled employees with
access to sensitive information and networks.

It can be difficult for organizations to spot malicious insiders, largely
because they are authorized users with legitimate access to corporate
networks and systems. Therefore, businesses should monitor network
access for unusual activity or users accessing files or systems they
would not normally, which could be an indicator of insider risk.

Missing or Weak Encryption

Encryption is a technique that hides the true meaning of a message
and protects digital data by converting it into a code or cipher text. This
ensures that the data within a message cannot be read by an
unauthorized party, which helps prevent cyber criminals from stealing
sensitive information.

Missing, poor, or weak encryption leads to the transmission of sensitive
data in plaintext. This risks its exposure to unauthorized parties if
intercepted or obtained through a brute-force attack. To avoid this,
users should use strong encryption methods, including Advanced
Encryption Standard (AES) or Rivest-Shamir-Adleman (RSA) encryption,
and always ensure sensitive information is encrypted while at rest, in
processing, and in transit.

Unpatched Applications or Servers

Cyber criminals are always on the lookout for potential open doors or
vulnerabilities in software and servers. When they find and exploit a
vulnerability that no one is aware of until the breach occurs, this is
known as a zero-day attack.

Organizations and users can avoid this type of attack by ensuring their
software, operating systems, and servers are patched. This means
applying a software update or fixing code to a program or server to
remove the vulnerability. Regular patching by software developers is the
best strategy for mitigating potential attacks. To assist with this and
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prevent any gaps that could present a vulnerability to an attacker, users
should ensure automatic software updates are enabled. Distributed
Denial of Service (DDoS)

A DDoS attack occurs when an attacker overloads a server with
internet traffic using multiple machines, also known as a botnet. This
prevents users from accessing services and can force the organization’s
site to crash.

A DDoS attack can be mitigated through the use of firewalls to filter and
prevent malicious traffic. Other defence tools include regular risk
assessments, traffic differentiation to scatter traffic and prevent a
targeted attack, and rate-limiting to restrict the number of requests a
server can receive.

Exploitation Techniques: Understanding the Attacker's Methods

An attack, particularly if carried out by a skilled adversary, may consist of
repeated stages. Understanding the types of attack, and the stages
involved, will help you to better defend yourself.

It's useful to group attacks into two types: targeted and un-targeted.
Un-targeted cyber attacks

In un-targeted attacks, attackers indiscriminately target as many
devices, services or users as possible. They do not care about who the
victim is as there will be a number of machines or services with
vulnerabilities. To do this, they use techniques that take advantage of
the openness of the Internet, which include:

. phishing - sending emails to large numbers of people asking for
sensitive information (such as bank details) or encouraging them to
visit a fake website

. water holing - setting up a fake website or compromising a
legitimate one in order to exploit visiting users

. ransomware - which could include disseminating disk encrypting
extortion malware

« Scanning - attacking wide swathes of the Internet at random


https://www.fortinet.com/resources/cyberglossary/ddos-attack

Targeted cyber attacks

In a targeted attack, your organisation is singled out because the
attacker has a specific interest in your business, or has been paid to
target you. The groundwork for the attack could take months so that they
can find the best route to deliver their exploit directly to your systems (or
users). A targeted attack is often more damaging than an un-targeted
one because it has been specifically tailored to attack your systems,
processes or personnel, in the office and sometimes at home. Targeted
attacks may include:

. spear-phishing - sending emails to targeted individuals that could
contain an attachment with malicious software, or a link that
downloads malicious software

. deploying a botnet - to deliver a DDOS (Distributed Denial of
Service) attack

. subverting the supply chain - to attack equipment or software
being delivered to the organisation

Stages of an attack

Regardless of whether an attack is targeted or un-targeted, or the
attacker is using commodity or bespoke tools, cyberattacks have a
number of stages in common. An attack, particularly if it is carried out by
a persistent adversary, may consist of repeated stages. The attacker is
effectively probing your defences for weaknesses that, if exploitable, will
take them closer to their ultimate goal. Understanding these stages will
help you to better defend yourself.

We have adopted a simplified version of the Cyber Kill Chain (produced
by Lockheed Martin) to describe the four main stages present in most
cyberattacks:

. Survey - investigating and analysing available information about the
target in order to identify potential vulnerabilities

. Delivery - getting to the point in a system where a vulnerability can
be exploited

. Breach - exploiting the vulnerability/vulnerabilities to gain some form
of unauthorised access

. Affect - carrying out activities within a system that achieve the
attacker’s goal

The survey stage


https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Attackers will use any means available to find technical, procedural or
physical vulnerabilities which they can attempt to exploit.

They will use open source information such as LinkedIn and Facebook,
domain name management/search services, and social media. They will
employ commaodity toolkits and techniques, and standard network
scanning tools to collect and assess any information about your
organisation’s computers, security systems and personnel.

User error can also reveal information that can be used in attacks.
Common errors include:

. releasing information about the organisation’s network on a technical
support forum

« neglecting to remove hidden properties from documents such as
author, software version and file save locations

Attackers will also use social engineering (often via social media) to
exploit user naivety and goodwill to elicit further, less openly available
information.

The delivery stage

During the delivery stage, the attacker will look to get into a position
where they can exploit a vulnerability that they have identified, or they
think could potentially exist. Examples include:

. attempting to access an organisation’s online services

. sending an email containing a link to a malicious website or an
attachment which contains malicious code

« giving an infected USB stick away at a trade fair

. Creating a false website in the hope that a user will visit

The crucial decision for the attacker is to select the best delivery path for
the malicious software or commands that will enable them to breach
your defences. In the case of a DDOS attack, it may be sufficient for
them to make multiple connections to a computer in order to prevent
others from accessing it.

The breach stage



The harm to your business will depend on the nature of the vulnerability
and the exploitation method. It may allow them to:

. make changes that affect the system’s operation
« (Qain access to online accounts

. achieve full control of a user’'s computer, tablet or smartphone

Having done this, the attacker could pretend to be the victim and use
their legitimate access rights to gain access to other systems and
information.

The affect stage

The attacker may seek to explore your systems, expand their access
and establish a persistent presence (a process sometimes called
‘consolidation’). Taking over a user’'s account usually guarantees a
persistent presence. With administration access to just one system, they
can try to install automated scanning tools to discover more about your
networks and take control of more systems. When doing this they will
take great care not to trigger the system’s monitoring processes and
they may even disable them for a time.

Determined and undetected attackers continue until they have achieved
their end goals, which may can include:

. retrieving information they would otherwise not be able to access,
such as intellectual property or commercially sensitive information

. making changes for their own benefit, such as creating payments
into a bank account they control

. disrupting normal business operation, such as overloading the
organisation’s internet connection so they cannot communicate
externally, or deleting the whole operating system from users’
computers

After achieving their objectives, the more capable attacker will exit,
carefully removing any evidence of their presence. Or they could create
an access route for future visits by them, or for others they have sold the
access to. Equally, some attackers will want to seriously damage your
system or make as much ‘noise’ as possible to advertise their success.



Defensive Measures: Analysing the Target's Security Response

In an effort to shed light on the topic of targeted attacks, we have
released a series of articles that tackle the different aspects of a targeted
attack; what it is and what it can do, its impact to companies, and its
components. This is where we discuss countermeasures and what to do
in the event of a targeted attack.

Before anything, let us recap what a targeted attack is. A targeted attack
happens when a specific company, or a set of people in the company,
are targeted by threat actors in an attempt to infiltrate their network and
steal information. They're usually are long and sustained attacks that
often occur without the targets knowing it. Once threat actors get access
to the company network, they work to gain further access in search of
their target data. This whole process could take months to accomplish,
with data exfiltration as main goal. The effects of a successful Targeted
Attacks include the theft of intellectual property, business disruption,
financial and reputation loss, and customer information loss.

How to Defend Your Data from Targeted Attacks
Data Classification

Threat actors behind targeted attacks spend an enormous amount of
time and effort looking for specific data that they can steal, sell, or use
later on. Categorizing data is the first step to secure them, and access to
specific data should be limited to workgroups that require it.

Data Protection Infrastructure and Network Segmentation

How a network is structured can affect data security. The sensitive data
needs to be stored in separately, where higher security clearance is
required before it can be accessed. Companies can utilize multi-tier
access data storage and place it in a separate or disconnected network.
Poorly configured networks can open the entire corporate data
infrastructure to threat actors.

Dividing the network into segments according to functions is also a good
to minimize the impact of a targeted attack. Segmentation allows better
network administration and assigning privilege to certain users. This
makes lateral movement from the threat actor very difficult, requiring
them to go through more machines or obtain better user privileges to
move from one network to another.


http://blog.trendmicro.com/trendlabs-security-intelligence/identifying-and-dividing-networks-and-users/

Personnel Education and Threat Intelligence

It is very important for employees, regardless of expertise or role, to
learn about basic threat intelligence. Companies can offer free seminars
or properly brief their employees about threat actors’ tools, tactics, and
procedures. They can also refer to past events to show the gravitas of
the situation. Ultimately, this knowledge lessens the chances of human
error.

The enterprise may also set up protocols for lost or stolen company
equipment to further boost security. Proper account maintenance should
also be exercised, such as regular password replacement, making sure
passwords are strong, and consistent monitoring by local IT.

Securing User Accounts and Accountability

It is very common for workplaces to give employees their own accounts
and access to the network. However, accounts have to be configured to
limit employee access to data that they need. Likewise, limiting the
number of high priority users that can access sensitive data makes it
harder to be infiltrated.

Log Analysis

While it is very difficult to know if an attack is currently ongoing, the
presence of attackers may be revealed with systematic log checking and
analysis. By working with security information and event management
(SIEM) or security event manager (SEM) groups, companies would be
able to see patterns in the lateral movement of these threat actors and
create countermeasure for the threat.

Incident Response

For companies keeping sensitive data or for industries that are known to
be targets of threat actors, knowing how to respond to targeted attacks
IS a necessity. Incident response can be summed up in four steps:

Prepare — Plan for a targeted attack before it happens. This includes
building threat intelligence, dealing with normal threats, identifying
abnormal threats, and learning new techniques to help improve threat
response.
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Respond — Once an attack is identified, fast action is necessary. This
pertains to threat containment and removal, damage assessment, and
continued monitoring of existing network activity.

Restore — The Company must restore its operations on two fronts.
Internally, it must revert back to its regular operations after responding to
the threat. Externally, the company must reach out to its stakeholders
and customers to communicate the scope of the damage done by the
attack, as well as provide steps on mitigating possible damage.

Learn — Companies must gain knowledge from their experiences. Each
incident can shed further light on a possible future situation—what
worked and what didn’t work? What can be improved? This information
can be vital when it's time to respond to future threats.

Evaluating the Success of Defensive Strategies against the
Cyberattack

Conduct a Comprehensive Risk Assessment:

A crucial first step in building robust cybersecurity defences is to
conduct a thorough risk assessment. This involves identifying potential
vulnerabilities, evaluating their impact, and understanding the likelihood
of exploitation. By understanding the specific risks faced by your
organization, you can prioritize your efforts and allocate resources
effectively.

Implement Multi-Layered Defense Mechanisms:

Cybersecurity is not a one-size-fits-all solution. Implementing a multi-
layered defence strategy is vital to protect against a wide range of
threats. This includes deploying firewalls, intrusion detection systems,
antivirus software, and implementing strong access controls.
Additionally, consider adopting advanced technologies like behavioural
analytics and artificial intelligence to detect and mitigate emerging
threats.

Educate and Train Employees

Maximising Employee Security Awareness

One of the weakest links in cybersecurity is human error. Employees
must be educated about the importance of cybersecurity and trained on
best practices for data protection. Regular awareness programs,
phishing simulations, and training sessions can help create a security-
conscious culture within the organization.
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Stay Updated with Patches and Security Updates:

Cybercriminals exploit vulnerabilities in software and systems. Keeping
all software and systems up to date with the latest patches and security
updates is crucial. Establish a robust patch management process and
monitor vendor notifications for any security vulnerabilities that may
require immediate attention.

Leverage Encryption and Data Protection Measures:

Encrypting sensitive data both at rest and in transit provides an
additional layer of protection. Implement strong encryption algorithms to
secure confidential information, such as customer data or intellectual
property. Additionally, consider implementing data loss prevention (DLP)
solutions to prevent unauthorized data exfiltration.

Conduct Regular Security Audits and Penetration Testing:

Periodic security audits and penetration testing help identify
vulnerabilities and validate the effectiveness of your cybersecurity
measures. Engage external experts to conduct thorough assessments
and provide recommendations for improvement. By regularly evaluating
and testing your defences, you can proactively identify and address any
weaknesses before they are exploited.

As the threat landscape continues to evolve, organizations must
remain vigilant and proactive in strengthening their cybersecurity
defences. By implementing effective strategies, conducting
comprehensive risk assessments, educating employees, and staying
updated with the latest security measures, we can better protect our
valuable assets from cyber threats.

Lessons Learned: Insights Gained from the
Cyberattack

For over a decade, | have analysed the root causes, trends and patterns
from what post-breach management specialists like to call unauthorized
third parties performing really sophisticated cyberattacks. In the past,
these cyberattacks were rarely “sophisticated” — and “unauthorized third
parties” almost always meant cybercriminals.

2022 was different because infamy, that quality of becoming well-known
for being cosmically bad at something, or an epic clown act, is no longer
a prerequisite when it comes to having your digital landscape
compromised. It is no longer *always* the organizations with lousy
cybersecurity that are getting their data hacked.



In 2022, when it comes to large breaches, the unauthorized third
parties are not necessarily the traditional organized gangs of
cybercriminals from years gone by — they might be rogue nation-states
or gifted (albeit misdirected) teenagers. Many of the

cyberattacks are now looking far more sophisticated than in previous
years.

The past year has been so full of breaches, not even the tech journalists
can agree on what measurement to use to work out which of the hacks
or breaches are the worst. Should it be monetary? Number of people
impacted? Amount stolen? Remediation cost?

For those reasons, | am going to take what | think are the three largest
data breaches (based on number of records stolen) and identify what
key lessons we can take from them.

We start with the smallest of the three data breaches:

Optus (9 million)

“Cyber Security. We won't just do better. We'll do best” declares the
Optus cyberattack response page. A bold statement given that up to 9.8
million people could be impacted by the breach, which equates to
approximately 40% of the entire population of the country it operates in,
Australia.

Optus has not officially divulged the root cause, but various sources
report that the intrusion leveraged an application programming interface
(API) that could retrieve customer details without any authentication.
Why? Because it was *thought* that the APl would only ever be
instantiated within secure network areas.

Allegedly — due to human error — a build engineer placed an instance of
this API (with access to real data) in a test environment — and that test
environment was accessible over the internet. Additionally, the records
inside the database had insecure serialization — meaning the intruder
could use example customer record IDs to predict the reference ID of
other records.

If the information above proves to be correct, there were multiple,
significant major and critical security control gaps at Optus (what | have
always referred to as stacked risks). As | have stated in the past, any
enterprise taking a siloed approach and looking at individual risks can
easily miss the potential magnitude of their overall exposure.
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Optus has set aside ~$95m (A$140m) to cover the fallout from this data
breach.

Lesson Learned from Optus Breach: Do not be tempted to let
multiple known security risks sit unresolved because your organization
*thinks* there is another layer of security in place. Why? *Because* that
other layer of security will be taking the same approach.

As with every mega breach, intruders need to find multiple holes in the
security of a digital landscape to do real damage and take substantial
amounts of data.

Uber (57 million):

This next example begins with an attack vector that is part of an
intrusion trend. The hacker, in this case understood to be a teenager
affiliated with Lapsus$, compromised the multi-factor authentication
(MFA) by bombarding one person with authentication requests.
Eventually, the authorized user accepted one of the bogus
authentication requests, enabling the intruder to gain access to the
company VPN (virtual private network).

(Side note: In a prior cyberattack earlier in the year, Lapsus$ had a 5%
success rate in this type of MFA request-bombing attack vector, which
was much higher than the 0.1% predicted by some marketing materials.)

Once inside the Uber VPN, the attacker was able to leverage several
sub-optimal security configuration settings within the network and locate
a PowerShell script that contained hard-coded privileged account
management system (PAMS) credentials.

Once inside the PAMS, the intruder was able to access multiple tools
and storage areas containing millions of Uber drivers and user records.

Lesson Learned from Uber Breach: Never rely on MFA alone to
protect critical assets. Expect that hackers will compromise MFA on
occasion and will target your highest value security assets (such as
PAMS).

Take steps to mitigate the potential for compromise of these systems by,
for example, minimizing any system accounts to the very least privilege
they require, having automated monitoring alerts for any unusual
behaviours and enforcing the highest standards of security best practice.



If you *must* place privileged access credentials in any system scripts,
then compensating controls, such as surgically limiting permissions and
automated monitoring, will be required.

Neopets (69 million)

... Although | did state that an enterprise no longer needs to fail badly at
cybersecurity, in my view, this breach seems to flatly fall into that
category. Neopets managed to get its source code and 69 million user
details stolen ... without noticing until the cybercriminal offered to sell
their database.

As Neopets put it in their statement:

What Information Was Involved?

After our investigation, we have determined that for past and present Neopets players, affected information may include the data provided when
registering for or playing Neopets, including name, email address, username, date of birth, gender, IP address, Neopets PIN, hashed password, as
well as data about a player's pet, game play, and other information provided to Neopets. For players that played prior to 2015, the information also
could have included non-hashed, but inactive, passwords. This information appears to have been accessed and potentially downloaded between
January 3-February 5, 2021, or July 16-19, 2022.

We do not store users' government issued identification numbers, bank account information, or payment card information.

As part of that same statement, Neopets stated that it “... is committed
to safeguarding our players' personal information.” — Which felt a little
hollow — but at least the company committed to more extensively
implementing MFA and strengthening security.

With the dwell-time (time from intrusion to discovery) of around 16
months, the intruders were able to take a leisurely stroll around the
internal digital landscape for a long time without any fear of detection.

Lesson Learned from Neopets Breach: Underinvestment in
cybersecurity continues to be a false economy. Breaches create brand
damage, remediation work and potential regulatory fines that massively
outweigh any initial cost-savings from underspending on security
operations. When regulators look at organizations after a breach, the
main question is: Can this enterprise demonstrate due diligence in
how it invested in and operated its cybersecurity BEFORE the
breach took place?

Average Isn’t Good Enough

2022 saw most organizations continuing to scale up their investments in
cybersecurity as awareness grew that skimping on InfoSec was not a
wise or viable way forward. Nonetheless, 2022 was still a cyberattack
wasteland because the threats are still moving faster than the *average*
enterprise.
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Hackers (ethical or otherwise) can get in through the tiniest of gaps. If
there are layers of security gaps, then intruders can also get back out
with a lot of data.

Expect that it is the multiple unresolved gaps that can seem small on
their own that hackers can stack together to form a bridge into and back
out of your critical systems.

Expect intruders to try to target and re-purpose the tools and processes
your enterprise uses to keep itself secure (such as multi-factor
authentication and PAMS).

For me, the primary breach lesson from 2022 is this:

Recommendations to Bolster Cybersecurity Posture

A decuplet of best practices to help organizations improve security

posture
In the 21st century, security isn’t just a concern; it's a necessity.

Organizations must constantly adapt to evolving cybersecurity minefield.
The challenges are endless, from new forms of malware to complex
insider threats, from the rise in nation-state bad actors to unconscious
insider threats. However, robust security isn’t unattainable, and
prevention is always better than playing whack-a-mole to attacks in
response.
Below, we’ll explore ten fundamental ways organizations can beef up
their security posture for best practices, minimal friction, and compliance.
Often required as industry standards, these actions have the added
benefit of reducing cyber insurance premiums, minimizing the blast
radius of any attack, improving and modernizing processes,
benchmarking approved activity, and raising cybersecurity awareness
across the wider org.
How to Improve Security Posture
1. Regular Security Awareness Training

Cybersecurity is not just a matter of technology; it's about people.

Regular training ensures that employees are aware of the latest

threats and know how to respond. From recognizing phishing
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emails to practicing proper password hygiene, educating staff can
turn them from potential security risks into the first line of defense.

. Utilize Multi-Factor Authentication (MFA)

Passwords alone are no longer enough. By using multiple forms of
verification, MFA adds that extra layer of security, ensuring that even
If a password is compromised, attackers can’t access the system
without the second factor, such as a fingerprint or a temporary code
sent to a mobile device.

. Regular Patch Management and Software Updates

Outdated software can contain vulnerabilities that are a goldmine for
attackers and the kiss of death for security. Regular updates and
patch management ensure that all known weaknesses are
addressed, reducing potential entry points and improving overall
security posture.

. Adopt a Zero Trust Architecture

as one of my colleagues once said, “It's 2023. If you want to trust
someone, get a dog.” The concept of “trust, but verify” doesn’t apply
in modern cybersecurity. Zero trust means exactly what it sounds
like: trust no one. Not even the devices, the application you use, or
the users inside the network. In a zero trust model, every access
request is strictly verified, regardless of where it originates. This
reduces the attack surface, minimizes insider threat risks, protects
against the effects of zero-day attacks, and enhances overall security
by ensuring that every user and device is authenticated, authorized,
and continuously validated. If you haven’t adopted zero trust already,
it's one of the most effective ways to improve security posture.

. Data Encryption

Data should be encrypted both at rest and in transit. If an attacker
gains access to the data, encryption ensures that they can’t read or
use it without the proper keys, rendering the stolen information
useless. With the advent of quantum computing and more
sophisticated data decryption, it is becoming more and more
important to stay ahead of advances in encoding.

. Network Monitoring and Incident Response

Continuous network monitoring enables organizations to detect and
respond to threats in real-time. A well-designed incident response
plan ensures that, when a breach does occur, the impact is
minimized and recovery is as swift as possible.

. Compliance with Regulations

Regulations like GDPR, HIPAA, and PCI DSS (to name but a few)
outline specific security measures that organizations must adhere to.
Compliance doesn't just avoid legal penalties; it also ensures that
best practices are followed.
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8. Implement Lateral Movement Protection
once an attacker gains access to a network, they often move laterally
to find valuable data or further exploit the system. Lateral movement
protection helps monitor and control internal network movements,
detect suspicious activities, and stop them in their tracks. By
isolating applications and segmenting networks, organizations can
minimize the potential damage from an attacker moving freely within
the system.
9. Cloud Security Protocols
As businesses increasingly rely on cloud services, ensuring
the security of data in the cloud is paramount. Organizations can
protect their data across various cloud platforms using robust
encryption, access controls, and monitoring. In 2023, default cloud
security is not enough.
10. Regular Security Assessments and Audits
Finally, organizations must regularly assess their security measures.
Regular audits uncover vulnerabilities and ensure that security
controls are functioning as intended. It's an essential step toward
maintaining an adaptive security posture, especially in today’s fluid
and ever-changing risk environment.
A Stack to Improve Security Posture
Improving an organization’s security posture is a ‘multifaceted’ task. It
involves a mix of technology, policy, training, and continuous
assessment. It involves a stack for a multi-layered approach to best
practices. However, organizations can build a resilient defense against
evolving cyber threats by adopting fundamental ten practices.
Security isn’t static; it's an ongoing process that demands vigilance,
adaptability, and a commitment to best practices. In the battle against
cyber threats, preparation and prevention are the keys to success.

Future-Proofing Against Cyber Threats: Tools and
Technologies

Future-proofing in cybersecurity refers to the strategic approach of
designing security measures that are adaptable and robust enough to
protect against both current threats and those yet to emerge. It involves
a combination of technological, procedural, and educational strategies
aimed at maintaining a strong security posture over time.
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Key Strategies for Future-proofing Cybersecurity

1. Embrace a Zero Trust Architecture

Zero Trust is a security model that operates on the principle of "never
trust, always verify." By assuming that threats could originate from
anywhere, organizations can implement strict access controls and
continuous verification processes, significantly enhancing their security
posture.

2. Invest in Scalable and Modular Solutions

Adopting scalable and modular security solutions allows organizations to
adjust and expand their cybersecurity measures as needed. This
flexibility is crucial for accommodating growth, adopting new
technologies, and responding to evolving cyber threats.

3. Leverage Al and Machine Learning

Artificial intelligence (Al) and machine learning (ML) technologies offer
the ability to predict and identify emerging threats by analysing vast
amounts of data for suspicious patterns. Investing in Al-driven security
tools can provide organizations with proactive defense mechanisms.

4. Continuous Education and Training

Cybersecurity is as much about people as it is about technology.
Regularly training employees on the latest cybersecurity best practices
and emerging threats can create a culture of security awareness,
significantly reducing the risk of breaches due to human error.

5. Stay Abreast of Regulatory Changes

With the legal landscape around data protection and privacy continually
evolving, organizations must remain informed about regulatory changes.
Adapting compliance strategies in real-time is essential for avoiding legal
penalties and maintaining customer trust.

Real-world Case Study: A Global Retailer's Approach to Future-
proofing Cybersecurity

A leading global retailer faced the challenge of protecting its vast digital
ecosystem against an increasingly sophisticated threat landscape.
Recognizing the need for a future-proof cybersecurity strategy, the
retailer implemented the following measures:

« Zero Trust Network Access (ZTNA): Transitioned to a Zero
Trust architecture, ensuring rigorous access controls and
verification for all users, regardless of their location.

« Al-driven Threat Detection: Deployed Al and ML tools to
monitor its network for unusual activity, enabling the early
detection and mitigation of potential threats.



« Cybersecurity Training Program: Instituted a comprehensive
cybersecurity training program for employees, focusing on the
latest security threats and prevention techniques.

« Regulatory Compliance Dashboard: Developed a real-time
compliance dashboard that automatically updates in response
to new regulatory requirements, ensuring ongoing compliance.

These strategic initiatives not only enhanced the retailer's defense
against current threats but also positioned it to adapt quickly to future
challenges. Within a year of implementing these measures, the retailer
reported a significant reduction in security incidents and an improved
ability to respond to new threats.

Cyber Security Best Practices:
Policy Development Question:

1Q. Imagine you are tasked with developing a
comprehensive cyber security policy for a medium-
sized organization. Outline the key components
that should be included in the policy, such as
access control, data protection, incident response,
and employee training. Discuss the importance of
each component and provide examples of specific
policies or procedures that could be implemented
to mitigate cyber security risks. Additionally,
address the challenges of policy enforcement and
compliance monitoring within the organization.
Finally, propose strategies for ensuring the
ongoing effectiveness of the cyber security policy
in the face of evolving threats and technologies.

Developing a Comprehensive Cybersecurity Policy for a
Medium-Sized Organization



As our reliance on digital systems and the emergence and
implementation of Al in small and medium-sized enterprises (SMES)
increases, we face a growing number of cyber security threats.
Developing a robust cyber security policy is crucial to protect your
business’ valuable data, maintain customer trust, and ensure business
continuity. This article outlines six key steps for SMESs to create an
effective cyber security policy that mitigates risks and safeguards your
operations.

A security policy is a crucial aspect of any organization's
cybersecurity strategy. It sets guidelines and procedures to protect
sensitive information, systems, and networks. Here are some common
guestions about the key components of a security policy.

A security policy serves as a roadmap for protecting an organization's
assets from potential threats. It provides clear guidelines on how to
handle and secure sensitive information, helps prevent unauthorized
access, and ensures compliance with industry regulations. By having a
security policy in place, organizations can proactively address security
risks and minimize the impact of potential cyberattacks.

Furthermore, a security policy helps create awareness among
employees regarding their responsibilities in maintaining data security. It
establishes a culture of cybersecurity within the organization and fosters
a sense of trust with customers and partners who rely on the protection
of their information.

The main components of a security policy:

A security policy typically consists of several key components. These
may include:

1. Statement of intent: This section describes the purpose and objectives
of the security policy, outlining the organization's commitment to
safeguarding its data and systems.

2. Scope: The scope defines the systems, networks, and assets covered
by the security policy. It clarifies the boundaries within which the policy
applies, ensuring comprehensive coverage without being overly broad.

3. Roles and responsibilities: This component delineates the
responsibilities of individuals within the organization concerning security,



such as management, IT staff, and end-users. It ensures that everyone
understands their role in maintaining a secure environment.

4. Access control: This section outlines the rules and procedures for
granting access to resources. It includes guidelines for user
authentication, password management, and data classification, ensuring
that only authorized individuals can access sensitive information.

5. Incident response plan: A security policy should also include a well-
defined plan for handling security incidents. This plan outlines the
necessary steps to be taken in the event of a data breach, cyberattack,
or other security incidents, ensuring a swift and effective response.

Six key steps for SMEs to create an effective cyber security policy that
mitigates risks and safeguards your operations.

1. Assess your vulnerabilities through regular IT auditing

Start by conducting a thorough assessment of your business's unique
cyber security vulnerabilities. Regular IT system audits identify potential
entry points for cyberattack, such as outdated software, weak
passwords, or inadequate employee training. Consider the types of data
you handle, including customer and supply chain information, financial
records, and intellectual property. Understanding your vulnerabilities will
guide your policy development and help prioritise security measures.

2.  Set clear goals and objectives

Establish clear goals and objectives for your cyber security policy.
Define what you aim to achieve, such as protecting sensitive data,
ensuring regulatory compliance, and minimising business disruptions.
Ensure that your policy aligns with industry best practices and relevant
compliance standards, such as the General Data Protection Regulation
(GDPR). Setting specific objectives provides a framework for policy
implementation and evaluation.

3. Defineroles and responsibilities

Clearly define the roles and responsibilities for each employee regarding
cyber security within your business. Identify who will be responsible for
policy development, implementation, monitoring, and incident response.
Assign specific individuals or teams to oversee cyber security tasks and
establish reporting protocols to ensure accountability. Clearly defining
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roles helps ensure that everyone understands their responsibilities and
ensures your business fosters a culture of cyber security awareness.

4.  Establish best practices

Develop best practices that address the specific vulnerabilities you
identified during the assessment and audit stage. This may include
enforcing strong password policies, implementing multi-factor
authentication, regularly updating software and systems, and securing
network infrastructure. Employee education surrounding safe browsing
habits, phishing awareness, and social engineering tactics. Implement
measures to protect against malware, including firewalls, antivirus
software, and intrusion detection systems.

5. Employee training and awareness

One of the most critical elements of a cyber security policy is employee
training and awareness. Conduct regular training sessions to educate
employees about the importance of cyber security, common threats, and
best practices. Emphasise the significance of identifying and reporting
potential security incidents promptly. Encourage a culture of cyber
security awareness by promoting ongoing education and providing
resources such as posters, newsletters, and awareness campaigns.

6. Incident response and recovery

Develop a cyber response plan that outlines the steps to be taken in
the event of a cyber security incident. This plan should include
procedures for containing and mitigating the incident, notifying relevant
parties, preserving evidence, and initiating recovery processes.
Regularly test and update your plan, using ‘playbooks’ to ensure its
effectiveness.

Building a cyber security policy is a proactive step that SMEs must take
to protect their operations, customers, supply chain and reputation. By
assessing vulnerabilities, setting clear goals, defining roles,
implementing security controls, training employees, and preparing for
incident response and recovery, SMEs can establish a strong foundation
for cyber security.

Remember that cyber security is an ongoing concern, and regular review
and updates to your policy are essential to keep up with evolving threats.
If you need support with any of the points raised in this article, please
get in touch with one of our engineers. We're happy to have a
conversation about how you can better protect your business.

The key components that should be included in the
policy, such as access control, data protection,
incident
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A security policy is like a set of guidelines that organizations follow to
protect their valuable information and systems from potential threats. It's
like having a superhero squad dedicated to defending against
cyberattacks and maintaining the integrity of sensitive data.

So, what exactly are the key components of a security policy? Think of it
as a recipe for a strong defense. Just like a delicious meal needs the
perfect blend of ingredients, a security policy requires a combination of
elements that work together to safeguard an organization's digital
assets. From establishing clear rules and procedures to implementing
robust technical controls, we'll explore each component in detail. Get
ready to become a cybersecurity aficionado!

Are you excited to uncover the secrets behind a solid security policy?
Great! In the following paragraphs, we'll explore the key components
that make up this vital defense mechanism. From setting the groundwork
to implementing effective controls, we'll guide you through the essential
elements that form a strong security policy. So, grab your virtual
magnifying glass and let's embark on this thrilling cybersecurity journey
together!

A security policy consists of several key components that play a crucial
role in protecting an organization's information and assets. These
components include risk assessment, access control, incident response,
security awareness training, and regular security audits. By
implementing these components, organizations can establish a strong
security framework to mitigate potential threats and ensure the
confidentiality, integrity, and availability of their valuable data. An
effective security policy is essential for safeguarding sensitive
information from unauthorized access or breaches.
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Understanding the Key Components of a Security Policy

A security policy is a crucial element in ensuring the protection of an
organization's assets and information. It serves as a guide for
employees, outlining the necessary measures and practices to maintain
a secure environment. The key components of a security policy help
establish a comprehensive framework that addresses potential threats,
risk management, and employee responsibilities. In this article, we will
delve into the various elements that make up an effective security policy.

1. Risk Assessment

Risk assessment is the initial step in developing a security policy. It
involves identifying and evaluating potential vulnerabilities and threats
that may impact the organization. By conducting comprehensive risk
assessments, organizations can gain insights into potential risks,
prioritize their mitigation strategies, and allocate resources effectively.
The process may include reviewing the physical security of premises,
analyzing information security systems, and assessing external factors
such as natural disasters or cyber-attacks.

An effective risk assessment should involve collaboration between
departments, including the IT team, facilities management, and senior
management. By identifying vulnerabilities and understanding the
potential impact, organizations can develop proactive strategies to
mitigate risks effectively.



2. Access Control

Access control is a vital component of any security policy. It ensures that
only authorized individuals are granted access to sensitive information
and critical areas within an organization. There are several aspects to
consider when implementing access control measures:

. Physical Access Control: This involves securing physical spaces such
as offices, data centers, and storage facilities. Measures may include the
use of security personnel, access badges, surveillance systems, and
biometric authentication.
. Logical Access Control: This focuses on securing digital systems and
networks. It involves implementing user authentication protocols,
password management policies, and role-based access control.
. Mobile Device Security: As more employees use mobile devices for
work, it is crucial to establish policies and procedures to ensure their
secure usage. This may include device encryption, strong authentication
mechanisms, and the ability to remotely wipe data in case of loss or
theft.

By implementing robust access control measures, organizations
can reduce the risk of unauthorized access and protect sensitive
information from falling into the wrong hands.

3. Incident Response

No organization is immune to security incidents or breaches. That is why
a well-defined incident response plan is essential. An incident response
plan outlines the steps to be taken in the event of a security breach,
ensuring a swift and appropriate response. The key components of an
incident response plan include:

. Preparation: Organizations must prepare for potential security incidents
by establishing incident response teams, defining roles and
responsibilities, and regularly conducting drills and training sessions.

. Detection and Analysis: Organizations need to have the necessary
tools and systems in place to detect and analyze security incidents
promptly. This may include intrusion detection systems, log monitoring,
and threat intelligence platforms.

. Containment and Eradication: Once a security incident has been
identified, it is essential to contain the impact and eliminate the root
cause. This may involve isolating affected systems, patching
vulnerabilities, and removing malware.



4. Recovery: After containing the incident, organizations need to focus on
restoring affected systems and services. Effective backup and disaster
recovery strategies play a crucial role in this phase.

5. Post-Incident Analysis: Conducting a thorough analysis of security
incidents helps organizations identify gaps in their security measures
and implement necessary improvements to prevent future breaches.
By having a well-defined incident response plan, organizations can
minimize the impact of security incidents and quickly regain control of
their systems.

4. Employee Awareness and Training

One of the weakest links in an organization's security posture is often its
employees. Therefore, an effective security policy should include
measures to raise employee awareness and provide regular training on
security best practices. By educating employees about potential risks,
social engineering techniques, and the importance of adhering to
security policies, organizations can significantly reduce the likelihood of
security incidents caused by human error.

Employee training should cover topics such as password hygiene, email
phishing, safe internet browsing practices, and physical security
measures. Simulated phishing exercises and periodic security
awareness campaigns can reinforce the importance of security practices
and remind employees to stay vigilant.

5. Compliance and Auditing

Compliance with relevant laws, regulations, and industry standards is a
critical aspect of an effective security policy. Organizations must ensure
that their security practices align with legal requirements and industry
best practices. This may include compliance with data protection
regulations, industry-specific security standards, and contractual
obligations with partners and customers.

Auditing and regular security assessments play a vital role in ensuring
compliance and identifying areas for improvement. Organizations should
conduct internal audits or engage third-party auditors to assess their
security practices, identify vulnerabilities, and verify compliance. The
results of audits can inform updates and improvements to the security

policy.



6. Security Awareness Programs

Security awareness programs are an essential part of any
comprehensive security policy. These programs aim to educate
employees about potential security risks and promote a culture of
security within the organization. By conducting regular security
awareness sessions, organizations can reinforce the importance of
security practices, share updates on emerging threats, and encourage
employees to report any suspicious activities promptly.

Effective security awareness programs may include various initiatives,
such as newsletters, posters, online training modules, and interactive
workshops. The goal is to create a security-conscious workforce that
actively contributes to the organization's overall security posture.

7. Continuous Improvement and Evaluation

A security policy should never be static. It should be continuously
evaluated and improved to adapt to evolving threats and changes within
the organization. Regular evaluations help to identify gaps in security
measures, assess the effectiveness of implemented controls, and make
necessary adjustments.

Organizations can leverage metrics, incident reports, and feedback from
employees to evaluate the success of their security policy and identify
areas for improvement. By fostering a culture of continuous
Improvement, organizations can stay ahead of emerging threats and
ensure the ongoing effectiveness of their security measures.

Best Practices for Implementing a Security Policy

Now that we have explored the key components of a security policy, let's
discuss some best practices for implementing and maintaining one
effectively:

1. Start with a Comprehensive Risk Assessment

Conduct a thorough risk assessment to identify potential risks, prioritize
them, and allocate resources accordingly. This will provide a strong
foundation for developing your security policy.

2. Involve Stakeholders from Across the Organization

Ensure that representatives from different departments are involved in
developing the security policy. This will help to address diverse security
concerns and foster a sense of ownership.



3. Keep the Policy Simple and Easy to Understand

Avoid using unnecessary jargon or complex language in your security
policy. Make it accessible to all employees by using simple terms and
clear instructions.

4. Regularly Review and Update the Policy

Revisit and update the security policy periodically to incorporate
emerging threats and technological advancements. Keep it relevant and
aligned with current best practices.

5. Provide Ongoing Training and Education

Continuous training and education are essential to ensure that
employees stay up-to-date with security best practices and understand
their role in safeguarding the organization's assets.

6. Foster a Culture of Security

Make security a shared responsibility and encourage employees to
report any security concerns or incidents promptly. Reward and
recognize employees who actively contribute to the organization's
security.

7. Regularly Test and Assess Security Measures

Conduct periodic security assessments, penetration tests, and
simulations to identify vulnerabilities and validate the effectiveness of
implemented controls. Use the results to make informed improvements.

In conclusion, a security policy is a crucial component for
organizations aiming to protect their assets and information. By
incorporating comprehensive risk assessments, effective access control
measures, incident response plans, employee awareness programs, and
ongoing evaluation, organizations can create a robust security
framework. Regular updates, employee training, and external audits
ensure compliance and continuous improvement. Implementing a
security policy requires a holistic approach that involves all stakeholders
and fosters a culture of security awareness.

Key Takeaways: "What Are the Key Components of a Security Policy?"

A security policy outlines guidelines and procedures for protecting
sensitive data and information.



It includes access control measures to ensure only authorized
individuals can access resources.

A security policy also addresses data encryption and secure
communication protocols.

Regular security audits and monitoring are essential components of a
security policy.

Employee awareness and training play a crucial role in implementing a
security policy effectively.

How should a security policy be communicated to employees?
Communicating the security policy effectively to employees is vital to
ensure understanding and compliance. Here are some best practices:

1. Clear documentation: The security policy should be documented in a
clear and concise manner, avoiding unnecessary technical jargon. It
should be easily accessible to all employees through the company
intranet or shared drives.

2. Training and awareness programs: Conduct regular training sessions
and awareness programs to educate employees about the security
policy. These sessions can cover best practices, procedures, and
potential risks to enhance employees' understanding of their role in
maintaining security.

3. Acknowledgement and consent: Require employees to sign an
acknowledgement form stating that they have read, understood, and will
adhere to the security policy. This helps create a sense of responsibility
and accountability among employees.

4. Ongoing reminders and updates: Reinforce the security policy through
periodic reminders, newsletters, or internal communication channels.
Highlight any updates or changes to the policy to keep employees
informed and ensure compliance with the latest guidelines.

How often should a security policy be reviewed and updated?

A security policy should be reviewed and updated regularly to adapt to
the evolving threat landscape. The frequency of reviews may vary
depending on factors such as industry regulations and the organization's
risk appetite, but generally, it is recommended to review the policy
annually or when significant changes occur.



Regular reviews help identify any gaps or weaknesses in the policy and
ensure its alignment with current best practices and compliance
requirements. It is essential to involve relevant stakeholders, such as IT
personnel and management, in the review process to gather valuable
input and insights.

Setting up a security policy is important to keep things safe and secure.
It helps protect valuable information and keeps bad guys out. A good
security policy has three main parts: rules, roles, and tools. Rules tell
people what they can and can't do to keep things secure.

By adopting these strategies and staying proactive in
cybersecurity measures, organizations can enhance the resilience of
their cybersecurity policy against evolving threats and technologies.
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This environment will be made up of hardware and software. It helps control of access
rights and houses sensitive applications, which need to be isolated from the Rich OS. It
effectively acts as a firewall between the "normal world" and "secure world".
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