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1. Abstract 

 
Today, almost every business uses the internet for better communication, from individuals and 

partners, which raises many concerns about the safety of the network or computer connected 

to Internet. Internet security has become a major problem with existing devices. It also seems 

that stopping bad things will not affect us all. So, this study explores how to use a firewall to 

protect the internet by exploring different technologies and types of firewalls, as well as how it 

can help protect the internet. The settings set for the firewall and how to turn it off will also be 

discussed. It is suggested that the use of firewalls has played an important role in preventing 

widespread security threats on the internet, which should provide a solution to the problem and 

make it more efficient, safer internet. However, from this study, I suggest that the safety of the 

internet should be improved so that the security and access of Internet users is not compromised 

by neglecting or compromising themselves. perdition or fear.This information is about rumours 

about the use and configuration of a web application firewall that protects the purpose of the 

application by supporting incoming requests and their restrictions by the program. These 

principles, in turn, are mastered by users of traffic through the application. Because many web 

applications, including those operated by the government, are generally easy to use, it is 

important to quickly introduce new procedures to prevent unauthorized access to data. Learn 

Apps WebWall offers flexible, customizable and easy-to- submit application solutions. 

However, there are concerns about processing data used to learn systems that may in some 

cases correctly violate firewall rules. These concerns were raised by commentators.

Chapter No Chapter Name Page 

Number 

1. ABSTRACT  

2 Introduction  

3 Literature Survey  

4 Problem Statement  

5 Objectives  

6 Methodology  

7 Algorithms  

8 Implementation  

9 Results & Analysis  

10 Conclusion  

11 Future Scope  

12   



2. Introduction 

 

In order to ensure the security of filling and sending relevant information to customers for 

continued use on today’s sites, organizations need to go through various controls, and this leads 

to increased risk research. However, there are some challenges that people have to face in this 

era. First, one of the main problems of using surface vehicles is the need to identify them and 

determine which vehicles should be blocked. low delay response for related applications. 

Another difficult problem of using them is the poor quality, or how much the tool determines 

that the user is always bad and can interfere with their work, which can make the use of the 

tools more difficult than they want. 

The first reason we use well-known technology to create web applications. Many web 

development sites, such as PHP and ASP, are aware of security vulnerabilities, and opponents 

use these vulnerabilities to implement applications. The same is ultimately true for database 

engines that use this application. 

The second reason is also the width of the attack. The main users of the web application connect 

to the Internet. Anyone can try to kill or attack your app from the online beast. 

Almost all of these attacks fall into several categories, including SQL injection, web crawling, 

remote data sharing, lack of HTTP headers, robots, crawlers, and scanners. Search for weak 

web applications on the Internet, crash of large web applications and more.All of these attacks 

can be prevented. One way is to save code levels, which is hardly the job of the developer. In 

addition, it requires repair, maintenance, and repair across multiple stages of the application. 

An easy option is to purchase a Web Application Firewalls (WAF) and install them in front of 

the Web server to prevent multiple attacks. This provides central protection for web 

applications against excessive usage and inefficiency. 

Microsoft Azure also offers WAF services that provide protection against site overuse and 

crashes. Azure Application Firewall is a feature of Azure Application Gateway (Process Load 

Equalizer 7) and is primarily designed to protect Web applications from attacks such as SQL 

injection, cross-site scripting, and many more. It also implements the Open Web Application 

Security Project (OWASP) Statute Series. The Azure WAF service allows you to select some 

or all of the rights from the OWASP set of statutes.Azure Application Gateway has an IP 

address or public prefix, and application users will use that IP address to connect to the 

application gateway. The application controls a transit gateway and usually the transition to the 

appropriate end of the set. You can list application services, virtual machines, virtual machines, 

or even any other IP address in the set shown in the implementation part. 

According to a recent survey, 72% of research companies have been hacked in the last 24 

months. Most attacks occur well on the application layer (layer 7 of the OSI standard) - as this 

is still the most vulnerable area. While low-level devices are ultimately insecure, over the years, 

network systems have become so complex that they are difficult to crack and have some 

drawbacks. In addition, operating systems, web servers, and encryption engines are also secure 

- as they are usually provided by several vendors, all of which have large enough users to 

identify them early and fix them quickly. However, the applications on the site are different - 

usually different (although they replace different rules - such as some functions) 



and are usually managed by a consumer or a consumer. On the other hand, this reduces the 

average security of the rules (because information is scarce for companies operating in different 

industries), and conversely, the disadvantages are rarely seen before they are used. This is why 

the disadvantages of web applications are still 1:10 higher than those of a browser / operating 

system. 

 

 
In recent times, the changing nature of site usage has started to increase a lot, with each passing 

bad and bad applications and bad attempts and more and more for this to happen sometimes. 

The development of web applications as well as the appearance of the Internet has changed 

a lot. Most companies and individuals started using website apps in a day. The Website is an 

important link for all users around the world, where personal information about Website users 

is stored in an archive. Some activities contain sensitive information about users, such as e-

banking. Information on business security, passwords, and financial permissions. User data 

security is a major concern for all e-commerce owners and administrators, as it has had a 

profound impact on website usage throughout its history. Many attackers can hack some web 

applications and access personal information around the world by exploiting vulnerabilities in 

some web applications. Such cyber threats can cause financial damage to many parties as well 

as private companies and other construction companies. Various network security has been 

developed to identify and prevent various network threats. The idea of identifying a malicious 

website and sending information to another website where the same attacker can attack or use 

the same attack method plays an important role. The process needs to evolve faster and faster, 

and the system works with many web walls to identify, alert, prevent and track an attacker. 

 

3.Literature Review 

 
Many sites have vulnerabilities that are very easy to use. According to research conducted by 

the Web Application Security Consortium, "More than 13% of all research sites may be at



risk. Approximately 49% of web applications are faulty. High risk (urgent and critical) For 

automated testing, however, the reports and evaluations come from the white box in detail, and 

the rules for identifying vulnerabilities, which can reach 80-96%, are well developed. most 

recent in many areas in these areasbut also the hearts that the government dislikes. Routledge 

believes that "the application to the gold standard of information security, the Data Management 

Security Guide, offers the simple combination of information, expertise, ideas, and tools that IT 

professionals need today. Now in its sixth edition, this 3,200-page, 4- volume-independent file 

is under development.in the CISSP dialog and is updated annually. Each annual update, most 

recently in Volume 6, introduces changes to CBK in accordance with new policies and 

technologies. 

In 2011, Larry L. Peterson and Bruce S. Davie published the fifth issue of their book Computer 

Networks, which explores all aspects of computer networks. Danny Yee writes in his review: 

“In many ways, computer networks: a process to be seen in a larger communication guide 

sentences used to describe problems in its use). Connectivity problems (ethernet and signal 

rings, coding, framing, and error detection); for packet switching and routing; bridges, Internet 

access, IP and IPv6, DNS and multicast; end-to-end protocols (UDP, TCP, RPC, and conflict 

processing); and endpoints between endpoints (bulk terrestrial instruction, encryption, 

compression). 

One way is to follow the hotspot analysis with reliable applications and data and provide data 

from these sources reliably, to say that only reliable data can be part of the application. semantic 

queries such as keywords and SQL generators. He developed an idea to analyse the SQL 

injection. It monitors SQL authentication using MD5 renaming and algorithm. Use code for 

grammatical sentences to check the SQL injection in the URLs. There is no change in the 

application code according to their method. Resistance has been investigated and reduced. The 

increase in the number of registered users allows site applications to apply without delay and 

protect the application from SQL injection. It describes the process of preventing DDoS attacks 

against REST Web services, in which the source is identified by specific URLs created by the 

HTTP process. REST web servers easily use DDoS. It tracks the movement of the IP address 

using highly requested URLs and time scale as custom.There are many ways for a web 

application to crash. However, many different factors make up the most. Some of them are 

described below. These are the attacks that can be prevented (for the sake of difference) with 

the dynamic measurement methods described in this article. However, it is important to keep 

in mind that the list according to the SANS Top 25CWE list includes all the weakest points. 

An in-depth explanation goes back to other categories. Especially SQL Injection, are attack 

vectors that try to execute code on a target machine. In its simplest form, it is risky if the rate 

entered by the user returns a very high query and sends it to the translation target. The 

disadvantage of this attack often stems from insufficient access, which does not clean up or 

destroy the importance of measurement. Access to Parameter is a general concept for changing 

constraints sent by a server on demand, usually to set parameters that the server does not need. 

The purpose of this operation is to make the application requesting the application work as 

usual, it can be performed as needed. Modifications are examples of malfunctions, but the 

attack can also focus on application / server (DoS) failures or identity theft. 



The complexity and number of rules required to create a WAF is important for its adoption. 

Therefore, look for the natural right path and try to establish the rule of thumb. That is, 

supporting the WAF and the right to education.One of the main benefits of WAF training is the 

ability to store applications without installation or addition. Companies that use commercial or 

non-commercial products often have WAF-specific standards that protect their application, but 

companies that make special or well-designed applications. The site needs to take care of it. In 

such a situation, WAF training would be the best solution - providing personal protection 

without the need for a lot of work. The best place for a WAF is a traffic restriction or no and / 

or a residential area is part of a residential area. The following companies must decide on these 

solutions: - Portals and other dynamic, flexible websites - Banks and companies accept and 

accept tests against cyber threats. - Government agencies - not least almost all of them use 

special websites / special rules that do not employ security experts to protect them (do not know 

the reputation of the military).Web Pages: By considering the current link URL and the number 

of URLs listed on the page, you can determine how the current user's behavior follows the code. 

If the reference to the original URL is not found or is scarce, it may appear that the user is 

behaving badly, which means he is doing something wrong. Such a request can be ignored, 

preventing the application from affecting the hard-browsing environment. Plot size: If you have 

three matched sizes for each user metric specified on the page, you can subtract whether the 

current size fits the “normal” size. This is a common server function, which can be explained 

quickly afterwards. By controlling and accepting irrelevant needs, the application can prevent 

any attack, including SQL injection and scripting. Of course, the effectiveness of this method 

depends on the magnitude of the statistical behavior, which in turn depends on the number of 

structural data and the percentage of stress. bad or wrong efforts involving all situations. 

 

4.Problem statement 

 
In addition to the only engineering problems associated with creating an HTTP runtime, there 

are significant issues with creating and implementing WAF self-paced applications. These 

relate to the cost of the stored data, the stored data, and the application data considered in 

measuring the data set. 

Scope of data- One of the key factors influencing WAF’s ability to deal effectively with 

negative results is its ability to use reference data to evaluate it. If there is too much information 

and the WAF does not accept the legal benefits that are not yet included in the information 

used, there is too much and the WAF needs to be pre-trained, which can greatly affect 

performance (similar to that found in neural networks). Data retention time (DRT), which is 

the analysis of data, depends on the design of such users. changed weekly. It is unlikely that 

there is a reliable model that could help measure DRT, and this would be well known to 

administrators. It is important to note that the shorter the DRT, the more suitable the WAF is 

to modify the application, but there is a risk of a counterfeit server attack. 

Context of Parameter- From a user’s point of view, a web application (or part of its business) 

is a machine whose behavior and status depend on the user’s behavior. This means that in some 

cases the importance of lots or numbers or usage depends on the current 



situation. A similar example is money transfer, where the user can access the account number 

as a valuable item, but the user does it without login. As with Scope data, the best content will 

depend on the needs of the specified application, and in many landings, it is used as content, 

option and URL referring to and / or the conversation ID as a display. 

Storage of data-WAF sets the message that the user sends to the destination site. This means 

that you will also receive personal information, including authorization information (login 

name and password). However, if the WAF is able to measure the results relative to past data, 

it will retain the data over time. This leads to a significant problem retrieving resources and 

servers with sensitive data. Because the WAF does not know in advance that the data is 

understandable, it must apply the same rules to all metrics. One solution is to use the key to 

hide the stored data (preferably from the external onruntime of the WAF). The other is to store 

all the data in RAM only. The first solution is to invest a lot of money and always count on the 

energy required for encryption and decryption. The last way to put the backup file to a restore 

point is to leave the window open until a new file is written. A good but bad solution is to 

define a parameter that contains soft data. 

In terms of data collection and analysis, two different operating systems can be discussed. One 

is the learning experience (TL) and the other is the continuous learning scenario (CL). The TL 

situation requires the WAF president to clearly open and exit the course. In this mode, the 

system writes the parameter values based on the value used or puts them in a general value 

design or collection. At the end of the course, WAF switched to "working" mode, where it did 

not set a standard, only comparing approval costs with the experience learned. There are several 

reasons for this situation: - The size of the data stored at that time does not need to be taken 

into account. The data that are considered for standardized assessment are the data that are 

collected in the course. - Not all historical data need to be protected. At the end of the study 

period, all data can be sample or reasonable results. This also eliminates the problems of storing 

sensitive data mentioned earlier. - WAF defence attacks focus on your training. 

 

5. Objectives 

 
The first step in setting up a home firewall. Due to the difficulties and strength of the hosted 

site, the usual process / legacy and application required to open the site will not be realized due 

to the difficulties and strength of the day. to grow up in today's world. Therefore, it is important 

to understand what these goals are, where the WAF will fit into the security solution, and thus 

provide security to these aspects. 

In addition to financial constraints, decide to replace the firewall cloud WAF, hardware, or 

software as a firewall requirement. 

Another important decision in this process is whether to develop or further develop the WAF 

in order to achieve better solutions. In both cases, the following procedure is performed. 

The security code for firewalls for web applications 

The black / bad name tag allows traffic to scan and prevent / prevent any malicious requests. 

WAF should be involved in ongoing practice, otherwise it will play a small role. 



Allows active lists / templates for which all apps / traffic is blocked. This leads to poor 

performance, so constant and continuous changes will be the key to making the model work 

well. 

This type of hybrid security combines advantages and disadvantages, minimizes accidents, and 

improves web security. So here we see the need for hybrid security models to be able to 

compare well with negative models. This challenge alleviates the problem, leading to better 

security of web applications. 

Choosing the right type is very important and the user should keep in mind the details of their 

needs. 

The WAF type indicates the initial start-up type, in addition to the quality of the web 

application the hybrid storage type should be the starting point for any web business. Once this 

is done, it is important to know how to maintain the right value from the WAF 

Create and manage WAF forecasts 

To create or integrate any site service, developers must adhere to certain firewall application 

rules. So, when I create a firewall, I plan to set the values according to the appropriate rules. 

This course covers the research process, vehicle inspection, and OWASP for the popular music 

MO. 

Following the amendment of the law, the legal administration must be linked to changes in 

individual legal provisions. I plan to implement individual plans by adapting them to my 

situation and needs identified during planning. For example, I would not work for a community 

and a region. I will see that the WAF policy is constantly updated so that the business process 

does not change. 

I will ensure that the safety information and assessments that the WAF receives from security 

experts are used to determine eligibility when applying to the WAF. It also allows the security 

user to monitor and manage storage. I think you need to be there to check for undetectable 

machine errors. Most importantly, I will ensure that WAF policies provide protection for 

existing applications. 

Be smart WAF with AI and ML 

By constantly reviewing the WAF policy update against the risks involved, I was able to 

complete the security screening process of my application and improve my understanding of 

the attacks that occur on my site to make firewall web applications more create best. I am 

constantly learning from previous attack history and international threat documents and being 

made aware of the security risks of my existing applications, which allows for greater risk 

reduction. 

 

Firewall and its approach 

We’ve used firewalls and other training, and in fact, the issue isn’t off the internet. We have 

indoor firewalls that divide the parking lot from one building or another to another, for 

example. The fire wall is used to prevent the fire and the fire is spread slowly until the fire 

department extinguishes it. The same is true for car fires, which divide passengers in the 



engine compartment. In their last book on Internet firewalls, Cheswick and Bellovin stated that 

the Internet firewall has the following characteristics: a key in two or more networks through 

which all vehicles will pass (solid tents); The device can be operated and admitted to all 

vehicles. In the show, Bellovin later said, "Firewalls are a problem between 'us' and 'them' 

because of the lack of trust of 'them'." The first power network appeared in the late 1980s and 

was used by sailors to split networks into small LANs. Avolio, F. and Ranum. In these terms 

and using the words Cheswick, W. and Bellovin, "we" can mean "us". And "they" can be 

English departments. Such firewalls are shown to prevent problems caused by a single LAN 

affecting all networks. This was done so that the English department could install applications 

on its own network and manage its network as required by the department. Stations are kept 

under the router so that problems with network management errors or noise applications do not 

interfere with the entire school network. 

Expand and repair the safety wall below. These firewalls are made from something called 

bastion support. Probably the first fire station of its kind to use filters and proxies for Digital 

Equipment Corporation and integrated with the DEC firewall. Brian Reid and an engineering 

team at DEC's Network Systems Lab in Palo Alto began developing the DEC firewall. The first 

commercial firewall was installed and began on June 13, 1991 for the first customer, the East 

Coast pharmaceutical company, Avolio, F., and Ranum. Over the next few months, Marcus 

Ranum of Digital developed security proxies and modified other firewall codes. The electronic 

device is designed and called DEC SEAL (Secure Output Link). DEC SEAL has an external 

system called gate gatekeeper, an internet system that can communicate, gateway and location 

on Mailhub. 

Firewall technology can be used to secure a network from a system unit to a single storage port 

that will keep the Intranet connected to the public internet, thereby paving the way for complete 

cyber security. This can be further used to isolate the sub-network for providing cyber security 

within this related organization. The firewall usually uses three functions to protect the 

network: 

1. Filter package 

2. Circuit proxy 

3. Proxy application 
 

Packet filter 

Packet filtering scans the same header as the IP address monitored by the access control, 

without any changes. Because the work is simple, speed and efficiency always follow this 

procedure. There is one better! The work does not require special supervision from users and 

is completely independent, but that does not mean that they do not understand it properly. 

Understanding depends on the key. 

Packets can be filtered as follows: IP address (location and address), TCP / UDP port. Firewalls 

of this type can block connections to and from guests on multiple networks. This cost is small 

because they use router software and complete security due to their system configuration and 

complexity. 



Circuit proxy 

Proxy managers are the ones who have to look at all the messages in their package and this is 

an important difference between proxy networks and package wall filters. Assuming the 

location is given. Circuit, assuming confirmation of arrival, takes his (her) address and 

destination address. 

Compared to filter filters, gateway applications use more processing data and add more security 

as well as more rules and regulations. It is usually used by one or more owners and includes 

custom software developed for this organization. The gateway application provides a list of 

services that control access to global services such as Telnet and FTP. An external user cannot 

use the service unknowingly. Many companies use email. The gateway can function as a user 

reception and reception for remote users. 

Proxy application 

Depending on the filter wall of the packet and the peripheral proxy, the proxy of the application 

is more complex. The application proxy first understands the data in the application and then 

tries to correct users and assess the level of data risk. However, this complex but comprehensive 

feature comes at a price; it is usually necessary to reconfigure the user with a loss of clarity. 

An important difference with many network firewalls is that they handle traffic directly through 

them, which means you must have a blocked IP address or Internet address to use them. 

Network layer firewalls are usually very fast and can be used almost transparently. Application-

level firewalls are defined, operated by proxy servers, do not allow direct network operation, 

and perform complex logging and monitoring of traffic through them. Because applications are 

software running only on a firewall, they are a good place to perform access and control in a 

variety of ways. 

 

Limitations of firewall 

All the best in the world has its limits. Limitations make everything fall apart. It shows us what 

to use and what to avoid. C. Mahalakshmi described some of the limitations of firewalls, not 

only reducing its need, but also working hard to understand the limit. Listed below are some 

firewall restrictions for you to know. 

a) Firewall security is restricted in the area and it is impossible to fight the enemies inside 

it. 

b) Firewalls are not the best way to prevent some malicious activities and viruses (like 

trojans) 

c) Configuring package filters is not user friendly and difficult, so the resulting error is 

the result does not work. It is a complex system in which mistakes can be made easily, 

resulting in openness and security 

 

6. Methodology 

 
Design processes are designed to provide all product users with the best precautions and 

protection with the highest safety precautions. The main idea is to identify the purpose of the 

joint operation and send the data to the command-and-control center, which sends the data to 



another coordinator, to rule together with the same opponent and the same opponent. the type 

of strike as a general unit. Thus, basically, the body takes responsibility when the homeowner 

sees the attack and sends the necessary information to start sending the information to another 

customer and take the necessary measures to prevent such incidents in the first place. In 

addition, the system has safety precautions that prevent the point of failure throughout the body, 

such as other central and control areas in the event of a collision or stop, or any function in the 

main control area, does not operate in reverse. Management and administration of the 

institution above and below. Check the user interface to make sure the system is not changing 

and make sure the system is running smoothly. The main purpose is to reveal conflicting 

information to other users through a new type of site wall modification that can send and 

receive threat information and track received information.In this section, I have discussed the 

points to consider when creating a firewall application. In addition, there are a number of ways 

and means to implement a firewall in the system that I have focused on. In the main project, I 

will focus on developing firewall applications with knowledge of the following concepts and 

topics. 
 

Figure 1: web application firewall 

 

The system will take immediate action when it detects an attack and triggers a threat, and alerts 

other firewalls after reporting the attack information with command and control to counter the 

threat. The first step to starting the system is to identify the attacker and then send the results to 

the Office and Control, which forwards the information to all users. Connect to be aware of 

early action against the threat, depending on the type of firewall. and the rules involved, the 

centralized Web Firewall system is just one upgrade that can be applied to all Web Firewall 

technologies, giving it a unique new way to make the Web Firewall service different from Web 

Firewall to install. locating and managing process capabilities. The joint venture users updated 

the new threat detection information and took steps in the existing attack data, based on the 

information they received; the type, date, and time of the attack, and the IP address of the 

attacker. The figure below shows the process: 

Agent 



If you use proxy mode for WAF, the software is configured on a web server modelled according 

to the hardware configuration. While this facilitates server connectivity, it can affect storage 

space more effectively and provide fewer web servers with less distributed capacity. 

Cloud 

By using cloud providers as a WAF solution, web servers can take advantage of easy setup and 

unlimited visibility of capabilities. This is accomplished by allowing a third party to be in the 

middle of traffic between web servers and users. The disadvantages of this plan are the 

increased latency due to traffic passing through the cloud provider (which can be reduced if it 

is the only provider for the web application) and the fate of third-party information. 

 

 
Figure 2: WAF cloud mechanism 

 

 
Network location 

As defined for external or graphical devices, depending on the size of the organization, the 

concept of network implementation can be difficult when using WAF solutions. In an 

environment with multiple libraries that store applications that need to be maintained, complete 

WAF coverage (whether planned or scheduled vehicle copies) is established. can be a 

dangerous job. This can lead to significant investments in network transmission that require 

unused resources or switching to WAF solutions. 

False positive rate 

One of the biggest problems with WAF blockchain solutions is the lack of quality that they 

create. Negative prices can indicate how many users are blocked when they do not strike, which 

can lead to financial loss and damage to reputation. One of the main reasons that WAF solutions 

do not enter blockchain mode is that false positives sufficiently affect users, and the security of 

the team is bound to fail. Do not block the attack and just turn the medication into a scene that 

cannot stop it. 

Extensive 

Because the WAF needs to monitor traffic and determine whether or not to block it, the delay 

is exacerbated by the WAF application. Depending on the location and performance of your 

network, you may be limited to applications that rely on low-level responses to operate or 

engage their customers. 



Prevents attacks from web applications 

To benefit from this model, we need to be able to determine which ones are best protected. 

This reduces the regular delays for users and eliminates the possibility of adverse effects on 

them. To achieve this, we need to decide which one to put in "inline" mode: 

Traffic management 

Vehicle management is one way to determine if the vehicle equipment is operating in internal 

mode, where all requests are reviewed and blocked by the WAF when counted, i.e., the web 

application. This allows applications that have patience for delays to monitor their traffic and 

increase delays only when a threat is detected and requests are blocked. 

Fingerprint management 

By recognizing the traffic in the operating system, you can track the fingers that cause the site 

to request attacks and easily pass them through the WAF (increased latency). These fingers can 

be removed by linking to the requested location (IP address, user ID, user, or links) or by some 

fingerprint to be removed. can be added manually (e.g., 0-finger date or known stroke style). 

Once the operating system receives this fingerprint and adds it to the General Purchasing 

section so that the agent knows that it needs to run the WAF operation, this can be started by an 

intermediary. decided to send special fingers. by the WAF. 

Netblock Management 

Another option for traffic control is network block monitoring. This means that some known 

ISPs, utility providers, or other utilities have an increased risk of being attacked by them (either 

as an open source or anonymous source, such as a TOR) can be customized by the WAF 

function. This is done by switching the state store to a network of IP addresses of service 

providers or network members to let the agent know that he or she needs to send the message 

to the WAF. 

False rate control 

In order to find a way to prevent users who do not make the website requesting an attack, we 

must first distinguish between the weaknesses of the inspection system (DFP) and the 

weaknesses of the investigation. standard block (BFP). When we accept that there are flaws in 

the investigation process (meaning that the idea that a request will be the source of the 

complaint when it is not) we will focus on the absence. malfunctions and blocking processes 

(their request are suspended and prevented the normal user from accessing the software on the 

web server). One important thing to consider is that while it may remove the negative elements, 

the various applications will make it the wrong one that they do not have. Willingness to accept 

in the face of the risk of resistance to completion. Due to the fact that the false positives can be 

reduced by closing another frame around demand, the lower the negative value we need another 

frame we need, and this also means that more time from the attack has been tested. using the 

web application. Any application must address its own type of threat against user interference 

in order to find the true value of false information. This chapter will focus on how to prevent 

a user's request from being blocked and how we can 



best use the information we provide before deciding which one should be sent to a web server. 

 

 
Statistical Data Significance 

The following decisions apply only to the CL case, as all material in the TL case can be 

considered valid and valid. However, data collected by CL WAF may be inaccurate or even 

malicious - because these are written by anonymous, often anonymous individuals. For WAF 

to work properly, the following assumptions should be followed: The value of the inaccuracy 

measure is only a small fraction of the total results identified. The reason for this requirement 

is clear: a significant amount of error data instructs WAF to accept them as valid input. What 

is not clear is how to set the level "uncritically" for specific files. There is currently no specialist 

research on the distribution and grouping / distribution of key metrics for on-site services, so 

there is no clear information. The level of this priority is usually determined by the system 

administrator based on their previous experience, changing needs, and knowledge of the 

application. However, a critical measure has several characteristics that can be used to optimize 

the distribution. According to the writers' experience, many unnecessary numbers can be 

divided into the following groups: - Numerical numbers. Most creative people are numbers. In 

addition, key numbers are used to manage the status of the application, to check the archive, 

and so on. - Select values. These are usually tied to user preferences. Therefore, only a small 

number of values can be seen. Both of these groups are easily identified by simple heuristic 

methods. Therefore, it is necessary to add algorithms to estimate parameter values in 

engineering, although there are still limitations that do not fall into this category. (e.g. names) 

and is also a common target for attempted theft. 

7.algorithms          
 1. Signature-Based Detection 

 

1. Description: Utilizes predefined patterns or signatures to detect known threats such as 

SQL injections, cross-site scripting (XSS), and other common attack vectors. 

2. Pros: Effective against known threats; low false positive rate. 

3. Cons: Ineffective against zero-day attacks and new threats; requires regular updates. 

 

2. Anomaly-Based Detection 

 

4. Description: Establishes a baseline of normal traffic behavior and detects deviations 

from this norm, which may indicate an attack. 

5. Pros: Capable of detecting new and unknown threats; adaptive to evolving attack 

patterns. 

6. Cons: High false positive rate if the baseline is not accurately defined; requires 

continuous learning and adjustment. 

 

3. Behavioral Analysis 

 

7. Description: Analyzes the behavior of users and applications over time to identify 

patterns that may indicate malicious activity. 

8. Pros: Can detect sophisticated attacks that follow unusual patterns; reduces false 

positives by considering behavior over time. 

9. Cons: Requires extensive data collection and analysis; can be resource-intensive. 

 

4. Heuristic Analysis 

 



10. Description: Uses a set of heuristic rules or criteria to evaluate and identify potentially 

malicious activity. 

11. Pros: More flexible than signature-based detection; can identify new and emerging 

threats. 

12. Cons: Can generate false positives if heuristic rules are too broad; requires fine-tuning. 

 

5. Rate Limiting 

 

13. Description: Limits the number of requests a user or IP address can make in a given 

timeframe to prevent Denial of Service (DoS) and Distributed Denial of Service (DDoS) 

attacks. 

14. Pros: Effective against volumetric attacks; easy to implement. 

15. Cons: Can impact legitimate users if not configured properly; not effective against low-

and-slow attacks. 

 

6. IP Reputation Filtering 

 

16. Description: Blocks or restricts traffic from known malicious IP addresses based on 

reputation databases. 

17. Pros: Effective against known bad actors; reduces the attack surface. 

18. Cons: Requires up-to-date reputation data; can block legitimate traffic if IP addresses 

are incorrectly flagged. 

 

7. Geolocation Filtering 

 

19. Description: Blocks or restricts traffic based on the geographical location of the request. 

20. Pros: Useful for targeting attacks from specific regions; easy to configure. 

21. Cons: Can block legitimate users from certain regions; not effective against attackers 

using proxies or VPNs. 

 

8. Content Filtering 

 

22. Description: Inspects the content of HTTP requests and responses to detect malicious 

payloads. 

23. Pros: Effective against content-based attacks like SQL injection and XSS; can inspect 

both request and response payloads. 

24. Cons: Can be resource-intensive; requires regular updates to detection rules. 

 

9. Tokenization and Encryption 

 

25. Description: Protects sensitive data by replacing it with tokens or encrypting it during 

transmission. 

26. Pros: Prevents data breaches by securing sensitive information; enhances compliance 

with data protection regulations. 

27. Cons: Can introduce latency; requires robust key management practices. 

 

10. Machine Learning 

 

28. Description: Employs machine learning algorithms to analyze traffic patterns and detect 

anomalies indicative of attacks. 

29. Pros: Adapts to new and evolving threats; improves detection accuracy over time. 

30. Cons: Requires substantial data for training; can be complex to implement and manage. 

 

11. Automated Threat Intelligence 



 

31. Description: Integrates with threat intelligence feeds to receive real-time updates on 

emerging threats and automatically adjusts detection rules. 

32. Pros: Keeps the WAF up-to-date with the latest threats; reduces manual effort in 

updating rules. 

33. Cons: Dependence on the quality and timeliness of threat intelligence feeds. 

 

12. Contextual Awareness 

 

34. Description: Considers the context of requests, including user behavior, session history, 

and application state, to enhance detection accuracy. 

35. Pros: Reduces false positives by understanding the broader context; improves detection 

of complex attacks. 

36. Cons: Requires comprehensive data collection and analysis; can be resource-intensive. 

 

37. By combining these algorithms and techniques, WAFs provide robust protection against 

a wide range of cyber threats, helping to secure web applications from both known and 

emerging attack vectors. 

8.Implementation 
 

Azure Application Gateway the Azure Web Application Firewall (WAF) provides protection 

against intrusion into a Web site through a variety of uses and vulnerabilities. Web applications 

are targeted by malicious attacks, which usually use unknown techniques. Scripting between 

SQL injection and sites is one of the most common challenges.All of the WAF lists below are 

in the WAF Code. You may create multiple policies and associate them with Application 

Gateway, client, or custom policies according to the terms of use of the gateway. This way, 

you can have separate rules for each field after the Application Gateway, if necessary. For more 

information on WAF policies, see Creating WAF Policies. 



 
 

Figure 3: Application Gateway 

 

The Application Gateway complies with the Application Delivery (ADC) standard. Includes 

Secure Sockets Layer (SSL), formerly known as Transport Layer Security (TLS), 

decommissioning, sharing all cookies, the sharing environment, content routing, the ability to 

host multiple sites, and improved security. 

Improving Application Portal security includes TLS policy administration and full TLS 

support. Application security has been strengthened by integrating WAF into the Application 

Gateway. The combination of web applications avoids the disadvantages. And it provides a 

central location that is easy to set up and maintain. 
 

Figure 4:WAF services 

 

There are two types of web application firewall: 



• Search Status: Use this method to diagnose, understand and learn about network 

connections, which includes identifying vulnerabilities. Monitor and set all alarms. 

Make sure diagnostics is selected on the WAF engine and turn it on. Note that WAF 

does not block incoming requests while in search mode. 

• Type of protection: prevents access to official attacks. The attacker received a 

"Unauthorized Access 403" stop and the link was lost. Security mode records these 

attacks on the WAF machine. 

Azure configuration 

• Enter the Azure Portal, enter the Azure Market, and find your way 

• Select the Application 

• Click Create 
 

• If you selected WAF V2, select Yes or No for Auto Scaling 

• If you selected Yes in the Support Automatic Scaling section, enter the Minimum and 

Maximum Scale units. 
 

 
 

• If you selected No in the Enable Automatic Scaling section, go to Units 



• Firewall Management "Enabled" 

• Set the firewall mode to "Father" or "Long" according to your taste 

• Keep the existing space as a unit 

• Keeping HTTP2 "Disabled" 

• In the Configure Virtual Network section, select an existing virtual network or create 

a new one by selecting Create New. 
 

 

• Write a name for the background 

• Keep the background Add to "No" without target 

• Choose the right goal and purpose, there are many options, choose the one that suits 

your needs 



 
 

The routing rule also requires a destination date. Click the "Recovery Options" tab 

Select the object selected as "Backend Pool" 

Select the after-sales plan required by this policy. In our example, the postdoctoral pool we 

designed at Level 4 above can be selected 

To configure HTTP, click the "Add New" button to create a new HTTP site. An HTTP Web 

site defines the behavior of this policy, including port and protocol protocols for Web sites and 

Web sites such as cookie-based social networking and networking. 
 



 
 

 



 
 

 



 
 

Select / Remove Profile / Group: By default, all options in configuration help are enabled as 

well as advanced policy configuration options are disabled. By promoting advanced command 

processing, you can select a command / group command based on the application. 
 

 

To set customized rules: A WAF administrator can write customized rules that have a legal 

name, legal need, and a number of relevant terms. These rules have higher requirements than 



other rules and regulations regulated by them. Depending on the relevant criteria, the customs 

law prohibits or allows traffic. 
 

 

 

WAF monitoring 

To see more information about WAF policies, you must first activate the Diagnostic Logs, 

which you do by adding clinics. There are three options for storing logs: 



• Keep the account 

• Event hub 

• Azure Monitor engine 
 

 
 

 

Figure 5: WAF monitoring 

 

 
Now on the WAF open screen, you can view the file using Azure Storage Explorer. The 

Gateway application stores records under box 3: 

• understanding-logs-applicationgatewayaccesslog 

• understand-logs-applicationgatewayfirewalllog 

• understand-logs-applicationgatewayperformancelog 

The WAF database is a logical application log application. In the check box, type PT1H.json. 

This information is determined by a firewall created by WAF. 

To test the process, a web firewall was created and used with all the steps and procedures shown 

in Figure, used in php, the system was used for 50 hosting servers, each as a joint venture, 

running various attacks from different users. The system has successfully prevented attacks 

against multiple users after detecting and distributing them to all physically connected users, 

and the system can detect attacks such as (xss, Ddos, sql injection). And it is before all the 

threats have been mentioned before. After blocking the attacker's IP address, the same attacker 

blocks additional attacks on different users. All users of electrical equipment worked equally 

before receiving the strike, and we can use wheel brake synchronization and distribution 

procedures to ensure the safety of different members on different networks and the security of 

web applications stored on different servers and platforms this is easy to use. 



Evaluation 
Most companies are comfortable with financial protection. According to a 2006 CSI / FBI 

survey, "97% of the companies surveyed administered vaccines, 98% were network- 

connected, 69% were affected. However,65% of these organizations’ spyware is under attack, 

32% have access to its internal information, and even 15% have avoided network interference 

"Two methods are widely used to prevent attacks. These must be understood and seen. 

Protection is the" first line of defence " The function of protection usually works to isolate 

certain users from the activities of the base - seeing them as dangerous or unworthy, but the 

conflict serves to identify protest attempts that go beyond the scope of the conflict. These 

models can be compared to secure data sources for malicious behavior (similar to the 

development of most viruses), orsome heuristics that identify the nature of the problem. 

Unfortunately, the change was made by heuristic solutions at the cost of issuing false alarms to 

the contrary but without affecting the situation. The system's ability to detect unknown 

(unknown) attack patterns is often modified for many legitimate users. declared the victim. In 

the sensitivity of such a system, the number of false positives increases, making it impossible 

for them to act on their own (i.e., block some people). As a result, these reports are often sent 

to human observers for decision. On the other hand, a lack of understanding, which would 

allow human observation to disappear, would lead to real attacks that had never been seen 

before. On the security of website applications, it should be noted that this is multi-purpose. It 

includes security architecture and data management, security operations, and security of 

external systems and libraries used by applications (such as external data). Many experts, 

including Microsoft, think that they are changing security as a process that not only works on 

the life of the application, but in reality, it is rare. 

This raises the importance of specific solutions to security issues, including those that are 

understood and addressed by project managers in organizations. Like Web Application 

Firewall (WAF)is probably a global solution that limits the risk of using applications, but is not 

infrequently used. This can be due to several reasons: - Difficulties in setting up WAF - which 

requires all aspects of user-to-user communication and application protection - Restrictions 

passed by the user, logic of the page process, etc. - Repeat the protection rules to be observed 

in the application. This means that it can be accepted that the application will not be secure. - 

As the use of the site grows and evolves to interact with the new Terms of Use, the review of 

the WAF policies will continue. The combination of these conditions, especially the need for 

constant changes from WAF to mirror changes to the application, theoretically makes 

application developers generally responsible for the work - at least by the management 

organization. However, this leads to the situation that they have too many functions, which 

only means that the underlying tasks (applications) are not secure. Of course, their reaction 

increases the control that the WAF doesn’t really need and it is better to promote the available 

resources for quality and efficiency. The authors ’personal experience recognizes that WAF 

approval is minimal in the business environment, especially for critical systems such as Internet 

marketing. 



Framework of vulnerabilities threats and safeguard 

 

Due to the content of vulnerabilities, threats and vulnerabilities the system is useful for 

developing new strategies for creating network security. Weaknesses or anomalies in the 

network that can compromise security. Results can be extracted from weak passwords, 

software viruses, computer viruses or scripts, virus free and SQL injection. A threat is an 

incident or occurrence that could endanger security. Threats are often used by the weak. Safety 

is a process in which the risk of one or all of the other factors is reduced. Security makes fear 

more or less important. These are also called blockchains and are administered blockchain. 

This vulnerability, threat and vulnerability system is useful for security assessment and 

experimental testing that maintains deployment and execution procedures. It is therefore 

related to the principle shown in Figure, which shows vulnerability as V and threat as T based 

on protection. According to S. Ka, at this point the expression frame is seen as the box in the 

box on the computer system. In its structure and management. In contrast, the outside of the 

box is a threat (T), including authorized personnel. In addition, an environment is a program 

that runs on configuration. This tutorial describes how the system works to protect our bodies 

when we think of an S1 agent against a T1 threat that tries to attack V1 with a weak S2 anti-T2 

agent that tries ịwakpoV2. Eventually, S3 and S4 represent distorted areas, preventing other 

threats that use the weaker force of the requirement. 

By accessing the system, users can access all the information they do not have or are restricted 

from accessing, depending on the purpose of the application. However, the excellent 

characteristics of SQL queries and knowledge of the communication patterns of others between 

the application process and the database process have allowed them to control the exchange. 

This requires unauthorized access to the system, bypass authentication mechanisms, and 

unauthorized access. manipulating data in the background database using no inputs (providing 

user feedback on such application data) without having to enter the system or not have access 

to evidence. This is possible because the system developer trusts the end user by ignoring the 

threat of security, doing it, and sending feedback to the user when creating the message. query 

that makes users request. Questions that accept user specific information and are referred to 

an application for data return to operation without a security check are considered invalid and 

may result in SQL injection. 



 

 
 

Figure 6: WAF components 

 

9. Results & Analysis 

  
Azure Web Application Firewall (WAF) from Microsoft provides central security for Azure 

Content Delivery Network (CDN) websites. WAF protects your web services from repeated 

use and abuse. Jobs are also available for senior staff and assisted as required.WAF and Azure 

CDN are global and mid-range solutions. It has been deployed worldwide in the Azure network 

area. The WAF will stop the vicious attack near the base of the attack before they reach your 

site. You get world-class security at the highest level without interruption.The WAF policy 

quickly connects to each CDN at the end of registration. New rules can be submitted in minutes, 

so you can respond quickly to changed threats. 



 

 
Figure 7: Azure WAF CDN 

 

WAFs are not new. They have been on the market for many years and many manufacturers 

(e.g., Cisco, Barracuda, F5) are testing their hardware / software productsfor a large list of 

model comparison restrictions). There is also an open Apache Mod Security project that can 

be used to perform these tasks. However, all of these solutions are based on static rules - these 

must be declared manually for individual applications. Vendors typically provide templates for 

custom services, but custom applications often require more manual setup and regular 

maintenance, as previously described in implementation part. On the other hand, business 

solutions also have additional features, especially those that include medical devices, e.g., 

load measurement, etc. SSL support, etc. 

The educational process must be completed; That is, it includes all types of applications - and 

because all of this work has to be done by staff, there are additional costs involved. However, 

because most commercial applications in web applications include usability metrics — which 

typically cover all applications— this also applies to WAF applications. Again, such changes 

in the business environment often indicate certain diagnostics that can be used for this purpose. 

In short, this is a favourite of business leaders, especially in the infrequently changing web 

applications (such as Internet Banking). Using efficient web services, such as an Internet portal, 

can be difficult. The CL WAF provides less protection due to very low manual use. In this case, 

as described above, the data is collected by the user-supplied machine at a specified time and 

flows continuously. The data in the last window is used to correct the revenue. The main 

problems arising from this situation are as follows: 

- WAF only accepts values that correspond to end-user behavior. If these 

standards change over time, the WAF will receive more negative warnings 

- The missile is specifically designed to focus on the educational process (e.g., 

bad data changes slowly over time). to be accepted by the WAF as a valid 

example). 



10. Conclusion 

 
To address the problem of latency and BFP, which typically governs WAF routing, this article 

describes the concept of an in-line and out-of-band, complex relationship that can select a 

traffic line type and location to continue in out-of-focus mode. By using this model, it not only 

avoids late and inconvenient user interference, but also improves your response by allowing 

you to install more things. WAF Services supplements work together to define and identify 

traffic. Using open-source tools, any organization can follow design standards to improve the 

protection of its users and enhance the experience on its platform. In a rapidly changing world 

where technology is related to infrastructure, the importance of this document is to inform 

people of the importance of the cyber world as security. Informatics is not a vulnerability study 

to understand that we are not surrounded by technology. Technology is all around us. The most 

important information! We are all aware of some cyber-attacks that steal our data, money and 

everything. We also know how technology affects people. The technology is applied. These 

applications will try to develop some methods that can help with security. This article provides 

a detailed overview of some aspects of cyber security to help the reader take sensible steps. I 

also came here with great confidence because I think the process should be provided to the 

staff. However, I refused to use technological language because I was trying to reach a wider 

audience and not a place. 

Network technology and usage are changing rapidly, and network security is difficult to 

achieve. Torgils are a source of many computer security threats and aggravate others. Security 

includes connecting to a secure network and repeating. Although network technology is on the 

rise, it is not surprising that people are increasingly using network security. This article 

describes some network security issues and details about new vulnerability, threat, and 

protection procedures. In our future work, our goal is to implement this framework in a real 

network with different scenarios.Processes for centralizing network walls Improve the process 

of tracking and protecting a website based on attacks by working with independent standard 

web walls as a seamless integration, easily transmitting and distributing attacks across all 

attached walls. in the system. Although every firewall site has its own attacks and can work 

on its own, it improves performance and reduces the potential for attacks on all systems 

together. And has increased the ability to reduce and prevent a variety of attacks. 

The application of science and other biological techniques to the benefits of computer security 

has recently increased the attractiveness of scientists, and as cyber-attack experiments become 

more and more sophisticated, this is one way to solve these problems. The obvious advantage 

of such a WAF is that it has very little setup time due to the large amount of malicious content 

introduced into the web application.Of course, WAF is not new. They have been in the market 

for many years and many vendors (such as Cisco, Barracuda, F5) offer their hardware / 

applications (several lists of business models can be found). There is also an open-source 

Apache ModSecurityproject that can be used to provide these features. However, all of these 

answers are based on a complex process that must be manually customized for the website 

application. Vendors often provide a sample for a service or application, but if you want to 

offer an app, it usually requires a lot of manual and full-time 



configuration, as described earlier in this document. On the other hand, industrial solutions, 

especially those involving hardware manufacturers, have other characteristics, such as. size, 

SSL support etc,.          

            

              

11futurescope:         

 The future scope of Web Application Firewalls (WAFs) in cybersecurity is promising, 

given the evolving nature of threats and the increasing reliance on web applications. Here are 

some key areas where WAFs are likely to advance and expand: 

1. Integration with Advanced Threat Intelligence 

 

    Real-time Updates: Enhanced integration with threat intelligence feeds to provide real-

time updates on emerging threats and vulnerabilities. 

    Automated Threat Responses: The use of automated responses based on the latest 

intelligence to quickly mitigate new attack vectors. 

 

2. Artificial Intelligence and Machine Learning 

 

    Improved Anomaly Detection: Advanced machine learning algorithms for better anomaly 

detection, reducing false positives, and identifying sophisticated attack patterns. 

    Adaptive Learning: Systems that continually learn from new data to improve detection 

capabilities without manual rule updates. 

 

3. Behavioral Analytics 

 

    User and Entity Behavior Analytics (UEBA): Incorporating UEBA to analyze patterns of 

user behavior and detect anomalies that might indicate compromised accounts or insider 

threats. 

    Contextual Awareness: Enhanced contextual understanding of user interactions with web 

applications to more accurately distinguish between legitimate and malicious activities. 

 

4. Automation and Orchestration 

 

    Automated Configuration and Tuning: Tools that automatically configure and fine-tune 

WAF settings based on the specific needs of the web application and its traffic patterns. 

    Integration with Security Orchestration, Automation, and Response (SOAR): WAFs 

becoming part of broader security frameworks that automate the incident response process.  

 

5. Cloud-Native and Serverless Architectures 

 

    Cloud Integration: WAF solutions designed specifically for cloud environments, offering 

seamless integration with cloud-native applications and services. 

    Serverless Security: Adapting WAF technologies to protect serverless applications, 

ensuring security in increasingly popular serverless architectures. 

 

6. Comprehensive API Security 

 



    API Protection: Enhanced focus on securing APIs, which are becoming critical as more 

applications rely on microservices and interconnected services. 

    API Gateway Integration: WAFs integrating with API gateways to provide comprehensive 

security for API traffic. 

 

7. Zero Trust Architecture 

 

    Zero Trust Principles: Implementing zero trust security models where every request is 

authenticated and authorized, reducing the risk of lateral movement within networks. 

    Micro-Segmentation: Using WAFs to enforce micro-segmentation, limiting access and 

reducing the attack surface within web applications. 

 

8. Enhanced DDoS Protection 

 

    Advanced DDoS Mitigation: Improved capabilities for detecting and mitigating 

sophisticated DDoS attacks, including multi-vector and application-layer attacks. 

    Scalable Solutions: Leveraging cloud infrastructure to provide scalable DDoS protection 

that can handle large volumes of traffic. 

 

9. Privacy and Data Protection 

 

    Data Masking and Tokenization: Advanced techniques for data masking and tokenization 

to protect sensitive information from exposure. 

    Compliance Management: Enhanced features to ensure compliance with global data 

protection regulations such as GDPR, CCPA, and HIPAA. 

 

10. User-Friendly Interfaces and Reporting 

 

    Simplified Management: More intuitive user interfaces for easier management and 

configuration of WAFs. 

    Advanced Reporting and Analytics: Improved reporting capabilities providing detailed 

insights into security events and trends. 

 

11. Collaboration and Community Sharing 

 

    Threat Intelligence Sharing: Platforms for sharing threat intelligence and attack patterns 

within the security community to improve collective defenses. 

    Open Source Contributions: Increased contributions to and adoption of open source WAF 

technologies, fostering innovation and collaboration. 

 

12. Quantum-Resistant Security 

 

    Preparing for Quantum Computing: Research and development into quantum-resistant 

algorithms to ensure WAFs can protect against future quantum computing threats. 

 

The evolution of WAFs will be driven by the need to address new and more sophisticated 



threats, the adoption of modern application architectures, and the integration of advanced 

technologies like AI and machine learning. As web applications continue to grow in 

complexity and importance, WAFs will play a critical role in ensuring their security.
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